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Abstract- In today digital investigation, forensic time aspect of 
information has become an important part of digital forensic 
research. Vital user input information can be gathered from 
the physical memory of computer systems. Digital forensic 
community demand accurate data collection, preservation, 
examination, validation, data analysis and presentation. This 
process has become the most important aspect of digital 
investigation. The extraction of forensically relevant evidence 
from the physical memory can reveals users' actions. This 
research will report the evidence that can be extracted and 
how that evidence changes with the length of time that the 
system is switched on when the application is still opened. In 
this experiment, the qualitative assessment of user input on 
some commonly used applications will be discussed. 
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1. INTRODUCTION 

The development of digital investigation techniques 
focused mostly on evidence contained within the hard 
disks; little has been done on the volatile memory analysis 
of Windows application. Of recent time, the digital 
forensic research workshop [1] demand for more tools and 
techniques to be developed for capturing memory images 
and analyzing the memory content. As a result, there has 
been much progress with regards to forensic evidence 
gathering from the RAM of Windows and Linux systems. 
However, little research has been done on the analysis of 
the acquired evidence from the physical memory contents 
of computer systems. 

A research work of [2], discusses the amount of 
sensitive evidence that are dispersed in the application 
memory. Limited efforts have been made into the 
formalization of the time aspect of application level 
information stored in the Windows application memory. 
Application level information is the extracted user input 
information from the physical memory of the most 
commonly used Windows applications [3]. Application 
level information can be defined as information which 
indicates how the user is (or in the case of terminated 
process, was) using an application. This research work 
details a qualitative assessment of evidence stored on the 
application memory and how that evidence can be 
reconstructed to determine the time aspect of forensically 
relevant information while the application is still opened 
and images were captured at set interval of 30 minutes 
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hence, the system remains switched on. The approach of 
memory imaging and the extraction of forensically 
relevant data can be useful during digital investigation of 
user input. The forensic investigator can determine the 
quality information stored over time in the physical 
memory of the applications. This information can be used 
as information assurance when investigating crime related 
evidence and for tracing fraud on computer-based systems 
or digital devices such like the new emerging mobile 
technology. These actions will also reveals how user input 
activities can be recovered and reconstructed based on the 
event of user input on the applications. For the purpose of 
this research some commonly used Windows applications 
will be identified and the extracted user input from the 
physical memory of the applications will be investigated to 
reveals various user's actions. Thus, the extraction of 
forensically relevant evidence from Windows application 
relies on investigator's skill and experience. The approach 
taken in this research is pertinent towards what useful 
information can be recovered as evidence, to support the 
crime or fraud cases in the court of law. 

Tn digital investigation, the investigators are 
determined to find out the exact likelihood of users action 
and this information can be reconstructed to further 
investigate the various event of user input on the 
applications. This process of investigations can help the 
investigators to carry out the analysis of time memory 
aspect of relevant information that are stored in the 
physical memory of the Windows application. For the 
evidence to be acceptable in the court of law, the evidence 
must be forensically sound and must be validated to be 
accepted for presentation and used as evidential document 
in the law court. 

II. RELATED WORK 

A method of [4] laid emphasis on the importance of 
forensic live response and event reconstruction methods. 
The extension of this research work in [5] focused on the 
application level evidence. This approach identified the 
important aspects of memory analysis and proposed an 
approach for the volatile memory analysis. The research 
method in [6] presented the hardware-based memory 
acquisition. This approach change memory contents as 
little as possible by using a PC T extension card to dump the 
memory content to an external device. There are open 
source software-based tools that have been developed 
recently for memory acquisition and for memory analysis. 
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A research of [7] focused on memory acquisition. This is a 
command line tool that captures and reconstructs the 
virtual address space of the system process and other 
processes. 

A method of [8] is a tool that is capable of revealing 
hidden and terminated processes and threads whereas, 
Nigilant32 [10] are tools that can capture the physical 
memory contents of computer systems. In recent time 
Win32dd and Win64dd [9,7] have also been used to 
capture memory and perform memory analysis. In addition 
to these tools, MemParser [II] and the Volatility 
Framework [12] are examples of other tools that can 
perform full memory analysis on Windows application. Of 
these two, the Volatility Framework is more extensive. 
This tool is capable of performing the analysis on a variety 
of memory image formats such as DD format, crash dump 
and Hibernate Dumps. Volatility is able to list OS kernel 
modules, drivers, open network socket, loaded DLL 
modules, heaps, stacks and open files. 

The research work of [13] addresses the need for more 
sophisticated tools on physical memory acquisition and 
analysis. This is data carving method of research that can 
be used for a recovery purpose. This approach is 
frequently used during digital investigations. Moreover, it 
is essential that a new development tools should be 
integrated on other different approaches. Therefore, a 
research model of [14], presented the graphics extraction 
that is contained in a memory dump. A paper [15], 
identified the most commonly used application. This 
approach provides prospective evidence regarding the 
application of memory analysis on Windows computer 
systems. 

m. INVESTIGATION ApPROACH 

To investigate the forensic time aspect of user input on 
Windows applications, a normal working environment in 
business organizations was replicated for capturing volatile 
memory images. As shown in Table I, the computer would 
be turned on at the start of the day and then turned off at 
the end of the day. When the computer is first turned on, 
the applications will be opened and the user will interact 
with the applications and images will be captured at set 
interval of 30 minutes. Series of tests will be carried out 
for days until 100 images were captured on each 
application. The physical memory in the computer was 2 
Gigabytes (GB) and this resulted in 200 GB of images 
captured. After volatile imaging, copies of the images 
captured were made for preservation purposes. The aim of 
this research is to determine how a user is interacting with 
the computer systems when user input were made on these 
applications. This process will identifY how user is using 
the application while reconstructing the event of user input 
stored on the memory allocated to these applications when 
the computer is still switched on. 

In this experiment, the memory content of the 
applications was investigated and it was discovered that 
the extracted evidence that was stored in the physical 
memory are dispersed. By pattern searching techniques 
that was developed, relevant user input was extracted and 
converted into strings. User input was searched through 
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the application memory while the extracted evidence was 
matched with the original user input. 

TABLE 1. APPROACH 

Applications User Actions 
(Open Application) 

List a set of numbers and some data texts, or texts of 
Excel 2007 paragraph only. Draw a graph of the numbers and 

texts. Input may contain alphanumeric, character 0-9, 
brackets. Save document 

PowerPoint Write a slide, slides of texts with commas, semi-
2007 colon, brackets, full stop. User input may contain or 

type alphanumeric, character 0-9, brackets close or 
open. . Long sentences or short sentences. Save 

document. 

The pattern searching techniques was developed using 
the system composition program like python. In this case, 
an automated executable program was used to perform 
pattern matching of memdump strings of the applications 
and this was also used to search for memory evidence. 
This evidence information was reconstructed to determine 
the time memory aspect of the forensically relevant data 
based on what the user was doing on the application, what 
the user has been doing and what the user was using the 
application for. This approach can reveal the sensitive 
information pertinent to user activities on the application 
memory. By reconstructing this evidence information, this 
approach can lead to further investigation, when forensic 
investigators are analyzing the user input on the basis of 
other forensic questions of why, who, how, when and 
where the user input are stored in the memory. 

IV. QUALITATIVE ASSESSMENT 

In this section, the qualitative assessment of 
forensically relevant data from the physical memory 
content of Excel and PowerPoint applications was 
investigated and analysed. This investigation describes 
how evidence was stored over time in the physical 
memory contents of these applications. As it can be seen 
from Figures 1, the evidence information was dispersed in 
the memory and as extracted from the physical memory, 
the line number was allocated to the evidence found on 
this application. In some occasions, evidence information 
occurs repeatedly and consistently over time at different 
location in the memory and this can be traced with the line 
numbers allocated. The extracted memdump strings of user 
input on these applications have been reconstructed for 
evidential purposes. There are partial fragment of the 
evidence information and also, in some cases, whole 
fragment of evidence were discovered in continuous block 
of the application memory. For example, in Figure 1, the 
extracted evidence of user input on Excel application was 
found dispersed in the memory. The user input contains 
both data texts strings and numeric characters. It is evident 
that this evidence is repeated and appears consistently in 
the memory. In another example, the extracted user input 
of data texts like "Three Major parties in the UK" was 
first found in line number "94" and was repeated in line 
number "75474". This information can be termed as whole 
fragment of user input found in continuous block of 
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evidence whereas, in line number "100948", the partial 
fragment of this information was found as "rties in the 
UK". 

Excel Appliwrion . Evidence Exrrocred From MEMDUMP STRINGS 

Partial Frogm€nt wit.h lin€ Numb85 / WhoJ.e Fragm€1lt with Hn€ Numbes. 

[Rewnsrfllc!ing b¥ Pattern marming rechnique] 

2�61068�229 

9� 

Three Major partie3 

75n4 

Three Maj o r p art i e3 

87��0 

Major partie 3 

91508 

2325�687�12 

100783 

4�555569987 

100784 

77115252578 

100815 

887455993 

1009n 

336587452 

1009�8 

in 

rtie3 in the UK 

102028 

2�61068�2290000 

182786 

es in the OK 

182787 

es in the UK 

100798 

44555569987 

100996 

336587452 

the 

in the UK 

in the UK 

OK 

Figure I. The reconstructed evidence of Excel Application 

Also in Figure 1, another partial fragment of user input 
information was found in the allocated line number of 
"100948", "182786" and 182787". By reconstructing the 
user input, it was evident that the information are partially 
related to the information stored in line number "94", 
"75474", and "87440". This information may be in form of 
graph or table but the question of what the user was doing 
on this application can be traced to these line numbers. 
Further investigation into the numeric data of user input on 
Excel indicates that relevant data was found as repeated in 
the physical memory. For example, the extracted user 
input information like the numeric data of "4455569987" 
was stored in the allocated line number of "100783". This 
information was found repeated in another line number 
"100798". As shown in Figure 1, the extracted evidence of 
user input can be reconstructed and the forensically 
relevant data can be traced to the allocated line numbers, 
based on what the user was doing, what the user has been 
doing and what the user was using the applications for. 

Tn another example, Fig. 2, describe the reconstructed 
application level information from the PowerPoint 
applications. Tn this experiment, the case was reversible; 
because the user input stored on this application was found 
dispersed more in whole fragment than the partial evidence 
information that was recovered. Although, the relevant 
evidence was extracted from the memdump strings, but 
more of the evidence information was recovered in 
continuous block of the application memory. Moreover, 
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the evidence information that was dispersed in the memory 
content of this application can be reconstructed as partial 
or whole fragment of user input. By reconstructing the 
user input, more evidence information can be revealed. For 
example, the partial fragment of information was found 
stored in line number "4010" and also, in the allocated line 
number "4049". By reconstructing the two line numbers, 
the evidence stored in line number "7899"can be termed as 
the whole fragment of user input found in continuous 
block of evidence. This information represents the full 
sentence of forensically relevant data with full stops and 
commas. However, the partial fragment of evidence 
information was also found stored in line numbers "4010", 
"4049", "4050", "4051", "4052", and "4053" respectively. 
As shown in Figure 2, the user input evidence can be 
reconstructed to determine what the user was doing on the 
application, what the user has been doing and what the 
user was using the application for. 

PawerPainr Appliwrion - Evidence Exrroaed From MEMDUMP STRINGS 

Partial Fragm€nt with Line Numbers I Whole flagment �wtl:J Line Numbers. 

{RewnsrfllCring b¥ Pattern marming Evidence] 

4010 

Inter are u.nmoved by Roman intrigue ANY 

Manchester United fans crying foul at Chelsea 

�0�9 

f! 2-0 win at deadly rivals Liverpool on Sunday 

should spare a thought for Serie A title chasers 

Roma. Inter Milan were forced to play down the 

controversy which followed their win over L azio 

in the Italian capital on Sunday. The 2-0 

victory saw then establish a tow point lead at 

the top of Serie A 

�050 

at the expense of Lazio 

�051 

� city rivals R a ma. 

�052 

Inter are unmoved by Roman ':'ntrigue 

4053 

ANY Manchester United fans crying foul at 

Chelsea 

7899 

Inter are unmoved by Roman intrigue , Manchester 

United fans crying foul at Chel3ea ' s 2 - 0 win at 

deadly rival3 Liverpool on Sunday should 3pare a 

thought for Serie A title cha3ers Roma. Inter 

Milan were forced to p l ay down the controversy 

which followed their win over Lazio in the 

Italian capital on Sunday. The 2-0 victory saw 

then establish a tow point lead at the top of 

Ser':'e A at the expense of Lazio. 

Figure 2. The reconstructed evidence of Excel Application 

V. ANALYSIS 

The purpose of this research experiments is to found 
out the forensically relevant data on physical memory and 
how this evidence can be assessed based on the quality of 
user input that has been reconstructed. Figure 1 indicates 
the extracted application level information recovered from 
Excel application. The extracted information was found 
stored in the memory allocated to the application with the 
associated line numbers. Some of this information was 
found repeated and dispersed. The qualitative assessment 
technique was adopted to assess the quality of the 
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recovered user input that could be used as evidence for 
forensic investigators. 

As shown in Fig. 1, the character strings of the 
application level information contain reconstructed 
information that can be used as evidence information 
based on what the user is doing on this application, what 
the user has been doing and what the user is using the 
applications for. Tn this investigation, it can be said that 
there are text entered by the user and the numeric data; 
could be used to describe the items of user input 
information. This means that both numeric values and data 
text of information can be used to describe the application 
level information. It can be said that this information forms 
complete worksheets of Excel application. The numeric 
values with the associated line numbers may be computed, 
but it was difficult to link those of the numeric values 
stored in line numbers of the memory together. Thus, the 
application level information found was partially related to 
the original user input made on Excel application. 

Figure 2 illustrates the user input recovered from the 
PowerPoint application. The user input found represents 
the extracted application level information from the 
volatile memory of the application. This information can 
be reconstructed to find out what the user was typing, what 
the user has been doing and what the user was using the 
application for. As illustrated in the figures above, this 
research experiment has clarified the important aspect of 
user activities on some commonly used Windows 
applications. 

As earlier discussed above, the user input consists of 
alphanumeric data. This user input was made once while 
this application remains opened and user is interacting 
with other applications when images were captured at set 
interval of 30 minutes. The user input was investigated by 
pattern matching techniques that were developed. This 
evidence information is crucial to forensic investigators 
and it can be used to augment the qualitative assessment of 
user input stored over time in the physical memory. This is 
the sample application level information that was extracted 
from the memdump strings of the application memory. 
This evidence has been recovered for forensic analysis 
purposes. 

Also, the extracted user input can be reconstructed to 
further investigate other forensic questions of what, who, 
when, where and how the user input was stored over time 
in the memory. For example, the question of "what" the 
user was doing on the application, can be traced to 
different allocated numbers of the reconstructed evidence 
in Figures I and 2. Also, the questions of "who" can be 
described as the identity of user that entered information 
on these applications. The questions of "where" can be 
termed as where user input was made. In this experiment, 
it can be said that the user input was made on Excel and 
PowerPoint applications. This is the applications that the 
user was using to input data. The question of "when " can 
be answered during the investigation of process listings 
and scanning of the applications using the Volatility tools. 
The question of "how" can be answered as the way user 
input information on these applications. It can be said the 
user input was dispersed in the application memory and as 
stored over time with the allocated line numbers. 
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VI. CONCLUSION 

Tn this research, the qualitative assessment of user 
input was discussed on two most commonly used 
Windows applications. Specific emphasis has been laid on 
the quality of evidence stored over time in the allocated 
line number of the application memory. This approach 
describes the process of securing digital evidence and 
analysing the forensically relevant data on Windows 
computer systems. This experiment involves memory 
dumping, extraction of relevant data, strings conversion of 
evidence, fmding the evidence and reconstructing the 
extracted evidence of user input. This approach may 
become part of forensic analysis in digital investigation. 

VIT. FUTURE WORK 

In the future, forensic investigation and more practical 
experiments on other applications will be performed. The 
qualitative assessment of user input activities will be fully 
explored based on the assumptions and questions of how 
we can reconstruct this evidence to form a block chain of 
evidence in continuous format. 
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