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Abstract—Due to the massive applications of Internet of Things
(IoT) and the prevalence of wearable devices, e-healthcare sys-
tems are widely deployed in medical institutions. As a significant
carrier of medical data, electronic medical record (EMR) is
convenient to be stored and retrieved, which greatly simplifies the
experience of medical treatment and cuts down the trivial work
of paramedics. However, EMRs usually include much sensitive
information such as patients’ identification numbers or home
addresses that may be easily captured by unauthorized doctors
and cloud servers. Based on this concern, e-healthcare systems
can make use of attribute-based encryption (ABE) to protect
private information while achieving fine-grained access control
of encrypted EMRs. Whereas, most ABE schemes do not support
both policy hiding and keyword search. To address the above is-
sues, we propose an inner product searchable encryption scheme
with multi-keyword search (MK-IPSE) based on blockchain to
provide full privacy preservation and efficient ciphertext retrieval
for EMRs. Inner product encryption (IPE) can not only specify
access permissions such that only users with matched attributes
can get the target files, but also support access policy hiding. Be-
sides, the proposed scheme combines searchable encryption (SE)
and federated blockchain (FB) to implement efficient and stable
multi-keyword search. Compared with the existing schemes, MK-
IPSE shows better performance on computation and storage.
Additionally, security analysis demonstrates that our scheme can
resist IND-CKA and collusion attacks.

Index Terms—Medical data sharing, blockchain, attribute-
based encryption, inner product encryption, searchable encryp-
tion

I. INTRODUCTION

ITH the continuous progresses of informatization
Win the medical industry, electronic medical records
(EMRs) are highly valued and widely used for convenient and
superior e-healthcare services [1]. Compared with traditional
paper-based medical records, EMRs support more efficient
sharing among multiple institutions, more robust traceability,
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securer data loss prevention and some other remarkable func-
tions. Specifically, medical institutions can provide real-time
and long-term disease information, and support profound anal-
ysis and personal therapy for patients by sharing EMRs with
each other. Based on these benefits, more and more medical
institutions replace outdated paper-based medical records with
EMRs, which results in the exponential growth of EMRs and
creates tremendous computation and storage burden for the
existing hospitals. Because of the computing power of cloud
services, users are more willing to outsource their medical data
to the cloud, which promotes the perfection of the medical
information systems.

However, in the new period of Internet of Things (IoT) and
artificial intelligence (AI) closely integrated [2], [3], [4], [5],
the security and privacy preservation of personal records are
facing unprecedented challenges. The biggest concern is data
leakage. The medical data uploaded to the cloud often contains
sensitive information, such as home addresses and personal
disease records that may be maliciously accessed by cloud
servers or unauthorized entities. If the data gets out of hand, it
reveals something personal about the patient, which seriously
hinders the sharing of EMRs. In consequence, how to balance
secure privacy protection and effective data sharing becomes
a challenging task.

To achieve privacy preservation of EMRs, data owners
usually encrypt these files before uploading to cloud servers,
but there still exist other various issues. For example, it is
difficult for patients and doctors to retrieve the desired medical
files from large amounts of ciphertexts. A laborious method is
to obtain these ciphertexts locally, decrypt them and then run
queries, which require a lot of storage and computation. To
avoid these issues, searchable encryption (SE) [6] was firstly
presented in 2000 to retrieve encrypted files directly, in which
the data owner encrypted messages and keyword indexes, and
sent these ciphertexts to the cloud server. Then, according to
user’s trapdoors that associated with queried keywords and
secret keys, cloud server can search the object ciphertext.
This scheme protects the user’s privacy while dramatically
improving the retrieval efficiency. Consequently, more feasible
and promising researches about SE were proposed to optimize
the initial SE scheme in terms of security and computation
performance [7], [8].

Besides efficient retrieval, the fine-grained access control
of EMRs should also be considered. In traditional symmetric
encryption schemes, data owners must distribute different ses-
sion keys to different data users. They have to store the session
key securely even though they only use it once. This kind of



one-to-one communication incurs complex key management.
Whereas, ciphertext-policy attribute-based encryption (CP-
ABE) schemes were designed for achieving efficient fine-
grained access control while protecting the private information
of data users [9], [10]. In CP-ABE schemes, attribute sets
are embedded in private keys while message ciphertexts are
labeled with the access policy that determines who can decrypt
the ciphertext, which improves flexibility in setting differential
access structures for diverse sets of users.

Inspired by SE and CP-ABE, scholars put forward attribute-
based searchable encryption (ABSE) schemes [11], [12] to im-
plement efficient retrieval and secure access control of encrypt-
ed data simultaneously. However, in most ABSE schemes,
there is a serious flaw that the access policy shown explic-
itly may expose users’ personal information. For example,
in medical systems, unauthorized doctors and cloud servers
can speculate the patient’s intimate disease information (e.g.,
sexually transmitted diseases, infectious diseases) ac-
cording to the access policy of EMRs. Therefore, a secure
ABSE scheme should support hidden access policy to avoid
leaking personal information and improve the security of the
system. Many schemes with hidden access policy have been
proposed [13], [14]. Unfortunately, in these schemes, every
attribute and keyword is encrypted separately, which leads to
tremendous computation and storage cost.

Inner product encryption (IPE) is developed from ABE o-
riginally and achieves full access policy hiding in an ingenious
way. It converts access policies and attribute sets into vectors
for embedding in ciphertexts and secret keys respectively.
The process of verifying whether the attribute sets satisfy
the access structure is translated into determining whether the
inner product of attribute vectors and access policy vectors is
zero or not, which protects the privacy of data users [15], [16].

After increasingly profound research, people find that
blockchain could be used in the medical field. For example,
the EMRs stored in blockchain are immutable, transparent and
traceable which meet the security and trust requirements in
complex medical scenarios. In addition, blockchain can help
doctors and patients manage their access privileges, and record
the usage and delivery of medical data, providing reliable
data tracking for users. Crucially, for burdensome e-healthcare
services, blockchain can be integrated with other internet
technologies (such as IoT, Al, wearable devices, and so on)
to improve the adaptation and responsiveness of e-healthcare
systems.

In this paper, by combining IPE and ABSE, we present a
blockchain-aided medical data sharing scheme based on in-
ner product searchable encryption with multi-keyword search
(MK-IPSE). The primary contributions are shown below:

o Data access control and efficient retrieval. In our scheme,
trusted authority (TA) generates private keys for doctors
with their attributes. Patients encrypt their EMRs and
keyword indexes according to the specified access policy.
Only when keywords in trapdoors satisfy keywords in
ciphertexts and submitted attributes pass through the
access policy, can doctors get EMRs successfully.

e Hidden access policy. Firstly, the access policy and at-
tributes are converted into vectors. And then, these two

kinds of vectors are placed on the exponent to guarantee
the security of access policy due to the discrete logarithm
assumption. Therefore, by figuring up the inner product
with these two kinds of vectors, decryption will recover 0
if attributes satisfy the access structure. Otherwise, it only
recovers a random number but no sensitive information.

o Blockchain-aided medical system. The local servers in
medical institutions are viewed as the trusted nodes and
compose a federated blockchain. In MK-IPSE scheme,
we provide the keyword retrieval in the blockchain while
storing the message ciphertexts to the cloud server. This
kind of collaboration pattern reduces the computation
and storage cost of cloud servers. Furthermore, the in-
herent immutability, transparency and traceability make
blockchain appropriate to ensure the security and authen-
ticity of medical records.

o Adaptive multi-keyword retrieval. A doctor can submit
queried keywords according to his/her interests. If the
keywords satisfy user’s queried keywords C keywords
in index, it means that the corresponding ciphertext
is found successfully. For example, suppose there are
three EMRs that the doctor has access to, the key-
word indexes of the EMRs are {2020, cardiopathy},
{2021, cardiopathy} and {2022, cardiopathy} respec-
tively. If the doctor submits {cardiopathy}, s/he will get
all three EMRs. If s/he submits more specific keywords
such as {2022, cardiopathy}, s/he will obtain the third
EMR. Obviously, the more keywords are submitted, the
fewer but more accurate documents the doctor will get.
So, doctors can realize adaptive multi-keyword retrieval
by changing the number of keywords readily.

The rest sections are arranged as follows. In section II,
we summarize the related work about searchable encryption.
The cryptographic backgrounds and preliminaries are given
in section III. In section IV, we introduce the system model,
formal definition, and security model of the proposed scheme.
The construction of MK-IPSE is introduced specifically in
section V. In section VI, we analyze the security under IND-
CKA and collusion attacks, and compare the performance with
relevant schemes in terms of computation and storage cost.
Finally, we conclude this work in section VIIL.

II. RELATED WORK

Firstly, we summarize the relevant work about the EMRs
sharing and searchable encryption in terms of implementing
secure fine-grained access control and access policy hid-
ing. Besides, searchable encryption schemes concerned with
blockchain are also given at last.

EMRs play increasingly vital roles in our daily life due
to the convenience of the online medical service [17], [18].
Therefore, how to share EMRs securely and effectively be-
comes a challenging research focus. Yang et al. [19] put
forward a lightweight mobile health system, which achieved
fine-grained access control of encrypted EMRs, the tracking
of malicious users and user revocation. Xu et al. [20] utilized
attribute-based encryption and searchable encryption to realize
flexible search control, greatly facilitating the access and shar-
ing of EMRs. Besides, it also provided efficient access policy



assignment. In [21], the authors presented a healthcare [oT sys-
tem connecting attribute-based encryption and edge comput-
ing, which supported expressive access control and lightweight
decryption cost. Recently, Xu et al. [22] implemented EMRs’
integrity and confidentiality with the advantages of blockchain
and attribute-based encryption respectively. In addition, this
scheme allowed the authority center to revoke dishonest users
who revealed sensitive information deliberately.

Searchable encryption (SE) consists of symmetric search-
able encryption (SSE) and public key encryption with keyword
search (PEKS) that were firstly presented by Song et al. [6]
and Boneh et.al [23] respectively to provide efficient keyword
search of ciphertexts. There is no available information in
encrypted data can be captured by the unauthorized entities
unless they have permissions. SSE is mainly suitable for
storing and retrieving personal data while PEKS often focuses
on multi-user data sharing. Based on SSE and PEKS, a series
of schemes were presented to support more comprehensive
functionalities, such as single keyword search [24], [25], multi-
keyword search [26], [27], data updatable [28], and so on.

Next, to implement access control in a promising way,
ABSE was proposed and had been applied in many schemes.
Liu et al. [29] utilized ABSE to construct verifiable search
scheme, in which the trusted authority was required to help
generate the search trapdoors every time, resulting in addition-
al computation burden. For improving computation efficiency,
some scholars adopted an online/offline mechanism in ABSE
to mitigate constrained computing power [30], [31]. The
scheme in [30] used the outsourcing ABE to greatly reduce
the computation overhead. Besides, it achieved data security,
unlinkability of trapdoor and search controllability at the same
time. The scheme [31] made use of cloud-edge coordination
for relieving the computation and storage overhead. It stored
the ciphertexts in the cloud while uploading the keyword
indexes to the edge node. Moreover, it could realize multi-
keyword search and resist keyword guessing attacks.

However, ABSE has a server limitation that access policies
may leak certain personal information of data users. In order to
strengthen users’ privacy, Koo et al. [32] proposed an ABSE
scheme that realized access policy hiding, which supported
fast ciphertext search and rich expressions of access policy.
Meanwhile, this scheme also achieved the anonymity of data
users. Shi et al. [33] masked the access policy by linear
secret sharing, which was a lowcost and promising method
to protect the access policy. However, in this scheme, data
users were required to interact with trusted authorities while
generating search trapdoors, causing a number of bilinear
pair computation cost. After that, Wang et al. [34] designed
a searchable CP-ABE scheme, which supported secure ac-
cess control and hidden access policy. Besides, the scheme
was multi-value-independent with constant storage overhead.
Miao et al. [35] designed a CP-ABKS scheme with privacy
preservation in shared multi-owner setting, which achieved
secure access policy hiding and tracing of malicious data users.
Moreover, it could also resist keyword guessing attacks.

Blockchain, proposed by Nakamoto in 2008 [36], is an
emerging application mode of computer technology aiming
at realizing Bitcoin trading at first. So far, there have been

many proposals for combining blockchain with searchable
encryption. Liu et al. [37] proposed a blockchain-aided ABSE
scheme to achieve private key management and user revocation
efficiently by replacing traditional centralized servers with
decentralized blockchain systems. Yang et al. [38] presented a
searchable EMR sharing scheme with blockchain. It provided
efficient permission control of medical data via ABE and
authentication of EMRs through attribute signature to verify
the reality of EMRs, which consumed too much bandwidth
and communication cost. Niu et al. [39] designed a medical
data sharing scheme based on permissioned blockchain, in
which the multi-keyword search was achieved by polynomial
equation.

III. PRELIMINARIES

We introduce cryptographic backgrounds as well as prelim-
inaries concerned with MK-IPSE in this section.

A. Bilinear Map

Definition 1 (Bilinear Map): Let G and G be multiplica-
tive cyclic groups of prime order p, and g is a generator of
group G1. The bilinear map e : G; x G; — G meets the
following properties:
e Bilinearity: e(u®,v?) = e(u,v)" for all u,v € G and
a,b e Zy;

e Non-degeneracy: e(g, g) # 1;

e Computability: Given u,v € Gy, e(u,v) is efficiently
computable .

B. Discrete Logarithm (DL) Assumption

Definition 2 (DL Assumption): Let G be a multiplicative
cyclic group of prime order p, g is a generator of group G.
Given (g,¢%) € G, the DL assumption holds if there is no
probabilistic polynomial time (PPT) adversary .4 in computing
a € Z, with a non-negligible advantage .

C. Decisional Bilinear Diffie-Hellman (DBDH) Assumption

Definition 3 (DBDH Assumption): Let challenger C random-
ly select a,b,c,z € Z*, g is a generator of group G. The
DBDH assumption holds if there is no PPT algorithm B that
can distinguish (A = g%, B = ¢*,C = ¢°,e(g,9)") and
(A = g% B = g"C = g°e(g,9)") with a non-negligible
advantage .

D. Inner Product Encryption

We introduce the syntactic definition of IPE at first. Besides,
we also illustrate how to generate the access policy vector and
the attribute vector that are associated with IPE.

IPE is a prospective algorithm to check access rights of data
users and support access policy hiding simultaneously. In this
article, the ciphertext is connected with access policy vector
x while data user’s secret key is labeled with attribute vector
y. When attributes match the access policy, the message will
be recovered with (x,y) =0 .



Definition 4 (IPE): A standard inner product encryption
scheme is an algorithm as below.

1) Setup(\,l) — msk, mpk: It takes as input a security
parameter A and the vector dimension [/, and outputs
master secret keys msk and master public keys mpk.

2) KeyGen(y, msk) — sky: It takes as input a vector y =
(y1, ¥y, - . ., y1) and master secret keys msk, and outputs
user’s secret key sk,

3) Enc(x,m,mpk) — C: It takes as input a vector
x = (z1,22,...,2;), message m and master public keys
mpk, outputs the ciphertext C.

4) Dec(sky,,C) — m: It takes as input user’s secret key
sky and ciphertext C, outputs m if satisfying (x,y) = 0.

In this paper, we construct access policy via AND-Gates,

which is of significance in practical applications.

Definition 5 (Vector Generation): Given an attribute set U =

{U1,...,Uy,} of a system, where U; € U(i € [1,n]).

1) For each access policy that consists of an attribute subset
S, we translate it into a vector x with dimension n + 1,
where S C U.

The first n components are generated as follows, where
<i denotes random selection and 1 <7 < n.

1
0, U ¢S M

The last component x,,41 is generated as follows, where
p is the order of Z,,.

x__{rﬂin*, U, eS

n
Tng1 = —Y_x;(modp) )
i=1
2) For the attribute set R that the user submitted, we
translate it into a vector y with dimension n + 1, where
RCU.
The first n components are generated by the Eq.3, where
1< <n.

1 U, €R
;= ’ k3 3
Y {0, U ¢ R 3

The last component y,, 1 = 1.

Remarks: For x, we randomly select values for every
attribute in S, and regard them as the first n components of
x. The last component is generated by summing up negative
values of these random numbers. As for y, we set the first n
corresponding bits as 1 if U; € R, otherwise, set 0. The last
number y,4+1 = 1.

E. Blockchain Technology

Blockchain is a decentralized distributed ledger in which the
verified transactions and events are stored and linked chrono-
logically. The trusted and semi-trusted nodes participating in
the blockchain system jointly maintain a growing chain that
will gradually form an efficient and complete transaction sys-
tem through consensus protocols. Because of the cryptographic
researches applied in blockchains such as hash, digital certifi-
cate and signature, each transaction recorded by the node can

not be retroactively altered. Therefore, blockchain inherently
possesses the advantages of decentralization, trustworthiness,
traceability and unforgeability, which provides secure and
stable transactions for data users.

After continuous development, blockchain has evolved
many branches. According to the degree of decentralization,
blockchain is classified into three categories:

1) Public blockchain: In public blockchains, any nodes can
get access to the blockchain network, send transactions,
and validate blocks. Typically, this kind of network tends
to give incentives to encourage users who generate and
validate the blocks. The most well-known products of
public blockchain are Bitcoin and Ethereum.

2) Federated blockchain: It operates under multiple au-
thorities instead of a highly trusted node like the pri-
vate blockchain. The authority nodes are pre-selected
from all the organizations in the network. In feder-
ated blockchains, it is not necessary to pursue credi-
bility. Therefore, there are many entities can join the
blockchain network, which brings more frequent busi-
ness and creates a vibrant industrial chain.

3) Private blockchain: It is maintained by a private orga-
nization or individual who regulates the permissions for
mining process and consensus mechanism. Only people
who have been granted privilege can participate in the
network and execute the transaction procedure. Private
blockchain is best suitable for managing the data in
private institutions.

In order to share EMRs in different medical institutions,
our scheme incorporates inner product searchable encryption
into federated blockchain, in which the hospital local servers
serve as consensus nodes to retrieve data. The traditional
EMRs sharing schemes based on searchable encryption take
advantage of centralized cloud server, which is liable to form
data islands. It is only convenient for hospitals to operate
EMRs managed by themselves, hindering the interoperate and
sharing of EMRs with each other. Besides, the outsourced
cloud servers are usually not completely trusted, they may
return ciphertexts randomly or output the results dealt with
previously to economize the computational resource. Fortu-
nately, the inherent openness, immutability and consensus trust
mechanism make federated blockchain appropriate to solve
above problems and ensure the security and authenticity of
retrieval process.

IV. SYSTEM FRAMEWORK

We describe the system model, formal definition of MK-
IPSE and security model respectively in this part.

A. System Model

All participants involved in our system mainly include:
trusted authority, patients, doctors, blockchain and the cloud
server. Their tasks are introduced respectively in detail below.

o Trusted Authority (TA). TA is a third party supposed to

be totally trusted. It generates master secret keys and
master public keys, manages doctors’ attribute sets and
constructs secret keys for them.
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Fig. 1. System model.

e Patients. EMRs usually contain sensitive information.
Therefore, patients would like to share these records in
a secure and efficient way. To this end, patients encrypt
EMRs with defined access rights and store ciphertexts in
the cloud server.

o Doctors. Doctors request their secret keys associated with
attributes from TA. In addition, doctors can retrieve the
ciphertexts with their interests if the queried keywords
match the keyword indexes and their attributes pass
through the access structure.

e Cloud Server (CS). CS is responsible for storing the
encrypted EMRs. After receiving the encrypted EMR
from a patient, CS generates its uniform resource location
(URL) which is used to access and download the related
ciphertext, and returns it to the patient. A doctor can
obtain the corresponding ciphertext from CS when s/he
submits the URL.

o Federated Blockchain (FB). FB consists of hospital local
servers (HLS) that serve as consensus nodes. In FB, the
keyword indexes and the URL of ciphertexts are stored
and locked. If a doctor submits his/her trapdoors related
to the queried keywords and attributes, FB calls smart
contract to search the corresponding ciphertext.

MK-IPSE realizes secure access permission control and
efficient retrieval of encrypted EMRs. The system model is
shown intuitively as depicted in Fig. 1.

In our scheme, TA is viewed as fully trusted. It is re-
sponsible for the registration and certification of every patient
and doctor. Patients are viewed as trusted. They will encrypt
EMRs with defined access rights and store ciphertexts in
the cloud server honestly following the established mecha-
nism. Doctors are untrusted as data users. They may attempt
to access the unauthorized EMRs and even conspire with
others whose attributes do not satisfy the access policy to
get patients’ sensitive information. CS is honest but curious
who stores the ciphertexts rigorously but tries to infer the
medical records with some potential passive aggressions. The
federated blockchain in our system uses practical Byzantine
fault tolerance (PBFT) as the consensus protocol. Therefore,
if there are /N consensus nodes in the blockchain, the number
of malicious nodes that may tamper with information f should
satisfy 3f+1 < N, which indicates that the authorized doctor

can get the correct results even if there are faulty nodes and
malicious nodes. The rest nodes are honest but curious, that
is to say, they follow the smart contract to execute ciphertext
search honestly but want to learn the private information from
what they store and compute.

B. Formal Definition of MK-IPSE

The proposed MK-IPSE is a tuple of PPT algorithms as

follows.

1) Setup(1*) — (msk,pp) : Given the security parameter
A and system attribute set U, TA outputs master secret
keys msk and public parameters pp.

2) KeyGen(msk,pp,R) — (SK,y) : Given master secret
keys msk, public parameters pp, and the doctor’s at-
tribute set R, TA outputs the doctor’s secret key SK
and attribute vector y.

3) Enc(pp, W,m,P) — (CT,,,CT,) : Given public pa-
rameters pp, keyword index set W, message m and
access policy P, the patient firstly generates vector x by
access policy P, and then runs the algorithm to output
the ciphertexts CT = {CT,,,CT,} of message m and
keyword index set W. Finally, the patient sends CT},
to the CS, and uploads CT;, and URL to FB.

4) Trapdoor(SK,W’) — TK : The doctor generates
search trapdoor T'K by his/her secret key SK and the
queried keyword set W’. Then the doctor sends TK to
FB.

5) Search(CT,TK) — (CT,,,B) : Given the ciphertext
CT,, and search trapdoor T'K, HLS computes the in-
termediate parameter B to verify the doctor’s attributes.
Then, if the queried keyword set W’ matches the index
keyword set W, HLS will find the URL of ciphertext
CT,, on FB and return the URL and B to the doctor.

6) Dec(CT,,,B,SK) — m) : The doctor can download
the corresponding C'T,,, with URL. Given the message
ciphertext C'T},, and the intermediate parameter B, the
doctor can decrypt the ciphertext C'T;,, and output the
message m successfully by his/her secret key SK.

C. Security Model

MK-IPSE includes five entities, namely trusted authority,
patients, doctors in medical institutions, blockchain and the
cloud server. Here, the trusted authority is fully trusted while
doctors are semi-trusted. The blockchain and cloud server are
honest but curious. In this case, the proposed scheme can
realize the indistinguishability under chosen keyword attack.
The security model of MK-IPSE is described through an
interactive game between an attacker .4 and a challenger C.
The game is shown concretely as follows:

Definition 6 (The security of indistinguishability under cho-
sen keyword attack IND-CKA): Tt is claimed that MK-IPSE
can resist IND-CKA if there is no probabilistic polynomial
time adversary A that wins the game with a non-negligible
advantage .

o Setup: The setup algorithm is executed by C. C generates

master secret key msk and public parameters pp, and
sends pp to A.



Phasel: A issues a series of secret key queries that
concerned with attribute sets Ry, Ro,...,R,. According
to these attribute sets, C generates the corresponding
attribute vectors y,,y,,...,y,, calls the KeyGen algo-
rithm to construct secret keys SKi,SKs,...,SK,, and
then sends these secret keys to A.

Challenge: A selects two keyword sets Wy, W and a
challenging access policy P* that all attribute sets in
Phasel do not satisfy. Then, A sends Wy, Wi and P*
to C. C randomly selects an element b € {0, 1}, executes
Enc algorithm to generate ciphertext C7T" of message m
and index keyword set W, and returns CT to A.
Phase2: Similar to Phasel, A continues to choose
some attribute sets R, 1,R,12,...,R, and request for
the secret keys of these attribute sets, where ¢ is the
number of secret key queries and the attribute sets
R, 1,R, 2,...,R, still do not satisfy the access policy
P*.

Guess: A outputs the guess b’ € {0,1}. It will win the
game if b=1.

We define the advantage of A winning the game as follows:

In

MK-

Advg = |Pr[t) =] —1/2|.

V. THE PROPOSED SCHEME

this part, we specifically introduce the construction of
IPSE that supports secure data access control, hidden

access policy, along with efficient and adaptive multi-keyword
retrieval. MK-IPSE is composed by the following stages: sys-
tem initialization, secret key generation, ciphertext generation,
trapdoor generation, ciphertext search and pre-decryption, and
decryption. In addition, the main steps of MK-IPSE are shown
in Fig. 2.

A. Construction of MK-IPSE System

1y

2)

3)

Setup(1*). The algorithm is executed by TA that sets
the security parameter A and chooses the system at-
tribute set U = (U, ..., U,). The consensus nodes are
{CN;,CN,,...,CNy}. Let G, Gr be multiplicative
cyclic groups of prime order p, g is a generator of group
(G1 and e denotes the bilinear map e : G; x G1 — Gr.
TA selects a hash function H : {0,1}* — Z» and
random elements «, 3, s1, So, ..., Sp+1 € Z%, computes
h; = g% (i € [1,n+1]), h = ¢°, and generates master
secret key msk and public parameter pp.

mSk = (s = (817 82,4, S’n+1)7 «, /8)7
bp = (Gla GT7pa g,¢€, 6(97 g)@a Ha h7 h’ia U)
KeyGen(msk, pp,R). Given a doctor’s attribute set R,
where R C U, TA generates the attribute vector y =
(Y1592, - - »Yn+1), randomly selects 0, 1 € Z3 and com-
atp 1 0 n—0(s.y)

putes sky =g 7 ,sky = g7 ,sks = g,sky =
Finally, TA returns SK = {ski, sk, sks, sky} and y to
the doctor.
Enc(pp, W, m, P). This algorithm is run by the patient
who wants to share his/her medical records with access
control.

« Firstly, the patient generates the access policy vector
x = (x1,22,...,2,41) according to the access
policy P, where the access policy P is composed
of an attribute subset S and S C U.

o Secondly, the patient extracts the keyword index
W = (wi,...,wq) from his/her EMR m. Then,
s/he chooses a random element ¢ € Z7, and encrypts
the EMR m and the keyword index set W as
follows:

ct* = ht, cty, =m - e(g,9)™,
ctu; = e(g,9)"" - e(g" ™), g")(j € [1,d]),
ct; = ht - g%i(i € [1,n+1]).
o Finally, the patient sends CT,, to the CS and gets

the returned URL, and then uploads CT,, and the
corresponding URL to FB, where

CTy, = {ct*, ctm },
CT, = {ct*, cty,;(j € [1,d]), cti(i € [1,n+1])}.

4) Trapdoor(SK,W’). According to SK and the queried

5)

keyword set W'
follows:

(wh, ..., w}, ), the doctor computes as

’ 25": H(w")
Ty = Skgz(jzl H(wj) _ g%’
¢ ad +pd' +54 | H(wh)
T* = Sk’l . TO =g B s
T; = sk3¥" = g%i(i € [1,n + 1]).

Then the doctor sends the trapdoor TK = {T*,T;(i €
[1,n+1]), sky,d’'} to FB.

Search(CT,,,TK). Once receiving the query request
from a doctor, each node on FB automatically executes
the predefined algorithm in the smart contract to search
the target ciphertext of EMRs and pre-decrypt the ci-
phertext, which greatly reduces the computation burden
of the doctor. The details of the smart contract are shown
in Algorithm 1.

Algorithm 1 Ciphertext Retrieval and Pre-decryption

Input: [{CT,,,URL:},{CTy,, URLs},{CTy,, URL3},...],

1:
2:
3
4
S:
6
7
8
9:

[TK]
C'N; computes B by executing attribute-policy matching
for i=1 to C¢ do
CN; selects d’ keywords from keyword index
CN; computes D and D’ with keyword query
if D = D’ then
result = {B,URL}
break
end if
end for

The specific processes of attribute-policy matching and
keyword query are described below.

o Attribute-Policy Matching: the consensus node
computes the intermediate parameter B according
to C'T,, and TK that submitted by the doctor as
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Fig. 2. Main steps of MK-IPSE.

follows.
n+1
B—e ct* sk H@T“Ct
“ 6(\” n+1
=e(h' H e(g?, Bt - g*)
’ﬂ+1
:e(g7g)tu—t9<s,y> . H e(g7g)etsiyi+9$iyi
=1
:e(gv g)t#7t6<s’y> . e(g7g)0t<syy>+9<x,y)

=e(g, g)tu+9<x7y>
If the doctor’s attributes satisfy access rights, B =
e(g,9)"" because (x,y) = 0.

o Keywords Query: the consensus node checks if the
queried keyword set W’ matches the keyword index
set W or not. The trapdoor contains d’ keywords
and the keyword index has d keywords, where d’ <
d. Randomly select d’ keywords from the keyword
index, compute D = M D = H?:1 Ctu,,
and verify whether the equatlon D = D’ holds.

!
ad' +pd'+59_, H(w))
B

e(ct*, T*) _e(g™,g
D= B = utd’
e(9,9)
:e(ga g)atdurz?/:l H(w;)ta
& d
D' =]]ctw, =] (gH(“’-f),gt) -e(g,9)"
j=1 j=1
—e(g, )" R ),
The equation mostly matches C’ff =
dx(d*l)x‘d}!x(dfd *1  times. The ciphertext

search will be successful if D is equal to D’. It
means that d’ keywords in trapdoor are the same
as d’ keywords in index and the doctor’s attributes
satisfy the access structure at the same time.

Then each node on FB performs consensus protocol with
computation results. Finally, return {B,URL} to the
doctor.

6) Dec(CT,,, B,SK). After receiving the URL, the doctor
first needs to download the corresponding ciphertext
CT,, from CS.

Therefore, with the ciphertext C'T},, and the intermediate
parameter B, the doctor decrypts the ciphertext correctly
with his/her secret key SK as follows.

ctw B _m-e(g,9)" -e(9,9)"
e(ct*, sky) e (ggt’QLXZH)
moe(g,9)" elg. 9"
C elg g™
=m.

VI. SECURITY AND PERFORMANCE ANALYSIS

We demonstrate the security of MK-IPSE, and compare the
performance in terms of computation and storage cost in this
section.

A. Security Analysis

Theorem 1: The security of MK-IPSE can be reduced to
the DBDH assumption. A PPT adversary A can recover files
from ciphertexts on the condition that there is a simulator B
can solve the DBDH problem with a non-negligible advantage
E.

Proof: The challenger C generates a bilinear map e
Gy x G — Grp, where G1,Gr are two multiplicative
cyclic groups of prime order p and g is the generator
of group Gy. C randomly selects a bit ¢ € {0,1} and
sends a tetrad (A, B,C,Z) to simulator B. When o =
0, (A,B,C,Z) = (g%.¢".¢% e(g,9)™). When o = 1,
(A,B,C,Z) = (9,9°. g% elg,9)°), where a,b,c,z € Z7.
Define system attribute set U, set the number of attributes is
n and the vector dimension is [ = n + 1. The simulator B
interacts with the adversary A as follows.

o Setup: B firstly computes Y = e(4,B) = e(g,9)".
selects random elements s1,s2,...,s € Z, and then
sets h; = ¢% (i = 1,2,...,1). Finally, B sends the public
parameters {Y, h;(i = 1,2,...,1)} to A.

o Phasel:



1) Secret key and keyword index queries: A choos-

es a series of attribute sets {Uy,Us,...,Up}
and asks for the corresponding secret keys
SKi,5Ks,...,SK, from B. Besides, on input

a number of keyword sets Wi, Wy, ... W, A
obtains the keyword index ciphertext CTyw, =
{CT,,,CT,,,...,CT,,}, where i € [1,m].

2) Trapdoor queries: A picks a queried keyword
set W/ and a secret key SK;, calls the
Trapdoor(SK;, W) algorithm and then generates
the trapdoor T'K;, where the secret key SK; is
connected with the attribute set U;. By running
the Search(CTy,, TK) algorithm with the trapdoor
TK,; and the keyword index ciphertext CTyy,, A
can receive the queried ciphertext successfully if and
only if D = D',

e Challenge: A selects an access policy vector x* and
two keyword sets Wy, W, that it wants to challenge,
and sends (Wy, Wy,x*) to B. However, all attribute sets
Uy,Us,...,U, mentioned in Phasel do not satisfy the
access policy P*, ie., for Vi € [1,n],{(x*)y,) # 0. B
randomly selects a bit 7 € {0,1} and a random element
t, and encrypts the keyword set W.. The ciphertext is

CT = {ct* = h*,CTw, = {e(¢" @t g)- Z(j €
[1,d])},cti = hi - g™ (i € [L1])}
If 0 =0, Z = e(g,g)™°. Set ¢ = t, then the ciphertext
is a valid ciphertext set as follows.
OT = {ct* = ht,CTw, = {e(g" i)t g)-e(g, 9)*"(j €
1,d]))},ct; = ht-g%i(i =1,2,...,0)}.

If o =1, Z = e(g,g)°. The ciphertext is shown below.
CT = {ct* = h',CTw, = {e(g"“)" g)-¢e(g9,9)°}(j €
1,d])},ct; =Rt -g%i(i=1,2,...,01)}.

Here, 2 is selected from Z; randomly, which results in
CTyy, is a random collection in group Gr. So A can

not decrypt CT correctly in this condition.

e Phase2: Similar to Phasel, A continues to construct
the attribute sets Uy, 11, Up42,. .., U, and requests secret
keys about these attribute sets from B, where ¢ is the
number of secret key queries and all these attribute
sets do not satisfy the access policy P*. At the same
time, A inputs the keyword sets Wy,11, Wiyo,..., Wy,
to obtain corresponding keyword index ciphertexts
CTw,, ,,CTw,, -, CTw,.

o Guess: A submits the guess 7/ to B. If 7/ = 7, it indicates
that B outputs o/ = 0 and Z = e(g, g)**%; If 7/ # 7, it
means that B outputs o/ = 1 and Z = e(g,g)”.

1) Case I: 0=0. A decrypts the ciphertext with a non-
negligible advantage e, so Pr[7’ = 7|0 = 0] =
1/2+e¢. Then, the advantage that B can solve DBDH
problem is Pr[o’ = olo =0] =1/2 +¢.

2) Case 2: o0=1. A can not get any information about
7, 0 Pr[r’ # 7|0 = 1] = 1/2. Then, the advantage
that B can solve DBDH problem is Pr[o’ = oo =
1] =1/2.

Finally, the advantage that B can solve DBDH problem is

1/2Pr[o’ = olo = 0] + 1/2Pr[o’ = oloc = 1] —1/2 =
1/2(1/24¢) 4+ (1/2)(1/2) — 1/2 = (1/2)e.

However, there is no efficient method to break DBDH
assumption, so there is no PPT adversary A can recover files
from ciphertexts and our scheme achieves IND-CKA security.

Theorem 2: MK-IPSE scheme can resist collusion attack.

Proof: Tt is assumed that multiple doctors whose attribute
sets do not pass through the access structure in EMRSs tend to
unite their secret keys to obtain the access of certain EMRs.
However, it does not work in MK-IPSE. Suppose Doctor A
and Doctor B who respectively have the attribute vectors y; and
¥, gain the corresponding secret keys from TA:

+uq 1 #1—07 (sy1)

1_ 2 1_ 5 1 6 N
{ski =g 7 ,sky = g7, sky = g%, sk, =g g

atpg 1 p2=02(s:y2)

2 _ 2 L 2o g _ Hazbalnya)
{ski =g 7 ,sky = g7 ,sks = g"%,sky,, = ¢ B

We know that (x,y;) # 0 and (x,y,) # 0, so Doctor A and
Doctor B would like to unite their attributes and get a legal
attribute vector y that satisfies (x,y) = 0. However, because of
the random elements y and 6, they can not decrypt ciphertexts
of EMRs successfully by uniting their attributes or inferring
the correct secret keys. Hence, our scheme resists collusion
attack securely.

B. Performance Analysis

1) Functional Comparison: In this part, we compare the
computation and storage cost with the existing schemes [26]
and [27] which both support multi-keyword search and have
similar system models to ours. The scheme in [26] uses LSSS
matrix to determine whether user’s attribute sets match access
rights. Besides, It utilizes fast and efficient 0-1 coding theory
to encrypt the keywords, greatly reducing the computation
overhead and providing different kinds of search methods
such as Boolean search and rang search, which is the first
application in SE. The scheme in [27] takes advantage of
access tree and key blinding technique to achieve access
control mechanism. In addition, it proposes a two-phase search
algorithm to achieve stable and secure multi-keyword retrieval.
The scheme [27] does not involve decryption operations, so
we will not consider the performance analysis in this stage.
In MK-IPSE, through the inner product of attribute vector as
well as access policy vector, FB determines if the requester
is permitted to get the shared data. Moreover, based on FB,
the proposed scheme achieves the adaptive, secure and stable
multi-keyword search by simply changing the number of
keywords. Finally, we summarize the functional features in
TABLE 1.

2) Theoretical Analysis: In order to show the analysis
results intuitively, we list the related notations and their
corresponding definitions in TABLE II.

In TABLE III, we show the computation cost of ABSE-
ERM in [26], ABKRS-KGA in [27], MK-IPSE. For the
convenience of theoretical analysis, we mainly consider the
imperative cryptographic operations such as encryption, gener-
ation of trapdoors and search. In encryption phase, the number
of encrypted keyword indexes in scheme [26] and [27] is
3W, and that in MK-IPSE is W. Besides, the computation
consumption of attribute ciphertexts is similar in above three
schemes, so our solution spends the lowest computation re-
sources in general. While generating the trapdoors, MK-IPSE



TABLE I
Functional Comparison

Single point of failure

Scheme Immutability

Multi-keyword ~ Access policy

Access structure

resistance search hiding

ABSE-ERM [26] X X v X Access tree

ABKRS-KGA [27] X X v X Access tree/LSSS
MK-IPSE(ours) VA IV v VA Inner product encryption

TABLE II
Notations for Theoretical Analysis
Notation Definition Notation Definition
G, Exponential operation in group (i=1,T) w Number of keywords in index
Bilinear pairing operation M Number of keywords in trapdoor

N Number of attributes in ciphertext t Average number of keywords match
S Number of attributes in secret key | * | Bit-Length of element in *

involves only the sum of all queried keywords’ hash instead
of all keywords’ hash like [26] and [27]. So the computation
overhead in our scheme is a constant while that grows linearly
with keywords increase in [26] and [27]. Therefore, MK-
IPSE has advantages in the stage of trapdoor generation. In
ciphertext search stage, MK-IPSE needs to check the user’s
attributes and queried keywords respectively, and compute
the equation D = D’ repeatedly for adaptive search, so the
computation overhead in MK-IPSE is a little more than that
in [26]. In addition, the scheme in [27] pays out the most
tremendous computation consumption for stable and secure
multi-keyword search.

TABLE IV shows the storage cost concerned with secret
keys, ciphertexts and trapdoors in [26], [27] and our scheme.
In the stage of secret key generation, it is obvious that MK-
IPSE has better performance compared with the other two.
MK-IPSE diverts attribute set into a vector and places the
attribute vector on the exponent, resulting in the storage cost
of secret keys is a constant 4|G;| and does not increase
with the growing of attributes which is much lower than
(1 + 259)|G4] and (2M + S + 1)|Gy| respectively in [26]
and [27]. While generating the ciphertexts, [26] and [27]
execute more keyword encryption operations and generate
more ciphertexts than MK-IPSE, and similarly, their storage
overhead is also higher than ours. In trapdoor generation
stage, MK-IPSE just stores the attribute vector and the sum
of queried keywords’ hash values while [26] and [27] need
to store all attribute values and keywords’ hash values, so
the storage source consumption of trapdoors in our scheme
is lower than [26] and [27].

3) Simulation Analysis: In this part, in order to graphically
show the efficiency analysis of the schemes, we give the simu-
lation results of MK-IPSE, ABSE-ERM in [26] and ABKRS-
KGA in [27]. The experimental simulation is implemented
by JAVA language, using the JPBC library and choosing
the type-A elliptic curve group. The simulation result is the
average of 1000 times. The configuration of the computer
is an Intel(R) Xeon(R) CPU E3-1230 V2, @3.30GHz, and
16.0 GB RAM. For a detailed comparison, we set N =
S = {5,10,15,20,25,30},W = 20, M = 5. Besides, for
the uniformity of comparison, the units of computation time
and storage space are ms and KB respectively.

Fig. 3 shows the computation cost comparisons in differ-
ent stages. It is apparent that all the computation overhead
increases linearly with the number of attributes. In encryption
phase, since LSSS matrix in [26] and access tree encryption
in [27] have complicated constructions while the procedure
of inner production encryption in MK-IPSE is simple, the
computation time in [26] and [27] is more than that in our
scheme as shown in Fig. 3a. Moreover, the Enc algorithm of
MK-IPSE achieves securer data sharing by providing hidden
access policy while [26] and [27] can not work it. Therefore,
our solution not only spends less computation overhead, but
also achieves more comprehensive functionality. In Fig. 3b, it
is obvious that the computation overhead in MK-IPSE is the
lowest, because the trapdoors for all keywords are generated
at once instead of calculating separately for each keyword
like [26] and [27]. Besides, it is clearly that the computation
overhead in scheme [26] grows fastest as the number of
attributes increases. As shown in Fig. 3c, the Search algorithm
in scheme [26] is the most efficient, because it adopts fast 0-1
code theory to simplify the search of keywords. In scheme
[27], the author makes use of complex and tedious two-
phase search system for stable and secure keywords retrieval,
which guarantees the privacy in search but results in the
hugest computation overhead. Furthermore, in order to realize
adaptive multi-keyword search, MK-IPSE matches queried
keywords and keyword indexes repeatedly so that it spends
more computation resources than [26]. However, as attributes’
number grows, the spent of ciphertext search in our solution
will be lower than [26].

In Fig. 4, the storage consumption in [26], [27] and MK-
IPSE is compared mainly involving secret keys, ciphertexts
and trapdoors. It is apparent that MK-IPSE always has the
lowest storage burden, especially in the stage of secret keys
storage, as shown in Fig. 4a. In MK-IPSE, the secret keys are
generated with the inner product of attribute vector which is
a constant from Z,", therefore, the storage consumption of
secret keys is a constant correspondingly. Different from MK-
IPSE, [26] and [27] generate secret keys for each of the user’s
attributes, so the storage consumption increases linearly with
the growing of attributes. In addition, the storage overhead
of ciphertexts and trapdoors is shown in Fig. 4b and Fig. 4c
respectively which is closely related to the above computation



TABLE III
The Comparison of Computation Cost
Scheme Encryption Generation of trapdoors Search
ABSE-ERM [26] (1+2N +3W)Gy + P (2428 +2M)G,y (2N +2M)P + (1 + N)Gr
ABKRS-KGA [27] (242N +3W)Gy (24 S +3M)Gy (25 +2M + W)P + (4W +3)G1 + (S + DG
MK-IPSE(ours) (2N + 4)G1 + (W + 1)P (N +4)Gy (N +3)P+ Gy + (N +tM +2)Gr
TABLE IV
The Comparison of Storage Cost
Scheme Secret key Ciphertext Trapdoor
ABSE-ERM [26] (1+28)|G1] (142N +2W)|G1|+|P| (2425 + M)|G:]
ABKRS-KGA [27]  (2M + S+ 1)|G1]  (2+ N +2W)|G1|+|P|  (2+ S +2M)|G1|
MK-IPSE(ours) 4|G1 | (3+ N)|G1| + (W +1)|P| (N +4)|G1|
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Fig. 3. Computation cost in different algorithms.
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Fig. 4. Storage cost in different algorithms.
overhead analysis of encryption and trapdoor generation, so as the gradual development of computer techniques, these

we omit the corresponding analysis contents.

To sum up, the proposed scheme shows good performance
in computation and storage overhead compared with [26]
and [27]. Besides, our scheme achieves comprehensive func-
tionalities and the privacy preservation of data efficiently.
Therefore, MK-IPSE scheme can be fully utilized in practical
applications.

VII. CONCLUSION

The privacy protection and efficient retrieval of medical data
are imperative requirements in e-healthcare system. However,

demands become troublesome to achieve. Based on these con-
cerns, we designed a blockchain-aided medical data resource
sharing scheme based on inner product searchable encryption
with multi-keyword search (MK-IPSE). It supported secure
access permission control as well as hidden policy, accel-
erating the improvement of medical system and enhancing
the security of medical information. Besides, the proposed
scheme achieved adaptive multi-keyword search securely and
stably with the inherent features in the blockchain. In addition,
the security analysis proved MK-IPSE could resist IND-CKA
and collusion attacks, which met the requirement of privacy



preservation in e-healthcare system. By comparing with the
relevant researches, MK-IPSE showed better performance on
computation and storage consumption.
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