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Abstract

Cloud of Things (CoT) is an emerging paradigm that integrates
Cloud Computing and Internet of Things (IoT) to support a wide
range of real-world applications. Resource allocation plays a vital
role in CoT, especially when allocating IoT physical resources to
Cloud-based applications to ensure seamless application execution.
Due to the heterogeneity and the constrained capacities of IoT
resources, resource allocation is a challenge. This complexity leads
to missing/limiting shared access to the IoT physical resources and
consequently lessen the reusability of the resources across multiple
applications. This issue results in, 1) replicating IoT deployments
making them expensive and not feasible for many prospective users,
2) existing IoT infrastructures are over-provisioned to meet the
unpredictable application requirements in which resources may be

significantly underutilised, and 3) the adoption of CoT is slowed.

Improving shared access to CoT resources can provide efficient
resource allocation, improve resource utilisation and likely to reduce
the cost of IoT deployments. Existing solutions include small-scale,
hardware and platform-dependent mechanisms to enable or improve
shared access to IoT resources. The research presented in this thesis
considers trading CoT resources in a marketplace as an approach to
improve shared access to CoT resources. It proposes a solution to
Cot resource allocation that re-imagines CoT resources as
commodities that can be provided and consumed by the marketplace

participants.

The novel contributions of the research presented in this thesis are

summarised as follows: 1) a model to describe and quantify the value



of CoT resources, 2) a resource sharing and allocation strategy called
Exclusive Shared Access (ESA) to CoT resources, 3) a QoS-aware
optimisation model for trading CoT resources as a single and multiple-
objective optimisation problem, and 4) a marketplace architecture and

experimental evaluation to verify its performance and scalability.
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Chapter 1

Introduction

1.1 Overview

Cloud Computing and Internet of Things (IoT) have evolved to meet the
requirements of many real-world applications. Many of these requirements can
not be fulfilled by using either technology separately. In order to fulfil such
diverse requirements, the integration of Cloud Computing and IoT is emerging
as a new paradigm called Cloud of Things (CoT). While CoT provides various
benefits for an increasing number of applications, the potential of CoT is not
yet realised due to the challenges in sharing and reusing IoT physical resources
across multiple applications. IoT physical resources are still computationally
limited and cannot be shared as other Cloud resources yet.

There is a limited number of existing solutions that aim to improve shared
access to CoT resources. The solutions include developing operating systems [7]
and middleware [8] that enable multiple access to IoT devices. Most of the
proposed approaches are limited to small-scale and hardware-specific resources
without considering IoT and Cloud Computing integration as well as the
heterogeneity of IoT resources.

The remainder of this chapter is organised as follows: Section 1.2 describes
CoT in details, Section 1.3 establishes the need for shared access to CoT resources,
Section 1.4 introduces the proposed approach, aims and objectives of this research

are presented in Section 1.5, Section 1.6 discusses the research contributions and



Section 1.7 provides the thesis structure.

1.2 Cloud of Things

Cloud Computing and the IoT have evolved and developed independently from
each other. The following sections describe Cloud Computing, IoT and CoT.

1.2.1 Cloud Computing

Cloud Computing is a model of offering computing capabilities as metered
services over the Internet rather than physical products. It is widely adopted in
many applications such as e-learning, e-business, health, logistics and
manufacturing. Cloud’s offering is characterised to be provisioned on-demand
elastically, ubiquitously accessed and pooled as a part of shared resources [21].

Cloud Computing is delivered under one of the following traditional service
models.  Software as a Service (SaaS), Platform as a Service (PaaS) and
Infrastructure as a Service (IaaS) [15]. SaaS refers to the delivery of software to
consumers through the Internet without the need to install or maintain software
on users’ local infrastructure. Similarly, PaaS provides the consumers (e.g.
software developers) with the capability to implement and deploy their
applications into the Cloud without maintaining the required infrastructure.
[aaS refers to the delivery of virtualised physical capacities (e.g. storage,
processing, networking) via the Internet where the consumers do not require to
install or maintain traditional data centres [104].

Besides the service model, Cloud Computing is deployed under one of the
following models. Public Cloud, Private Cloud, Community Cloud and Hybrid
Cloud. Public Cloud is deployed to be accessed and utilised by the general public,
while private Cloud is exclusively deployed for private use. Community Cloud
refers to a Cloud that is exclusively deployed for a community of consumers with
a shared interest. Hybrid Cloud is a combination of two or more of the above-
mentioned models [104].

Along with its technical value, Cloud Computing has a significant economic

impact. Cloud resources are usually provisioned on-demand automatically or



with minimal human intervention. This reduces the cost of resources
management, enables pay-per-use only and reduces upfront investment on new
computing infrastructure [28]. These economic and technical features attracted
large deployments globally that become the current trend for many businesses.
It is estimated that the value of the global public cloud market to reach $331
Billion through 2023 and expect continuous growth afterwards [34].

1.2.2 Internet of Things

The ToT is a recent and less mature technology than Cloud Computing. IoT
is described as world-wide interconnected and interactive objects (things) that
can be identified, monitored and controlled over the internet [24,28]. The IoT
is heavily dependent on the development of sensor networks. Sensor Networks
are composed of tiny computers known as motes with embedded CPUs, low-cost
sensors and low-power radios [138]. These motes often form wireless networks
that are capable of sensing the physical world. Sensor networks collect data from
sensors, collate, aggregate and transfer this in forms of data streams to back-
end computers for processing. Those streams of data are used to support IoT
applications.

[oT applications spread over many domains such as logistics, transportation,
defence, public safety, home automation, industrial control and environmental
monitoring. The deployment of IoT has rapidly increased in the last few years.
It is estimated that the potential economic impact of IoT to be between $4-
11 trillion by 2025 [75]. It is predicted that IoT will need five to ten years for
mainstream deployments with over 20 billion connected things in 2020, increasing
from 6.4 billion in 2016 [12].

[oT applications can be categorised into two groups as follows: 1)
Latency-sensitive, and 2) None latency-sensitive applications. Latency- sensitive
applications (e.g. military, emergency services) that benefit from the wide
coverage of IoT resources in monitoring their operations [108], and None
time-sensitive applications (e.g. marketing, planning) utilise a widely
distributed IoT resources to produce big data that can be analysed and

processed to aid long-term decision-making [139].



1.2.3 Cloud of Things

Despite the recent advances of Cloud Computing and I[oT in terms of their
computing capabilities, both technologies have been pushed to their limits by
new real-world scenarios. The physical scope of Cloud Computing is limited
because it is focused on data-centres and does not interact with the physical
world. The main limitation of IoT is its constrained computational resources.
This raises new challenges in which new applications are unlikely to be
supported by separate deployments of either Cloud or IoT. As a result,
considerable research efforts argue for a new paradigm that integrates both
technologies to support a wide range of new applications [48,95].

Although there is an increasing focus on the new paradigm, there is no
standard name for it yet. Various names found in the literature include Internet
of Things Cloud (IoT Cloud) [116], Cloud of Things (CoT) [1] and web of
things (WoT) [145]. CoT will be used throughout this thesis because it is the
most commonly used term. Furthermore, there is no standard definition or
description of CoT. In this thesis, CoT refers to the integration of Cloud and
[oT to form a new distributed paradigm of connected IoT technologies to
Clouds via the internet to provide new services [29]. This also includes
extending Cloud’s coverage to support more distributed and flexible real-world
applications (e.g. environmental monitoring, emergency) that are far away from
Cloud data centres [94], as well as where IoT is utilising Cloud-based resources
such as communication, processing and storage capabilities to extends its
limited resources.

Despite the increasing interest in integrating Cloud Computing and IoT,
there are still many open challenges including security, interoperability and
resource management [9, 42, 101].  One of the significant issues related to
resource management is how efficiently CoT resources can be shared, especially
the constrained IoT physical resources. The complexity of this issue resides here
for two reasons. The first is due to the heterogeneity of IoT resources which is
difficult to quantify their value leading to the involvement of multifaceted
variables and decisions. The second is due to the constrained nature of IoT

resources in terms of computing capabilities which is challenging to enable an



efficient sharing mechanism to the IoT physical resources. The following section

discusses this issue in details.

1.3 Shared Access to CoT Resources

Prior to Cloud Computing, computing resources were dedicated to their users. In
Cloud Computing, resources are shared by multiple users across different levels
over a network or the Internet (e.g. network, host, application) [27]. Resource
sharing mechanisms in Cloud Computing matured over time while approaches to
sharing [oT resources are still emerging. One of the major differences between
the two types of resources is their capabilities. Cloud resources are usually hosted
in powerful large-scale data-centres to provide virtually unlimited, elastic and on-
demand computing resources. Conversely, IoT resources are widely distributed
across the application area with constrained computational and power resources
that make it challenging if not impossible to share those resources among multiple
users concurrently.

A solution to this challenge is to enable shared access to 10T resources [19].
In this context, shared access refers to the authorised access of multiple users to
utilise an IoT resource simultaneously or non-simultaneously [170].  The
complexity of shared access to IoT resources comes from IoT dynamism. IoT
dynamism involves constrained and heterogeneous resources, complex
application requirements, unpredictable resource mobility, uncertain resource
availability, and scalable IoT systems. These challenges lead to missing/limiting
shared access to the IoT physical resources and consequently lessen the
reusability of the resources across multiple applications. These also result in
over-provisioned IoT infrastructure to meet the unpredictable application
requirements in which resources are underutilised significantly.  Another
drawback is the dependency of IoT applications development on the
infrastructure deployment where each IoT application requires dedicated
infrastructure. This makes expensive replications of IoT deployments and makes
[oT adoption infeasible to many prospective users and emerging applications.

A number of solutions emerge to improve shared access to [oT resources. The

solutions include proposing new IoT architectures [19,62,90] and developing new



[oT operating systems and middleware [7,8]. These solutions aim to improve
the reusability of IoT resources by enabling multiple access to IoT devices. The
proposed solutions are restricted to small-scale applications or benefit hardware-

specific resources.

1.4 Trading CoT Resources

To improve the reusability of CoT resources, commoditising them using
market-based mechanisms is proposed as an alternative approach.  This
approach has been successfully used in other large-scale computing
infrastructures such as Cloud Computing, Grid Computing and Wireless Sensor
Networks [54, 93]. The approach of trading CoT resources is motivated as
follows. IoT deployments usually require considerable investment in hardware,
software and maintenance.  Such investment is not affordable to many
communities, and it slows down the rate of IoT adoption [132]. For the
commoditisation of CoT resources to work efficiently, access to these resources
needs to be global, purchasable and efficient.

Many technical and business benefits also motivate the commoditisation of
CoT resources. Small and medium vendors are likely to invest in IoT
commodities reducing the chance of monopoly and market dominance by large
vendors similar to the Cloud market. Competition in the emerging market is
expected to improve providers’ Service Level Agreements (SLAs). It is also
expected to enable hardware and software innovations when a large number of
software developers and hardware makers respond to the requirements of the
CoT market. The commoditisation of CoT resources will likely to reduce the
overall costs, enable sharing and reusing of IoT resources, motivate for new
services and applications.

One approach to achieving those goals is the creation of a non-vendor
marketplace that potentially can automate the trading between CoT resources
and CoT applications. A CoT marketplace can improve shared access to CoT
resources by providing efficient resource allocation and deal with the complex
issues present in the CoT. The research presented in this thesis proposes a

solution that re-imagines CoT resources as commodities rather than as



organisational assets. It considers the business model of a marketplace whereby
consumers request access (lease) to providers’ resources that is priced using

Cloud pay-per-use pricing model.

1.5 Aims and Objectives

The work presented in this thesis aims to improve shared access to CoT resources
by proposing a novel market-based approach to commoditise CoT resources. In

order to achieve the aim of this research, the following objectives are identified:

e Investigating the market-based mechanisms of commoditising CoT

resources with the focus on trading physical CoT resources.

e Exploring the potential of various optimisation algorithms in trading CoT
resources. Optimisation algorithms replace traditional auctioneers to map

resources to requests and perform resource allocation and scheduling.
e Describing CoT resources generically to quantify their value.

e Formulating the problem of trading CoT resources as an optimisation

problem and proposing the required objective functions.

e Designing and developing a CoT marketplace system architecture to
validate the optimisation-based approach and to simulate the trading

environment.

e Proposing a model to support Quality of Service (QoS) requirements of

commoditised CoT resources.

e Measuring and comparing the performance of the evaluated optimisation
algorithms as well as the proposed system architecture to assess the

feasibility of the proposed approach.

The identified objectives of this thesis will support answering the following

research questions:

e Can market-based mechanisms improve the shared access to CoT resources?



e Are optimisation algorithms effective and efficient in trading CoT resources

to improve their shared access?

1.6 Research Contributions

The following are the main contributions of this thesis:

e Presenting a state of the art literature review on shared access mechanisms

to CoT resources.

e Proposing a novel description model for CoT resources that include all

required vocabularies to quantify and monetise their value.

e Introducing a novel shared resource access and allocation strategy called
Exclusive Shared Access to CoT resources to enable shared access to

computationally constrained CoT resources.

e Developing a novel marketplace architecture for trading CoT resources
referred to as AMACoT.

e Proposing a novel QoS optimisation-based model to optimise QoS

requirements while trading CoT resources.

e Evaluating the proposed models and architecture experimentally to validate

their feasibility and efficiency.

1.7 Thesis Outline

This thesis is structured as follows:

Chapter 2: Literature Review. This chapter presents a state of the art review
on Cloud of Things and its existing challenges. The focus is on integrating Cloud
Computing and IoT, shared access to CoT resources, trading CoT resources,
resource allocation in CoT and QoS models in CoT. This chapter closes with a
comprehensive gap analysis that discusses the existing gap in the literature and

how this research is filling that gap.



Chapter 3: Trading of Cloud of Things Resources. This chapter provides
detailed background on the motivations for trading CoT resources, discusses the
requirements for CoT marketplaces, presents the proposed approach of trading
CoT resources, introduces ESACoT strategy and explains how it works and finally
provides several use cases for the proposed approach.

Chapter 4: A Multi-Attribute Description Model for CoT Resource. The
chapter presents a generic description model for CoT resources. It introduces
the necessary vocabularies needed for trading CoT resources and defines them.
It also describes how the proposed model quantifies the value of CoT resources
based on their properties.

Chapter 5: AMACoT: A Marketplace Architecture for Trading Cloud of
Things Resources. This chapter presents the design and implementation of
AMACOoT. The experimental evaluation performed includes system performance
verification and the evaluation of optimisation algorithms used by the system.
Experiments evaluate the optimality of trading CoT resources solutions in terms
of resource cost, resource utilisation, provider lock-in and provider profit. A
threat analysis for the proposed architecture is also conducted to identify the
potential threats and vulnerabilities of the system.

Chapter 6: A Multiobjective QoS Model for Trading Cloud of Things
Resources. The research presented in this chapter proposes a multiobjective
model to optimise trading of CoT resources based on five QoS objectives. The
objectives optimised are resource cost, energy consumption, response time, fault
tolerance and resource coverage. A comprehensive single-objective, bi-objective
and multiple-objective evaluation are conducted to validate the performance of
the proposed model.

Chapter 7: Conclusions and Future Work. This chapter provides concluding
remarks of the work discussed in the thesis by reiterating the main contributions
and presents some insights for future work on improving shared access and trading

CoT resources.



Chapter 2

Literature Review

2.1 Introduction

Cloud Computing and IoT have evolved independently to support a wide range of
real-world applications. Due to the limitations of both paradigms, considerable
research argues for a new paradigm that integrates both technologies [95]. Both
technologies are viewed as complementary to each other, where each technology
helps expanding the capabilities of the other. One of the main issues inherited
from IoT is the missing/limited shared access to IoT physical resources. This
chapter presents the literature review on shared access to CoT resources in order
to understand this research problem, the existing solutions and their limitations,
and the solution presented in this thesis.

The remainder of this chapter is structured as follows: Section 2.2 reviews the
motivation and approaches to integrating Cloud Computing and IoT, a revision
on resource allocation techniques in CoT is presented in Section 2.3, Section
2.4 describes the market-based mechanisms used to commoditise CoT resources,
Section 2.5 investigates the QoS requirements and parameters for CoT, a gap
analysis is provided in Section 2.6 to analyse the limitations of existing solutions,

the proposed approach in this research and to conclude this chapter.
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2.2 Integrating Cloud Computing and Internet
of Things

Cloud Computing and IoT continue to emerge as revolutionary paradigms to
support a wide range of real-world scenarios. Cloud Computing delivers
software, hardware and platforms as services over the internet. These services
are metered and billed by pay-per-use pricing models. Cloud Computing is
offered under one of three service models. SaaS model provides online access to
software. PaaS model provides an environment for developing and deploying
applications. laaS model provides access to physical computing resources as
virtualised services. Clouds are also deployed in one of the following deployment
models. Public Clouds are accessible online by the public, while Private Clouds
are only accessible within an organisation. Community Clouds enable
shared-access to individuals or organisations in a community with a shared
interest (e.g.  Academic, Government). Hybrid Clouds use two or more
deployment models to integrate their services [104].

[oT is a paradigm that enables heterogeneous physical objects (things) to be
interconnected to monitor and control a wide range of real-world events [171].
These may include weather, environmental, traffic, and health. Things can be
devices, people, machines, vehicles and many other objects. Things may
connect and interact with each other at a global-scale network (e.g. the
internet). IoT relies on technologies including RFID, Bluetooth, 3G/4G and
WiFi [97]. Examples of application domains include smart homes, healthcare,
agriculture, transportation and military [9, 108].

Both technologies still have open challenges despite their rapid advances.
Traditional service models of Cloud Computing have limited interaction with
the physical world. Thus, Cloud Computing is left with limited scope and
flexibility [94]. The main limitation of IoT is the limited computing capabilities
of its resources (e.g. network, CPU, memory, storage) [42, 112].  The
convergence of both technologies is therefore considered as a potential solution
to overcome technical issues and also as an enabler for a wide range of new
emerging applications [2]. The new emerging paradigm is commonly called
Cloud of Things (CoT) [2,5,43,44,98,121,129,157,159].

11



2. Literature Review

2.2.1 DMotivations for Cloud of Things

Considerable research has motivated the integration of Cloud and IoT to improve
the limitations of each technology. Motivations can be categorised into functional

properties, computing capabilities and business values.

2.2.1.1 Functional Properties

A significant amount of reviewed literature focuses on the limitations and
missing properties of IoT resources/systems that hinder its deployments. This
involves limited or lacking interoperability, scalability, flexibility, reliability and
availability [24,42]. Security is also challenged to a great extent [152]. These
limitations are considered inevitable due to the high heterogeneity of IoT in
terms of hardware, software, platforms and communication protocols
deployed [144]. Those functional properties are considered as an integral part of
any recent Cloud offerings [95]. ToT would, therefore, benefit significantly from

the integration with the Cloud by improving its functionalities [157].

2.2.1.2 Computing Resources

Recent research is extensively focused on one or more of limited [oT capabilities.
This includes limited energy resources, basic computation capabilities, limited or

no storage available and limited communication capacity.

e Constrained Energy and Computation: IoT devices are usually
powered by batteries or have constrained power-supply. This limits the
computational capabilities available for IoT devices. Thus, IoT nodes
collect data and transfer it to more powerful back-end nodes for extensive
processing and analysis. These limitations cause two issues for IoT; 1)
real-time analysis and responding to some critical scenarios (e.g.
emergency) are either not possible or very limited, 2) scalability to meet
dynamic application requirements with poor processing resources is very
challenging [87]. This may answer why IoT deployments in time-sensitive
applications such as emergency, security and military scenarios are very

challenging [52]. Cloud can lift the bar for IoT by acting as its back-end
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aggregator and processor. Thus, it enables scalability and real-time

processing for more complex real-world implementations [24, 123, 169].

e Limited Storage: Data produced by I[oT devices is characterised by its
size (volume), types (variety) and generation frequency (velocity) [178].
[oT by nature is a big data producer but with very limited or no storage
capacities [135]. This motivates the integration with the Cloud where
Cloud offers virtually unlimited, on-demand, cost-effective and scalable
storage capacities to accommodate IoT storage requirements [118, 137].
This would result in new technical and business opportunities as well,
including ubiquitous access to data, Cloud-level security [148,152] and the
ability to share IoT devices and data with third parties [131].

2.2.1.3 Business Values

Along with the technical aspects that motivate integrating Cloud with IoT,
business benefits play a crucial role in motivating the integration of both
paradigms. This is because the current Cloud business model reduces the
investments in IT infrastructure and the operational costs while IoT does not.
The deployments of 0T remain costly despite the increasing demand for IoT
applications and the reduction in software and hardware costs. IoT deployments
currently require significant investment to deploy the IoT infrastructure, to
manage and maintain the IoT infrastructure, and to develop the IoT
applications [7]. This makes IoT adoption unfeasible to many prospective users
and emerging applications, resulting in slow adaption rate of IoT [132].
Furthermore, the business risks of managing Cloud resources are shifted to
Cloud providers from the end-users, motivating the integration of both
technologies further [24]. These business motivators help IoT by improving its
trustworthiness, business value and reducing costs to attract new deployments
and users.

Several academic and commercial examples consider business values as the
main motivation for the integration of Cloud and IoT. Authors in [132] propose
a model that creates a trading-based value for IoT sensing resources. The

presented model aims to support an emerging Cloud service model called
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”Sensing as a Service”. A survey presented in [31] investigates the challenges of
mobile Cloud-based Business Process Management Systems (BPMS) for IoT. It
analyses the surveyed challenges to drive solutions for future cloud-based IoT
business systems. ClouT project is proposed in [159] to enable the stakeholders
of the smart cities to overcome business-related challenges, including energy
management and economic growth. The project integrates IoT services in the
Cloud to provide the needed CoT infrastructure and platforms for the city
stakeholders to develop their CoT applications. Commercial solutions include
Sensor-Cloud [70], Google Cloud IoT [68] and ThingsSpeak [72].

2.2.2 Integration Approaches

Although there are many attempts to integrate Cloud and IoT, there is still no
standard approach, and the process is always complex and challenging [161].
Different approaches can achieve the integration of Cloud and IoT. The most
common approaches are categorised in [28] into minimal integration, partial

integration and full integration. The three approaches are described as follows:

e Minimal integration: In this approach, Cloud has no real changes to its
service or deployment models. An IoT platform or middleware is deployed
into Infrastructure as a Service Cloud or Platform as a Service Cloud to
utilise the Cloud services [23]. Examples of Cloud services utilised by IoT
using this approach include virtualisation, data processing, data analysis
and Cloud storage [28]. Existing solutions that demonstrate this approach
are proposed by [46] and [58]. Another example is a new addressing scheme
based on IPv6 that is proposed in [177] to enable IoT and Cloud integration.

The scheme is implemented to integrate [oT sensors with SaaS Cloud.

e Partial Integration: Changes to the deployment of both Cloud and IoT
is performed to some extent in this approach to achieve a higher level of
integration compared to the minimal integration approach. The IoT
middleware or platform is deployed into the Cloud to provide new service
models based on the abstractions of IoT things [23]. Examples for new

service models resulted from this integration approach are Sensing as a
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Service (SaaS) [18, 133, 172], Sensing and Actuation as a Service
(SAaaS) [44,50] and Smart Object as a Service (SOaaS) [84].

e Full Integration: This approach aims to achieve the highest level of
integration between Cloud and IoT by extending the traditional Cloud
service models (SaaS, PaaS, IaaS) to include the functionalities of IoT
resources. This would provide IoT services as an integral part of Cloud
services [23, 111]. Proposed solutions based in this approach are City
Infrastructure as a Service (ClaaS), City Software as a Service (CSaaS)
and City Platform as a Service (CPaaS) [53].

Existing deployment techniques of sharing Cloud-based [oT resources can be
categorised into service-oriented approaches and software-oriented approaches.
Service-oriented approaches are mainly focused on sharing data and/or the
virtualised IoT resources as services [5,98]. The shared data is sent from various
distributed IoT resources to a back-end Cloud for further processing by multiple
users. Similarly, virtualised IoT services are built on the top of physical IoT
resources as Cloud services where multiple users utilise the virtualised resources
but not the physical ones. Software-oriented approaches focus on enabling
sharing IoT resources by enabling multiple applications access to [oT devices
using middleware [7, 116, 149].

2.3 Resource Allocation in CoT

Despite the integration efforts and the benefits that CoT promise, there are still
several open challenges such as security, performance, heterogeneity and
resource management [2, 152]. Many resource management problems in
large-scale computing infrastructures are non-deterministic polynomial-time
hard (NP-hard) [60]. This means there are no best or exact solutions to such
problems in a reasonable time due to the complexity, scalability and uncertainty
of users’ requirements. CoT is a large-scale computing infrastructure by nature
and its resource management aspects are challenging [9, 101].

Resource allocation is a vital aspect of CoT resource management due to its

distributed nature. Resource allocation techniques in the IoT ecosystem are still
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emerging. A considerable amount of research investigates resource allocation in
[oT as part of other systems (e.g. Cloud Computing, CoT, WSNs). An early
attempt to integrate wireless sensor networks (WSNs) and Cloud Computing is
discussed and implemented in [95]. Their proposed architecture enables WSNs
tasks to be offloaded to the Amazon EC2 Cloud. Another architecture is
developed in [166] to integrate WSNs sensors to be integrated into the Cloud.
The architecture uses dynamic proxies that host middleware to connect sensors
to the Cloud. A four-layer architecture is introduced in [3] to enable
Cloud-assisted remote sensing. The architecture enables consumers to collect
sensory data, share collected data, utilise cloud resources and use cloud-based
pricing model.

A framework is presented in [168] to enable collaboration between smart
devices and Clouds. The framework uses real-world case studies to elaborate on
the benefits of integrating smart devices and Cloud Computing. A scalable CoT
architecture is developed in [4] along with two algorithms to discover and
virtualise [oT resources. The proposed algorithms are developed to minimise the
number of physical resources deployed and communication overhead. A detailed
theoretical model for integrating sensors and Cloud Computing is provided
in [107] to evaluate the cost-effectiveness and performance of the sensor-cloud
architecture. A heuristic algorithm is presented in [20] to perform task mapping
for IoT resources. The algorithm aims to achieve a fair allocation of mapped
tasks among IoT nodes with consideration of IoT extension to Cloud.

Authors in [40] categorise approaches of resource allocation in IoT into three
categories; namely, Cloud only approaches, IoT only approaches, and IoT Cloud
approaches. IoT Cloud approaches focus on integrating IoT resources into a Cloud
as part of its services. These approaches aim to enable on-demand provisioning
of shared IoT resources via the Cloud of Things. The scope of this section is
limited to the discussion of IoT Cloud approaches only.

A consensus-based framework is developed in [134] to allocate IoT resources
in the Cloud. The goal of the allocation algorithm is to improve the lifetime of
the connected resources. A three-tier CoT architecture is proposed along with
the development of multi-objective scheme to optimise task allocation in

CoT [98]. The scheme aims to minimise energy consumption and latency.
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Another three-tier architecture is designed in [169] to enable sharing of Cloud
resources in IoT vehicular networks where vehicles are considered the Things of
IoT. The proposed system intends to reduce service dropping rates. A resource
allocation algorithm is proposed in [115] to enable Cloud providers optimising
the throughput, occupancy and utilisation of the IoT requests.

An architecture that integrates sensors and Cloud Computing for military
operations is developed and implemented in [108]. Resource allocation in the
proposed architecture is based on user prioritises to improve the performance
and availability of resources for priority users in military operations. A model is
presented in [162] to cooperate between the airborne sensor network and back-end
Cloud. The model applies heuristics to minimise the travel time of the drones

and failures in meeting their deadlines.

2.4 Commoditisation of CoT Resources

A solution to the resource allocation problem in CoT is to enable efficient
resource sharing. One of the main obstacles to achieving this goal is the lack of
support to share CoT resources. An emerging trend argues for market-based
mechanisms to trade resources in large-scale infrastructures similar to CoT (e.g.
Grids, Clouds, WSNs, Vehicular Networks) [45,93]. Market-based mechanisms
for trading Cloud and IoT resources are intensively studied. Cloud-based
approaches are more mature than the ones dedicated to IoT that are still
emerging. As CoT relies heavily on IoT resources, this section focuses on both
IoT and CoT related market-based mechanisms by reviewing the recent

literature in the following sections:

2.4.1 10T Trading Mechanisms

A conceptual model is proposed in [132] to argue for the creation of trading-
based value for IoT resources. The model aims to enable sharing and reusing
[oT resources by trading them similarly as Cloud resources. The design and
implementation of a market-based model are presented in [91]. The three-tier

model considers the Cloud as a broker for IoT resources where resource allocation
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is formulated as a multi-objective optimisation problem. It aims to allocate traded
resources with the minimum response time of the requests, minimum energy
consumption of the system and maximum profit of the broker. A federation
model for Cloud IoT providers is proposed in [49] to implement market-based
mechanisms. The goal of the proposed model is to satisfy providers’ requirements
and improve the rate of resource utilisation of assigned tasks.

A combinatorial auction algorithm is developed in [33] to allocate CoT
resources. The objective of the proposed algorithm is to maximise the
providers’ profit and the rate of job completion. A reputation-based framework
for CoT architectures is presented in [78]. The framework uses an auction
procedure to select physical resources for sensing tasks and made payments by
users. An auction model is designed in [85] to map CoT computation resources
to the consumers. The model targets performance improvement when allocating
distributed IoT resources. Another auction-based algorithm is developed in [55]
to support resource allocation in CoT environments. The proposed algorithm
aims to maximise the providers’ profit while maintaining their capacity
constraints.

Several market-based approaches are depicted and discussed in [122]. The
study also proposes a game-theory based model to study the pricing of two IoT
sensing services.  Another set of market-based mechanisms is investigated
in [174]. This includes an analysis of IoT marketplace incentives, service
patterns, information timeliness and social impacts. Two bidding algorithms to
support IoT resource trading are introduced in [141]. The first algorithm aims
to maximise the provider’s revenue while the second is to lock the highest bid in
the recurrent auction. Both algorithms are intended to protect the marketplace
from collapsing in specific trading scenarios.

A semantic matching model for ToT marketplace is presented in [32]. The
model facilitates the matching process between providers’ offerings and
consumers’ requests in a marketplace of the BIG IoT project [73]. A
composition mechanism for IoT offerings has been presented in [160]. The
approach is based on a web-semantic model to describe IoT things and services
for trading.

A feedback mechanism has been proposed in [128] to support IoT data
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marketplaces. The blockchain-based approach enables consumers to rate the
providers who have to maintain and improve their reputation based on feedback
received. A marketplace model has also been proposed in [110] to support the
quality of trading. The proposed marketplace introduces a credibility rating
mechanism for providers based on the quality of their data. Another IoT
marketplace model based on Stackelberg game is presented in [175] to model the
trading processes in IoT environments. The model aims to minimise the
complexities for IoT consumers while trading with IoT providers.

A blockchain-based automated payment system is proposed in [154] to
support automation in IoT trading. The system uses Ethereum contracts to
automate payments without a need to intermediaries. An architecture is
presented in [119] to support Service Level Agreements (SLAs) while trading
IoT data. The architecture uses three criteria model to improve satisfaction,
payment and the SLA. Security mechanisms for protecting the IoT data
marketplace is studied in [22]. The study also proposes authentication and

authorisation model to control access to the traded resources.

2.4.2 ToT Marketplace Architectures

Alongside with the market-based mechanisms for trading Cloud and IoT
resources, the concept of a marketplace for IoT-related resources is gaining
prominence.  This section discusses both commercial and non-commercial
solution for trading loT-related resources.

A marketplace architecture for trading IoT data in real-time is proposed
in [88]. The architecture enables providers to offer their IoT data streams for
consumption by IoT applications. The proposed work differs from others by
implementing the architecture and addressing various aspects, including
scalability and compatibility. A generic Cloud-based marketplace architecture is
proposed in [77] to enable trading of IoT deployments. The architecture
addresses the Cloud-IoT integration and vendor lock-in issues. A marketplace
for ToT resources is introduced in [25] as part of the broader architecture of the
[oT ecosystem. The trading model of IoT information and functions is

presented as a solution with five IoT interoperability patterns. The patterns are

19



2. Literature Review

cross-platform access, cross-application domain, platform independence,
platform-scale independence and higher level service facades.

A different approach is taken in [136] to establish a decentralised
marketplace for IoT data based on blockchain technology. The proposed
marketplace architecture uses simple contracts to simplify the trading of IoT
data among participants. IDMoB is another decentralised marketplace for IoT
data built on blockchain [127]. The marketplace enables trading of IoT data for
none time-sensitive IoT applications. DataBroker DAO is another
blockchain-based marketplace implemented to trade IoT data [120]. IoT
generated data is traded using smart contracts among buyers and sellers via the
Ethereum network.

A decentralised peer-to-peer marketplace for IoT data is presented in [37].
The proposed architecture differs from others by adopting fog computing model
and blockchain technology. IoT data is prepared (e.g. filtered, processed) at a
fog nodes layer while traded directly among the marketplace participants at the
application layer. Another decentralised architecture is designed in [109] with
the focus of IoT traffic metering and contract compliance. The presented system
aims to improve transparency, fairness and interoperability while reducing the
cost. The study also conceptualises a tracking model for the traded IoT data
flows between IoT and Cloud Computing.

Various commercial solutions for trading IoT resources exist, including ones
from large vendors. For instance, PTC marketplace is a platform that monetises
access to PTC IoT applications and solutions [69]. Dawex [155] is another
marketplace for IoT data. The marketplace is vendor-independent and open to
global trading of IoT data. Terbine [71] is a global exchange for IoT data where
the system obtains [oT data feeds from various resources and enables consumers
to utilise them. A marketplace for IoT data and applications is available from
Exosite [67]. Consumers can either consume streamed [oT data or develop their

[oT applications based on reusable components from the marketplace.
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2.5 Quality of Service in Cloud of Things

Quality of Service (QoS) refers to the description of the perceived performance of
a particular service that can be tangible or non-tangible [14]. It measures a level
of many performance qualities for a particular resource, service or application
offered by a provider or requested by a consumer. In CoT, this may include
reliability, cost, reputation [83], availability, response time and throughput [117].
Managing QoS is vital to resource allocation, especially in trading CoT resources
environments.

Defining appropriate QoS attributes for a new domain plays a key role in
supporting QoS in that domain. In the Cloud, there are SLAs that aim to define
QoS parameters. Performance, dependability and cost are presented in [147] to
measure QoS of online Cloud services. Various QoS metrics are considered in
designing a Cloud SLA model [146]. These include performance metrics (e.g.
response time), availability metrics (e.g. rate of completed service requests),
reliability metrics (e.g. recovery time from failure) and cost metrics (e.g. service
cost). There are also several attempts at QoS in Cloud, with a particular focus
on supporting different workloads and capacities [14]. A QoS-aware framework
is proposed in [126] to prevent Cloud consumers from being locked-in by specific
providers. Supporting QoS in virtualisation-based environments is particularly
challenging, especially in trust and security-related issues [102].

For IoT, QoS-aware architecture presented in [47] with the focus on
information collection and analysis of QoS aspects in the IoT system. The
proposed architecture addresses various QoS requirements and parameters for
[oT systems. Parameters include service time, delay, accuracy, load and priority.
It also considers network QoS such as bandwidth, delay, packet loss rate and
jitter. Additional QoS aspects such as resource coverage, time synchronisation
and resource mobility are also addressed. IoT QoS-based service selection and
scheduling models are proposed in [96] and [82]. Both models employ QoS
parameters that consider relative QoS metrics to IoT in addition to the
traditional QoS performance-related ones. Those include cost, power
consumption, utilisation time, load and reputation of IoT services. A wide

range of IoT QoS approaches is investigated in [167]. The focus of the study is
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on QoS across different IoT layers, including physical, deployment, link network,
application, middleware and Cloud layers. It also addresses several quality
factors that impact QoS in IoT such as functional stability, performance,
interoperability, usability, reliability, security, maintainability and portability.

Further insights on QoS for IoT are discussed in [16].

2.6 Discussion

The related work presented in this chapter covers integrating Cloud and IoT,
resource allocation in CoT, commiditisation of CoT resources and QoS in both
Cloud and IoT. The review aims to identify the research problem of the limited
shared access to CoT resources, investigate the existing solutions, identify the
limitations of the existing approaches to solve it, discuss how the work
presented in this thesis resolves the research problem and how it differs from
existing approaches. This section is dedicated to discuss the limitations of the
literature and how the proposed approach in this thesis improve shared access
to CoT resources.

Service-oriented deployment approaches of CoT may enable restricted
shared access to virtualised IoT resources but not to the actual physical IoT
resources. The virtualisation techniques used to integrate virtualised IoT
resources into the Cloud need further investigations about their impact on the
energy of the virtualised resources. Many IoT nodes are battery-powered in
which virtualisation techniques may accelerate their power depletion rate that
minimises the lifetime of IoT resources [113]. Software-oriented approaches are
also still emerging and subject to improve heterogeneity, scalability and
dynamism aspects of IoT [142].

The review presented in Section 2.3 shows that Cloud approaches are more
mature than the ones used for IoT. It can also be observed that IoT resource
allocation approaches are still emerging and developed for IoT when integrated
with other systems (e.g. Cloud, WSNs). Existing CoT resource allocation
techniques lack partially or fully the appropriate support for QoS constraints
and SLAs [33]. This means resource allocation in CoT can be achieved but

without meeting the QoS requirements of the applications or by violating SLAs.

22



2. Literature Review

The vast majority of existing approaches are merely focused on commoditising
[oT data-sets/streams but not on IoT physical devices. Many of the existing CoT
trading mechanisms and architectures did not take into account several important
aspects including [oT resources integration, resource sharing and interoperability
[106]. Further limitations of existing approaches that consider improving shared
access to CoT resources revolve around small-scale and hardware-specific support
mechanisms [7,8]. These solutions fail to address the scalability requirements of
CoT.

Although there has been QoS-focused research as presented in Section 2.5,
including proposed architectures, in both Cloud Computing and IoT, there is a
paucity of studies in QoS support for CoT. QoS-aware resource allocation
techniques have been studied for Cloud and IoT separately while they are still
developing for the CoT [157]. Limited support to QoS will severely impact the
performance of many CoT applications that require QoS support to maintain a
certain level of service quality. Therefore, QoS support is still needed for many
existing CoT proposals.

The work presented in this thesis is motivated as follows. CoT is complex
with large-scale computing infrastructure and heterogeneous resources. This
complexity leads to limited or missing shared access to CoT resources. This
limitation hinders the reusability of CoT resources and creates expensive
replications of CoT deployments as each CoT application requires a dedicated
CoT infrastructure. This also makes investments in CoT infeasible to many
prospective stakeholders. Cloud and IoT consequently cannot yet fully utilise
each other’s capabilities because IoT resources cannot be shared similarly as
Cloud resources.

The work presented in this thesis aims to fill the gap created by the
limitations of the existing approaches discussed earlier as follows. Improving
shared access to CoT resources can be achieved by using market-based
mechanisms. The approach presented in this thesis re-imagines CoT resources
as commodities rather than organisational assets. This approach is inspired by
similar market-based mechanisms used in similar large-scale computing
infrastructures such as Cloud computing [54, 74,76, 79], Grid computing [26, 35]
and WSNs [92, 156].
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The following requirements/considerations are taking into account when the
proposed approach is constructed to achieve improved shared access to CoT
using market-based mechanisms. CoT resources need to be described generically
to enable quantifying their values and monetising them. A strategy/mechanism
is required to enable/improve shared access to physical IoT resources with
constrained power and computing capabilities. A trading model is required to
match the consumers (applications) to providers (resources). A marketplace
system architecture for trading CoT resources is required to implement the
trading model and proof the concept and validate the feasibility of the proposed
approach. The scalability and QoS requirements of CoT applications must be
taken into account.

The requirements mentioned earlier are addressed as follows: the requirements
for trading CoT resources and the justification of the proposed approach are
discussed in Chapter 3, a generic description model for CoT resources and shared
access and allocation strategy for CoT resources are proposed and presented in
Chapter 4, the trading model for CoT resource and the marketplace architecture
are developed and discussed in Chapter 5, Chapter 6 presents the multi-objective
QoS model to address the QoS requirements while trading CoT resources. To the
best of author’s knowledge, this is the first dedicated approach to trading CoT

resources.
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Chapter 3

Trading Cloud of Things

Resources

3.1 Introduction

Motivating trading CoT resources is essential to understand the drivers for
developing the proposed approach and the requirements of the solution. The
research presented in this chapter provides the background for these topics and
presents the methodology of the research to design a solution based on the
discussed requirements.

The remainder of this chapter is organised as follows: Section 3.2 discusses the
motivations for trading CoT resources, Section 3.3 presents the requirements for
a solution to the problem of limited shared access to CoT resources, motivations
for the proposed solution are discussed in Section 3.4, Section 3.5 describes the
methodology of the work presented in this thesis, conclusions of this chapter are

drawn in Section 3.6.

3.2 Motivations for Trading Cloud of Things

Resources

The rapid development of the IoT has led to a large number of providers of
hardware and software platforms. The costs of building and deploying IoT
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applications is dropping dramatically to the point where generic commodity IoT
deployments are feasible and motivated. In the future, commoditised resources
can be greatly utilised in high-density areas (e.g. metropolitan areas, city
centres) where CoT resources can be offered to many consumers. Providers will
be able to deploy IoT nodes with a range of sensors, actuators, cameras and
other resources, and make these devices available to clients to monitor and
control the surrounding environments. The desirable situation in which IoT
resources will be globally available to such clients requires the creation of an
open market for commodity [oT resources in the same way that a market for
Cloud Computing resources has emerged. Currently, managing IoT resources is
still a challenge due to their heterogeneity and constrained capabilities [17]. For
this to be viable, there needs to be both technical and commercial CoT
integration support. The technical support involves the use of dynamic bridges,
proxies and gateways to allow IoT applications development using established
Cloud Computing platforms [10, 166]. The commercial support includes using
market-based mechanisms as an approach to improve resources management in
CoT, especially resource allocation [151]. The following attempts to solidify this
by highlighting the important considerations in the argument for a market for

commodity CoT resources.

e Enabling interoperability: Enabling interoperability is a well-known
challenge for Cloud and IoT implementations due to the heterogeneity of
both technologies.  Commodity CoT resources will be used only if
consumers are not restricted to a specific service provider and can switch
between providers due to changes in consumers’ requirements or providers’
offerings. A market for trading CoT resources would encourage the

development of standards and improve interoperability.

e Creating new business values: As the number of CoT deployments
increase, the risk of a small number of providers controlling the market is
high; such as is currently being observed in the Cloud Computing market.
This increases the risk of single provider technical failures, as well as
single vendor lock-in [125]. Technical failures such as bugs,

misconfigurations and security breaches can have a substantial negative
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impact on the operations of many consumers simultaneously. A CoT
marketplace will enable competitive and independent implementations of
CoT protocols which will significantly reduce any monopoly-related risks.
Consumers will also benefit from enjoying the freedom of choices from a

multitude of providers.

CoT services also require joint efforts and cooperation between businesses
to bring new services to the market. A market will enable businesses to go
beyond the traditional known business models (e.g. Business to Business,
Business to consumer) to new ones such as business to business to consumer
(B2B2C) where the end service is traded by the adjacent industry partner

who owns and manages the relationship with the end consumer [57].

Furthermore, the provision of IoT services usually requires significant
investments which are not affordable by most small and medium
enterprises. A marketplace of commodity CoT resources will enable SMEs
to be involved in a larger community. This can also attract smaller
consumers with specialised needs who are best served on a retail rather
than a wholesale basis. Aggregations of small providers can also form

offerings from multiple CoT resource sets.

Improving service level agreements: Essential to the success of
commodity CoT resources is the development of well-defined service level
agreements [41]. SLAs are currently negotiated between each provider and
consumer in Cloud Computing. A market has a standard SLA which
defines the minimum terms of contracts that will cover both providers and
consumers. Those terms are based on the characteristics of a service
rather than a provider or a consumer-based agreement. Both providers
and consumers can negotiate further terms and conditions to be included
in their own SLAs without breaking the basic market SLA. A standard
SLA has some benefits including better legal protection for consumers and

providers, better pricing policies and improved standards for market entry.

Enabling innovations: A market for commodity CoT resources will add a

large number of players to the current market. This will promote innovation
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in the required infrastructure, including IoT and Cloud technologies. This
should allow infrastructure vendors to produce, market and support a wide
range of differentiated services. It may also motivate the emergence of new
infrastructure suppliers, and motivate innovative design and adoption of
mobile sensor networks that can support mobile CoT applications. It is also
expected to enable hardware and software innovations when a large number
of software developers and hardware makers respond to the requirements of
the CoT market.

Although there is no standard for building CoT applications yet, this
creates a unique solution for every deployment. Service providers also
restrain innovations by locking-in their consumers and restricting
application development to the providers’ infrastructure. A market will

support development by facilitating the emergence of standard interfaces.

These motivations show the many advantages of providing support for the
commoditisation of CoT resources. A market will enable technical innovation
through interoperability between types of CoT resources and applications as well
as business innovations and improved SLAs. To support these goals, there needs
to be a standard way of describing CoT resources and services. An architecture
for trading these resources with efficient algorithms that match resources provided
with potential consumers of those resources would also be needed. The following
section describes the requirements for efficient trading of CoT resources supported

by the ideas discussed in this section.

3.3 Requirements for Trading Cloud of Things

Resources

For efficient commoditisation of CoT resources, global on-demand access,
efficient sharing, and optimal allocation of CoT resources have to be enabled
using market-based mechanisms. Trading CoT resources is a multifaceted
process. It involves describing heterogeneous CoT resources, mapping resources

to applications, optimising the proposed maps, performing resource allocation
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and scheduling of the optimal map. To shape this approach, the following

considerations are taken into account:

1. CoT resources and applications are heterogeneous. To decompose this
complexity and improve interoperability, resource deployment and
application development are considered distinct from each other. This
lowers the investment required for infrastructure deployments, accelerate

application prototyping and enable efficient trading.

2. CoT systems are large-scale and their commoditisation mechanisms,
therefore, have to be scalable. In particular, having the ability to handle
significant large numbers of resources and application requests

simultaneously.

3. CoT resources are naturally constrained in terms of computing and power
capabilities, [oT physical nodes in particular. Due to such challenge,
concurrent shared access to those resources may not be possible, but has

to be resolved.

Based on the above considerations, the following requirements of the proposed

approach are identified:

e A Description Model for CoT Resources: The challenges of CoT
heterogeneity and complexity lead to challenges in defining CoT resources
and quantifying their values. A market-based mechanism to trade CoT
resources should consider using a generic mean of describing such
heterogeneous resources and provide an efficient way of quantifying their

value.

e Shared Access Strategy for Constrained CoT Resources:
Resource sharing mechanisms in Cloud Computing differs significantly
from the ones available to IoT resources. The primary difference between
the two is the capabilities of each technology. Cloud resources are usually
hosted in powerful large-scale data-centres to provide virtually unlimited,

elastic and on-demand computing resources. In contrast, IoT resources are
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Figure 3.1: CoT marketplace concept.

widely distributed across the application area with constrained
computational and power resources where they cannot be demanded or
shared elastically as Cloud resources. There should be an efficient

mechanism to improve shared access to CoT resources.

e A Trading Model: For the commodity IoT resources to be entirely
accepted and integrated with current infrastructures, they must be
publicly accessible. The access method appropriate for this is using the
Cloud Computing service model where consumers purchase openly
available resources or services and pay for the level of actual utilisation.
The Cloud service model is preferable to users due to its speedy trading
process and its job-oriented pricing model. Although this can be described
as minimal integration CoT in the literature, it can be tailored to support

other integration approaches.

e A Marketplace System: The concept of CoT marketplace revolves
around the idea of having a marketplace where providers offer their deployed
CoT resources and applications (consumers) request access to the offered
resources. The marketplace maps requests to resources by forming a bundle
of resources from multiple providers based on the application requirements.

The concept of the proposed marketplace is visualised in Figure 3.1.

e The Marketplace Participants: For the marketplace to be fully
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functional, there should be at least two types of participants in the
marketplace. Participants are providers of resources and consumers of
resources. A third type that combines the roles of consumers and
providers is also possible where it is called prosumers [13]. In CoT trading
environment, providers are the owners or deployers of resources while the

consumers are the application owners or developers.

Other Requirements: Other requirements of the marketplace can be
implemented based on its design and operational goals. These requirements

can be justified as follows:

— QoS Support. To support efficient trading of CoT resources, a
generic and dynamic QoS support is needed. QoS is vital in CoT
trading environment to measure the performance qualities of the
resources that meet the requirements of the consumers. A

market-based mechanism, therefore, has to take QoS into account.

— Scalability. A marketplace for CoT resources is expected to handle
a considerable number of consumer requests and provider resources
simultaneously. This can impact the system performance significantly
and consequently fail to trade CoT resources. The marketplace system
should have the ability to handle various scales of consumer requests

and provider resources.

— Security. Security is vital for any marketplace architecture. Security
vulnerabilities have to be identified and addressed by using various

security measures to secure the operations of the marketplace.

— Multiple Business Models. To satisfy the requirements of
different CoT applications, the marketplace should support different
business models. This includes consumer-to-consumer (C2C),
business-to-consumer  (B2C), business-to-business (B2B) and
business-to-business-to-consumer (B2B2C). It may also consider
implementing the system to support one or more of the following
market structures: broker systems, monopoly markets, oligopoly

markets, single-side auctions and double-side auctions [122].
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— Multiple Participant Objectives. Marketplace participants have
different requirements and goals. For instance, consumers are likely
to bid for the lowest cost possible while providers aim to maximise
their revenues. Consumers may have conflicting objectives at the same
time (e.g. maximising resource coverage while minimising the response
time) [100]. The marketplace system should provide a mechanism to

maintain the balance among conflict objectives.

3.4 Motivations for The Proposed Approach

The following can be observed from the motivations and requirements discussed
in the preceding sections, as well as the literature review presented in the
preceding chapter. Despite many advantages to providing support for the
commoditisation of CoT resources, there needs to be an efficient way of trading
CoT resources that takes into account the heterogeneity, complexity and
scalability of CoT. The proposed approach presented in this thesis re-imagines
the CoT trading environment to involve optimisation algorithms instead of
traditional dedicated auctioneers that match resources provided with potential
consumers. Using optimisation-based strategies provide the flexibility and
dynamism needed in CoT systems. In contrast to the traditional
auctioneer-based approaches, the optimisation approaches require minimal
changes either by using different objectives or different optimisation strategies.
This approach reduces the time needed to find an optimal map of consumers to
providers for real-time CoT applications.

This approach is inspired and motivated by the successful use of
optimisation-based approaches in large-scale computing systems similar to CoT.
Motivating examples are discussed as follows. An optimisation-based task
scheduling model is proposed in [59] to minimise the computational cost of
transferring data and processing applications in Cloud Computing. A
meta-heuristic application for scheduling workflows tasks in the Cloud is
presented in [103] to optimise the cost of resources. A market model based on
combinatorial double auction resource allocation is introduced in [143] to

improve the trading fairness for consumers and providers of Cloud services. A
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model for service allocation is proposed in [36] to optimise the computational
cost and resource availability in fog computing environments. An optimisation
algorithm is used in [56] to optimise the profit of clients in a cloud system based
on SLAs. A multiobjective model for optimising response time, resource cost
and brokers’ profit in Cloud environments is developed in [81]. A scheduling
framework for optimising the cost and execution time of high-performance
computing applications in the Cloud is presented in [150]. An evaluation of
optimisation-based approach is performed in [114] to optimise the performance
and cost of IoT applications on Cloud. To optimise the energy of Cloud radio
access network for IoT, an optimisation-based resource allocation scheme is
proposed in [165]. A further optimisation approaches and objectives for cloud

computing are surveyed in [60,140] and for WSNs in [51].

3.5 Methodology

The project is developed in two phases; first, the preliminary design and
evaluation, followed by the final design and evaluation. The first phase aims to
investigate the research problem of limited shared access to CoT resources, and
to preliminary design a solution with adequate experimental evaluation. This
phase includes the research proposal that thoroughly reviews the related work
in areas of Cloud Computing, IoT, WSNs and Grid Computing. The analysis of
the research gap confirms that there is a need for a potential solution using
market-based mechanisms as in other large-scale computing environments, but
the focus of previous studies is on improving shared access to CoT data only
while improving shared access to physical 10T resources is still missing. Upon

the completion of the gap analysis, the following research questions are formed:
e (Can market-based mechanisms improve the shared access to CoT resources?

e Are optimisation algorithms effective and efficient in trading CoT resources

to improve their shared access?

Forming the research questions is followed by proposing the aims and objectives

as discussed earlier. The preliminary design and evaluation in this phase focus
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on developing the following outcomes: 1) resource description model for CoT
resources, 2) shared access and resource allocation strategy, 3) the optimisation
model used to map requests to resources and 4) the prototype marketplace system.
Prototyping the proposed system is performed through the cycle of requirements
analysis, design, development and intensive testing. The experimental evaluation
at this stage aims to validate the feasibility and effectiveness of the proposed
approach.

Phase two is dedicated to improving the proposed models developed during
phase one by tuning the design and performing the final experimental evaluation.
In addition to improving the components developed in phase one, a QoS model for
optimising QoS trading objectives is proposed and evaluated during this phase.
The same software development cycle is used in this phase as in phase one. The
experimental evaluation in phase two tests the performance and scalability of
the proposed marketplace system. Both phases are visualised in Figure 3.2 to
illustrate the research methodology.

Setting up a real-world CoT environment for this research is complex and
very expensive. To commoditise CoT resources in reality, a large number of
heterogeneous resources has to be involved including various types of IoT nodes
with different sensors, actuators and computing components. This complexity
is required to justify the research approach and the results when commoditising
CoT resources. Therefore, the approach taken in this research is to simulate
the data generation of resources and requests. Existing public data sets such
as Citypulse [124] and SocialloT [158] do not provide metadata for IoT physical
resources. Data sets evaluated in this thesis are generated based on surveying
the most common properties available for IoT resources in large vendors such as
Amazon, Google and IBM.

3.6 Discussion

This chapter discussed motivations and requirements for the solution of limited or
missing reusability of CoT resources. It aimed to justify the need for a practical
solution based on the requirements identified. The chapter also described the

methodology of the research presented in this thesis.
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Figure 3.2: Summary of the methodology for this 2-phase research project.
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Technical and business benefits presented in Section 3.2 motivated supporting
commodity CoT resources. Technical aspects discussed imply that improving
shared access to CoT resources may resolve CoT interoperability issues among
different standards and enable CoT software and hardware innovations. Based
on the survey of existing research that attempts to address the problem of shared
access to CoT resources, Section 3.3 identified and discussed the requirements
of the solution. This includes a standard way of describing CoT resources, a
mechanism to improve shared access during the resource allocation process, a
trading model for matching the supply and demand, a marketplace system and
several non-functional requirements. It can be understood from the requirements
identified that traditional auctioneer-based approaches may not be feasible for
CoT dynamism, performance and scalability.

In Section 3.4, motivations for the proposed solution described many
proposed optimisation-based solutions for Cloud, IoT and WSNs that inspired
the proposed approach presented in this thesis. It is understood from the
discussion that optimisation-based approaches were able to improve shared
access to resources in other large-scale computing environments with similar
complexity and scalability aspects of CoT. This would enable CoT to utilise
optimisation strategies in addressing its flexibility and dynamism requirements.

Section 3.5 presented the methodology of the research. Based on the
requirements identified earlier, the research is divided into two phases. The first
phase focuses on the initial design of the solution and the preliminary
experiments to validate the concept. The improved design in phase two is to be
evaluated by further experiments to test the system performance and scalability.
As illustrated in Figure 3.2, the proposed methodology features a systematic
theoretical review of the research problem and conceptualisation of the solution

as well as the design and implementation of the proposed system architecture.
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Chapter 4

Proposed Optimisation-Based
Approach for Trading Cloud of

Things Resources

4.1 Introduction

Cloud of Things is increasingly viewed as a paradigm that can satisfy the
diverse requirements of emerging IoT applications. The potential of CoT is not
yet realised due to challenges in sharing and reusing IoT physical resources
across multiple applications.  Existing approaches provide small-scale and
hardware-dependent shared access to IoT resources. The research presented in
this thesis considers using market-based mechanisms to commoditise CoT
resources as the approach to enable shared access to CoT resources and to
improve their reusability. In order to achieve these goals, this chapter describes
the proposed approach of trading CoT resources using optimisation strategies to
match the demand of CoT applications to the supply of CoT resources based on
the requirements for trading CoT resources.

The remainder of this chapter is structured as follows: Section 4.2 introduces
and discusses the the main components of the proposed approach, Section 4.3
describes the proposed shared access mechanism for CoT resources, Section 4.4

provides a case study for the proposed approach applications, Preliminary
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experimental evaluation is presented in Section 4.5, Conclusions drawn from

this chapter are discussed in Section 4.6.

4.2 Proposed Approach for Trading CoT

Resources

Trading CoT resources is a multifaceted process. It describes the process of
commoditising CoT resources by mapping resources from multiple providers to
applications from multiple consumers based on the application requirements,
optimising the proposed maps, performing resource allocation and scheduling of
the optimal map. To shape this approach based on the considerations and
requirements for trading CoT resources discussed earlier in Chapter 3, the

following components are designed:

4.2.1 The Marketplace System

For efficient commoditisation of CoT resources, global on-demand access, efficient
sharing, and optimal allocation of CoT resources have to be enabled. In order
to achieve this goal, a marketplace architecture for trading CoT resources is
needed. CoT marketplace concept was introduced and depicted earlier in Figure
3.1. The idea is to have a marketplace - denoted by M - where providers offer their
deployed CoT resources and applications request access to the offered resources.
The marketplace matches requests to resources by forming a bundle of resources
from multiple providers based on the application requirements.

In this section, an initial design of CoT marketplace is proposed and presented
in Figure 4.1. The proposed architecture and the process of trading CoT resources
described in this section will be significantly improved in the next chapter to
reflect the development of the research presented in this thesis. The aim of this
preliminary design and evaluation of the marketplace architecture is to provide
a proof of concept that experimentally validates the feasibility of the proposed
approach in trading CoT and improving shared access to CoT resources. The

trading process is described as follows.
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Figure 4.1: Preliminary design of CoT marketplace architecture.
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Providers submit their resources and consumers submit their requests to the
marketplace using their integrated applications via web services. The resource
request manager filters both requests and resources to ensure they meet the
marketplace standards. The resource directory tries extracting the metadata of
the resources that meet the marketplace standards while rejecting the ones that
do not meet the marketplace standards, or their metadata could not be
extracted. Upon successful extraction of the resources’ properties from their
metadata, a standard description of the resources is stored in the resource
directory. Requests that met the marketplace standards are stored directly into
the request directly. The users who submit their resources or request are
profiled and stored into the user directory. Once resources and requests are
ready for trading, the resource request manager sends the available resources
and requests to the optimiser to start the trading process. The optimiser
consists of two components, namely utility directory and optimisation tool. The
utility directory maintains all utilities defined for trading proposes (e.g.
cost-based objectives, time-based objectives, performance-based objectives).
The optimisation tool stores and implements the most suitable optimisation
techniques to optimise matching requests to resources efficiently. Based on the
optimisation process, the optimiser produces an optimal solution often called an
optimal map or optimal assignment. The optimal assignment is submitted by
the optimiser to the resource allocation manager to allocate the requested
resources accordingly. The scheduler maintains the resource schedule, controls
the lease-time of resources and manages the assignments of tasks in the Cloud.
The allocator orchestrates mechanisms of joining and dis-joining resources based
on scheduler plan. The monitor tool monitors the ongoing consumption of the
resources by CoT applications and the availability of the resources.

This architecture is designed with the consideration of flexibility and
dynamism required in CoT where the optimiser is the heart of the system. The
optimiser employs optimisation algorithms that require no or minimal changes
when changes occur to resources, requests or the objectives of trading. Changes
can be addressed by either using different /improved utility functions or different
optimisation techniques. It reduces the time required to find a better

assignment of resource allocation, or increases to the number of candidate
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solutions and provides significant support to the scalability requirements of
CoT. These benefits are challenging to achieve by existing approaches reviewed
in Chapters 2 and 3.

4.2.2 The Marketplace Participants

The marketplace consists of two categories of participants, namely providers and
consumers. Providers can be CoT infrastructure owners or deployers and are
denoted by P = (p1,...,Pm). Dm represents an individual, an organisation or
a broker who manages resources on behalf of others. P submit their resources
R = (r1,...,r;) to the marketplace.

Consumers are application owners or developers and are set to

C = (¢1,...,¢n). ¢, represents an individual, organisation or a broker who
manages applications on behalf of others. C  submit requests
RQ = (rqi,...,7q;) to the marketplace for their CoT applications
A= (ay,...,a,) to access and utilise a set of R.

4.2.3 A Multi-attribute Description Model for CoT

Resource

There is a wide range of CoT heterogeneous physical resources. For instance,
sensors, actuators, smart meters, cameras, mobile phones and fitness trackers.
The heterogeneity of CoT resources poses challenges for two reasons. First, it is
challenging to describe what a “resource” is in a generic way that can be used
to describe all existing and potential CoT resources. It is important for the
description model to be generic enough to describe any resources regardless of
their vendor, type, hardware and software properties. Second, it is challenging
to quantify the value of such heterogeneous resources to enable them to be
commoditised. Thus, there is a need for a description model that takes into the
account the complexity of describing heterogeneous CoT resources by; 1)
defining CoT resources, 2) providing a generic description of the resources’
properties and 3) quantifying the value of CoT resources based on their

described properties.
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There are several description models for IoT resources such as the Sensor
Model Language (SensorML) [105], IoT Ontologies [61] and a unified IoT ontology
[6]. However, these models have the following shortcomings. They provide either
a very limited support to a number of IoT resources (e.g. sensors only or sensors
and actuators only), or they do not consider a resource description that enables
quantifying the resource value. Additionally, some of the existing models suffer
from a heavyweight encoding that is not suitable for constrained IoT resources
[99].

To ease these challenges, CoT resources can be defined generically based on
their main physical components and functionalities. A CoT resource, node, device
or thing can be defined as a device that is powered by an energy source with one
or more basic computing functionalities (I/O, Processing, Storage) that interacts
by monitoring, sensing and/or actuating of certain events in the surrounding
environment (using Sensor(s), Camera(s), Actuator(s)) and communicates with
other entities of a network (using Communication unit(s)). Figure 4.2 illustrates
the main components of a CoT node.

To overcome the complexity of CoT nodes heterogeneity, a set of generic
attributes is proposed to describe the properties and functionalities of the
resource. Each resource r; has a set of attributes that contributes to its value
when traded as a commodity. This includes multi-attributes of physical
components (e.g. processing, actuating, sensing, power) and non-physical
functions or features (e.g. security, location, redundancy). Each property or
feature can be expanded into a multilevel sub-attributes to improve the
presence of the commodity resource in the marketplace. For instance, the
sensing capability of the resource can be described in terms of its sensing type
(e.g. environmental, footfall), sensing range (e.g. limited, average, long),
maximum transmission power and the number of sensors available in the
resource. The reset of the resource properties can be described in the same way,
forming a multi-attribute generic model of describing CoT resources. The
proposed model describes CoT resources autonomously as follows. Providers
submit their resources to the resource manager where it checks the submitted
resources against several marketplace requirements such as pricing, billing, QoS

and SLAs. Resources that fall below the marketplace standards are rejected and
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Figure 4.2: Main components of IoT node.

returned to their providers. Accepted resources flow to the next stage filtration,
where the resource manager attempts to extract the values of the resource
properties.  Resources with unreadable values or missing the majority of
required values are rejected and returned to their providers for revision.
Readable metadata of resources get extracted and stored into the resource
directory. The final step of describing the resources is quantifying their values.
The description model is illustrated in Figure 4.3.

The value of the multi-attributes presented in the previous step can then be
quantified by assigning corresponding numerical values. This is a vital step to
monetise heterogeneous resources generically, to enable them to be traded and
as a result, to improve shared access to the resources. This can be achieved by
assigning lower numerical values to attributes representing low resource
specification and vice versa. Zero is a corresponding value for a missing resource

component while a positive number corresponds to an attribute. This can be
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formulated as follows:

>0, if ra; can be described from 7,
ra = (4.1)

0, otherwise

For instance, a power capacity attribute of r; can be quantified as either
[Power = [Permanent,?2|] or [Power = [Battery,1]]. In this case, a resource
with permanent power supply is assigned a higher value than the one operates
by a battery and is likely to have a better value when commoditised. This offers
the flexibility required in quantifying the value of heterogeneous CoT resources
before the trading process starts. A snapshot of a single resource description is
provided in Table 4.1.

Once the resource is properly described, the request can be formed accordingly.
Requests can be submitted by a consumer who consumes resources only, or by
a provider of resources who provides resources for consumption or re-providing
them to a third party. It is assumed that the request is for a homogeneous set of
resources for an application. Four examples of requests are explained as part of

case studies in Section 4.4.

4.2.4 The Optimisation Model

After CoT resources being described and their values quantified, resources can be
matched with the application requests. The work presented in this thesis takes a
unique approach to perform the matching by using optimisation algorithms as a
mapper to match requests and resources. This approach provides the following

advantages that justify the use of optimisation algorithms.

1. Using optimisation algorithms provides improved architectural flexibility
for CoT systems over the conventional designed components (e.g.
auctioneer, mapper). This means there is minimal or no need to modify
the optimisation algorithm to support any changes in other marketplace

system components or CoT resources and requests.

2. Optimisation algorithms are known to find optimal solutions to very

complex problems that may have a very large number of candidate
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Table 4.1: Snapshot of CoT resource description.

Components : Attributes
Properties Example Values
Processor Clock speed 320MHz
Memory RAM 256KB
Flash 1MB
Type(s) Footfall, light
Sensing Range 20 meter
Sensor(s) Max. Transmission Power | 13.5dBm
Num. of sensors 4
accuracy +/- 0.2 meter
Type(s) Light
Actuator(s) Num. of Actuator 1
Camera Type(s) Motion detection
Num. of cameras 1
Type(s) WiFi
Communication | Protocols IEEE 802.11b/g/n
Bandwidth 16Mbps
Power Mode Permanent
capacity 5V
Security Not available 0
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Figure 4.3: Overview of the CoT resource description model.

solutions. These problems are similar in complexity and scalability to the

problem of trading CoT resources presented in this thesis [30, 130].

. The speed of many optimisation algorithms addresses the requirements of

the CoT marketplace in finding an optimal solution promptly.

. The proposed approach presented in this thesis relies on the use of

gradient-free optimisation algorithms (a.k.a. derivative-free algorithms).
Using this type of optimisation algorithms does not require the calculation
of the gradient or derivative to find the optimal solution. The
computation of the gradient can be impractical or computationally costly

for large-scale optimisation problems such as trading CoT resources.

The optimisation layer represents the operational tier of the system.

Applications can discover resources that are already stored in the resource

request manager. Bids flow from resource request manager to the optimiser

where they are mapped to form bundles. Resource bundles represent a set of

resources from multiple providers that can potentially be utilised by multiple

applications. Whilst being forwarded to the optimiser, resource bundles and
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application requests are filtered. Pluggable filters include a wide range of
filtering criteria such as location, resource coverage, computing and energy
requirements whose aim is to reduce the search space of the problem and
generate potential optimal maps only. This is achieved by evaluating each map
based on the objective and its compliance with search constraints discarding
maps that are either extreme (e.g. very expensive resource) or violate the
constraints (e.g. below certain energy level). Filtered resource bundles and
application requests are forwarded to the optimiser. The optimiser performs a
two-stage process as follows: 1) construct optimal maps that consist of resource
bundles and application requests ready for allocation, 2) evaluate the optimal
maps based on the participants’ goals using utility functions presented in
Section 4.2.5. One optimal map is forwarded to the resource allocation manager
for resources to be allocated to the applications. The optimisation model is

presented in Figure 4.4.

4.2.5 Trading objectives

Trading objectives represent the goals of providers P and consumers C' from
participating in trading CoT resources. These goals are formulated as objective
functions to provide significant flexibility for the optimisation model. Using this
approach would minimise the re-development effort of the system components
that may be required in case of resource changes. Changes can be implemented
as a new objective function without or with minimal changes to the system.
The stage of preliminary design and evaluation considers the following trading
objectives:

Objective 1: Maximising Provider Profit. The providers always aim to
maximise their profit. A utility is needed to achieve this objective. rc; denotes
the cost of a resource from provider j, and ¢; denotes the requested lease time of
a resource by consumer i. The cost of allocating a resource to a consumer can be
calculated as (rc¢;.t;). The utility for maximising the profit of providers can be

represented as follows:

Mzgg%lise PR = Z Z rcj.t; (4.2)

i=1 j=1
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Figure 4.4: The optimisation model.

The pseudocode of maximising provider profit utility is shown in Algorithm 1.
Objective 2: Maximising Resource Coverage. Consumers are expected
to look for resources that provide them with the maximum area coverage when
utilising resources. This is challenging due to the fact that different measurements
of power and area should be considered simultaneously where each of them have
a different scale. To achieve this goal, the sensing range of a resource s; and
the maximum transmission power level Et,,,, can be used to measure how far a
resource can reach (s;.Et,.,). The requested location of resources is equal for
all consumers and formulated as A = (z;y;) that represents rectangular grids of

identical dimensions. All variables are then normalised to adjust their values on
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Algorithm 1 Utility for maximising provider profit

Input: 1) list of consumers with their requests’ attributes, 2) list of providers with
their resources’ attributes.

Output: assignment(consumers, providers) of best optimised profit

Function: Provider Profit Utility Function

: Initialise cost and capacity counter to zero, assignments to empty

Loop over array of initial guess

Generate an assignment of (consumers, providers)

End Loop

Loop over list of generated assignments

If length(consumers) = length(assignments) AND capacity Counter < provider

Capacity AND consumer Bid < provider Cost AND energy Requested < energy

Offered

Then, calculate Provider Profit

Else, set provider Cost to minimum value

End Loop

10: increase capacity Counter

11: calculate profit of all participated Providers in the assignment

12: return profit of the assignment to optimiser

END Function

different scales to a numerical common scale. The objective of maximising the

coverage is introduced as follows:

n m

Etmax
Maxumse Cv = Z Z 5y maz + 55 (4.3)

=1 j=1 Z

Algorithm 2 shows the pseudocode of a utility maximising area coverage.
Objective 3: Minimising Response Time. Response time is also

considered one of the very important objectives to minimise in large-scale

distributed systems. The latency between consumer ¢ and provider j is denoted

by Lij = tack — tstart Which measures the elapsed time from submitting the

request by consumer ¢ to the time of receiving an acknowledgement from a

provider j. Estimated queuing and transmitting delays ¢,4 are also considered

Lij

here where they can be formulated as t,q = RO The objective to minimise
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Algorithm 2 Utility for maximising area coverage

Input: 1) list of consumers with their resource requests’ attributes, 2) list of providers
with their resources’ attributes, 3) Area of requested resources

Output: assignment(consumers, providers) of best optimised coverage

Function: Coverage Utility Function

: Initialise capacity counter to zero, assignments to empty

Loop over array of initial guess

Generate an assignment of (consumers, providers)

End Loop

Loop over list of generated assignments

If length(consumers) = length(assignments) AND capacity Counter < provider

Capacity AND consumer Bid < provider Cost AND energy Requested < energy

Offered

Then, calculate coverage of the requested resource

Else, set coverage to minimum value

End Loop

10: increase capacity Counter

11: calculate the coverage of all participated resources in the assignment

12: return the coverage of the assignment to optimiser

END Function

response time R; is proposed as follows:

Minimise R, =Y Y Lij + to (4.4)

i=1 j=1

The pseudocode of the utility minimising the response time is shown in Algorithm
3.

Objective 4: Minimising Energy Consumption. Another important
objective is to minimise the power consumption of matched resources while being
utilised by consumers. It can be measured by the difference between the initial
power supply of the resource and the estimated power consumption requested by
the consumer(Ep; — Er;). The objective of power consumption can be presented
as follows: L

Minimise F = Z Z(Epj — Er;) (4.5)
i=1 j=1
Algorithm 4 presents the pseudocode of the utility minimising the energy

consumption.
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Algorithm 3 Utility for minimising response time

Input: 1) list of consumers with their resource requests’ attributes, 2) list of providers
with their resources’ attributes

Output: assignment(consumers, providers) of best optimised response time

Function: Response Time Utility Function

: Initialise capacity counter to zero, assignments to empty

Loop over array of initial guess

Generate an assignment of (consumers, providers)

End Loop

Loop over list of generated assignments

If length(consumers) = length(assignments) AND capacity Counter < provider

Capacity AND consumer Bid < provider Cost AND energy Requested < energy

Offered

Then, calculate response time of requested resource

Else, set response time to maximum value

End Loop

10: increase capacity Counter

11: calculate response time of all participated resources in the assignment

12: return the response time of the assignment to optimiser

END Function

Objective 5: Maximising Marketplace Profit. In case the marketplace
is non-volunteering or not a community-based, there will be fees for trading
CoT resources called a marketplace commission that is denoted by cm. The
marketplace will aim to maximise its profit at each successful round of resource
allocation. 0; is set as a bid of consumer 7, rc; denoted the cost of a resource
from provider j and t; denotes the requested lease time of a resource by
consumer 1. The commission of the market can be presented as
cm = (b; — re;).t;. The cost of a resource is presented as rc;. The objective to

maximise the profit of the marketplace M, can be formulated as follows:

Maximise M, = Z Z cmi; + re; (4.6)
i=1 j=1
The pseudocode of the utility maximising M, is provided in Algorithm 5.
Each resource provider has a limited capacity for offering its resources to
consumers. The capacity of the provider has to be greater than or equal to the

total capacity requested from consumers. A capacity constraint is introduced as
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Algorithm 4 Utility for minimising energy consumption

Input: 1) list of consumers with their resource requests’ attributes, 2) list of providers
with their resources’ attributes

Output: assignment(consumers, providers) of best optimised energy consumption

Function: Energy Consumption Utility Function

: Initialise capacity counter to zero, assignments to empty

Loop over array of initial guess

Generate an assignment of (consumers, providers)

End Loop

Loop over list of generated assignments

If length(consumers) = length(assignments) AND capacity Counter < provider

Capacity AND consumer Bid < provider Cost AND energy Requested < energy

Offered

Then, calculate energy consumption of participated resource

Else, set energy consumption to maximum value

End Loop

10: Increase capacity counter

11: Calculate the total energy consumption of resources in the assignment

12: return The total energy consumption of the assignment to optimiser

END Function

follows:

n

ZT%‘ < cp;, where j=1,..,m (4.7)

=1

rq; in constraint (4.7) denotes the number of requests from consumers while cp;
is set to total capacity of provider j.
Constraint (4.8) shows the cost of a resource rc; and the bid from consumer

b; have to be positive and b; has to be greater than or equal rc;.
0< e < b; (48)

Constraint (4.9) ensures the initial power Ep; of a resource and the estimated
power consumption of the consumer Er; are positive values and Er; is less than

Epj;. The three constraints are applied together to all utility functions used in
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Algorithm 5 Utility for maximising marketplace profit

Input: 1) list of consumers with their resource requests’ attributes, 2) list of providers
with their resources’ attributes

Output: assignment(consumers, providers) of best optimised marketplace profit

Function: Marketplace Profit Utility Function

: Initialise capacity counter to zero, assignments to empty

Loop over array of initial guess

Generate an assignment of (consumers, providers)

End Loop

Loop over list of generated assignments

If length(consumers) = length(assignments) AND capacity Counter < provider

Capacity AND consumer Bid < provider Cost AND energy Requested < energy

Offered

Then, calculate marketplace profit

Else, set marketplace profit to minimum value

End Loop

10: Increase capacity counter

11: Calculate the total marketplace profit from the assignment

12: return The total marketplace profit to optimiser

END Function

this chapter.

0 < Er; < Ep; (4.9)

4.3 Enabling Shared Access to CoT Resources

As discussed earlier, resource sharing mechanisms in Cloud Computing matured
over time while approaches to sharing [oT resources are still emerging. One of
the major differences between the two types of resources is their computing and
energy capabilities. Cloud resources are usually hosted in powerful large-scale
data-centres to provide virtually unlimited, elastic and on-demand computing
resources supplied by permanent sources of energy. Conversely, [oT resources are
widely distributed across the application area with constrained computational
and power resources. Therefore, there is a need for the shared access methods to
enable shared access to such constrained resources.

The solution presented in this chapter is described as follows. A marketplace
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system receives requests from consumers and resources from providers. Market-
based notations are used to quantify the value of IoT physical resources and
requests. Based on the goal of the marketplace, an optimisation strategy is used to
perform two tasks as follows: 1) Map the requests to resources that satisfy them,
and 2) Evaluate the mapped assignments of requests and resources to propose
an optimal assignment. The optimal assignment is scheduled as presented in the
following sections.

To support shared access to CoT resources, the concept of Exclusive Shared
Access (ESA) is introduced. The concept describes the process of scheduling CoT
physical resources to be accessed and utilised by a single consumer at a given
time and by multiple consumers over the length of the schedule. The concept is
two-fold: 1) Exclusive access by each consumer to the desired resources at the
required time, and 2) Shared access for multiple consumers to the same resources
throughout the schedule. When the utilisation time of a consumer elapses, the
resources are released and assigned to the next consumer in the schedule. When
the schedule completes, the assigned resources are totally released back to the
proposed system for a new round of mapping to different consumers.

The advantages of this approach include the following:

1. Improving Interoperability: [oT physical resources are truly utilised
when consumers are not restricted to specific infrastructure and can move
their applications to different providers due to changes in requirements or
market offerings. The proposed approach is implemented by a marketplace
where heterogeneous vendor-independent and platform-independent

resources can be utilised by various CoT applications.

2. Reducing Costs: It is a cost-effective approach that separates between
CoT application development and CoT infrastructure deployment.
Infrastructure deployers can deploy their IoT resources independently
without considering application-specific requirements. Similarly,
application developers can develop their applications without usual
concerns about infrastructure complexity and costs. The cost is reduced
for application developers as they do not require a dedicated IoT

infrastructure and any maintenance or specialised personnel to deploy it.
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Infrastructure owners reduce their application development costs and
increase their revenue from the trading which may justify the return on
investment (ROI) of IoT infrastructure that can be very costly and
infeasible for many emerging applications. This will likely reduce the

overall costs and motivate new services and applications.

3. Providing Flexibility: The proposed approach provides significant
flexibility to various CoT applications.  For instance, time-sensitive
applications including law enforcement and emergency agencies can gain
high priority access to various CoT resources to monitor and respond to
incidents as needed in real-time. More case uses are described in Section
4.4.

To the best of the author’s knowledge, this work is the first to coin the concept of
Exclusive Shared Access (ESA) to CoT resources. It is also the first to implement
the concept in trading CoT setup and evaluate it using different optimisation
strategies. Figure 4.5a and Figure 4.5b provide a visual illustration of ESA of an

optimised map of CoT applications and resources.

4.4 Case Study

In this section, the following case study is discussed. The area around a high-
traffic street of a metropolitan city is considered a desirable location for multiple
enterprises and public organisations to implement their IoT applications. To

elaborate, CoT application scenarios are illustrated in Figure 4.6.

4.4.1 Resource Providers

In this case study, four providers deploy their networks of IoT resources across
the considered area. Each network of a provider consists of multiple
homogeneous nodes. Nodes of all providers become heterogeneous when
compared with each others’. FEach node consists of constrained computing
capabilities that may differ from one to another. This may include a

microprocessor, memory, a power supply, storage, sensor, actuator and network
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Figure 4.6: CoT application.

chip. IoT nodes are connected via their providers’ area-wide wireless networks.

The usage of different node types is discussed in the following section.

4.4.2 Resource Consumers

[oT resources can be consumed by a wide range of applications. Upon successful
allocation of required resources, a consumer can send a software component (e.g.
Java applet or Python script) to configure and utilise the acquired resources
based on the application requirements. In this case study, four applications are
considered as IoT resource consumers including one business and three public
organisations. The four presented applications support the vision of a smart city.

Marketing Application. A marketing agency owns electronic billboards
around the area wants to develop an advertising application that uses statistics of
pedestrians footfall across sidewalks. The agency can use footfall statistics along
with other data sources to dynamically tailor selling of the electronic billboard

spaces to clients. In this case, the agency would request a resource bundle of
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multiple footfall sensors, specifying a location (e.g. 400m x 10m), undefined
node processing power, constant energy source, undefined storage capacity, and
network access, and certain security level.

Metropolitan Council Application. A metropolitan council has
increasing responsibilities towards the metropolitan area of the city. The council
plans to build an IoT application that can help in making better-informed
decisions. Pedestrian footfall is a good indicator of human activities within the
area. It can be used to plan maintenance of sidewalks and pavements as well as
building new ones. Maintenance projects within the area may require an
installation of temporary traffic lights to control pedestrian activities and car
traffic. Footfall sensors, traffic sensors and actuators play an important role in
optimising the traffic within the maintained area, especially during peak times.
The sensors can measure pedestrian activities and density of the traffic while
the actuators take control of traffic lights based on sensors readings. Light
sensors can also be used to switch on/off street and sidewalks lights at the right
time avoiding earlier or late switch on/off optimising the energy consumption
and the operational costs of the lights.

For long-term planning, the request would be for a bundle of any footfall
sensors within the area, minimal storage and processing capacities, minimal
network connectivity and basic security features. For day-to-day tasks, the
request would be for a bundle of good light sensors, footfall sensors and
actuators within 500m x 500m area. The power of the resources should be
consistent, with adequate storage and processing units, responsive network
access and good security characteristics.

Emergency Services Application. Metropolitan emergency services
including police, ambulance and fire brigade want to build an IoT application
that helps their teams accelerate their response to incidents. For instance,
footfall can be used for crowd tracking and analysis during public events. It also
allows to plan and aid evacuation procedures during incidents. Motion detection
can be employed to early discover breaches of controlled zones. Using this
application, emergency services can gain high priority access to a bundle of
resources for short periods of time. For planning and prediction, the resource

request would be for footfall sensors and motion detection cameras in a general
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location, with limited power, network, access and security characteristics. For a
live emergency event, the request would be for the maximum number of
resources around the incident location with the maximum reliability possible.
Environmental Monitoring Application. An environment agency aims to
build an application for environmental impact analysis. The application is useful
for monitoring and analysing various environmental indicators (e.g. pollution,
temperature, pressure, wind). These indicators help public decision-makers to
control pollutions and promote environment-friendly lifestyles in the metropolitan
area. The agency would request a bundle of distributed environmental sensors
across the area. Footfall sensors can also help to gain a detailed picture of the
environmental impact of activities in the area. As these applications are usually
financially constrained, the bundle request would be submitted with minimal

resources properties at the lowest price possible.

4.5 Preliminary Evaluation

This section provides two sets of preliminary experimental evaluation of the
trading model proposed and the ESA approach. Evaluation is presented as

follows:

4.5.1 Evaluating The Proposed Trading Approach

This section presents a proof of concept evaluation of trading CoT resources. A
3-tier marketplace system architecture is proposed to perform a set of
simulations. Simulations have the following aims: 1) evaluate the feasibility of
using market-based mechanisms to allocate CoT resources efficiently, 2) test
various utility functions to propose candidate assignments of consumers and
providers or requests and resources, and 3) evaluate the use of three

optimisation techniques in CoT trading setup.

4.5.1.1 Experimental Setup

Resource allocation in CoT is formulated as an optimisation problem where

different optimisation algorithms are applied including Particle Swarm
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Optimisation (PSO) [80], Differential Evolution (DE) [153] and Basin Hopping
(BH) [164].  These algorithms are selected for two reasons. They are
gradient-free, and they are well known to solve problems similar to the problem
of trading CoT resources in complexity and scalability. The optimisation
problem formulated in this chapter is considered as a single-objective problem
and the implementation is performed accordingly.

The marketplace is assumed to find the optimal assignment of providers to
consumers based on the five utilities introduced earlier. The scenario used in all
simulations in this section is presented as follows. A number of 100 providers
submit their resources to the marketplace to match them with requests of 50
consumers.

Three optimisation techniques are used to find optimal solutions. The three
techniques implemented without modification or improvement using Python
programming language. A maximum number of 200 iterations is allowed for all
techniques and swarm size of PSO is set to 100. Simulations are performed on a
computer with the following hardware specifications: Processor: 2.6 GHz Intel

Core i7, Memory: 16 GB 1600 MHz DDR3.

4.5.1.2 Experimental Results

This section is dedicated to discuss the results of simulations performed. Results
presented in Figure 4.7 to Figure 4.11 compare optimal solutions found at the
end of certain iterations.

Figure 4.7 shows the provider profit utility. It is clear that DE considerably
outperforms PSO and BH respectively in maximising the profit of the provider.
DE and PSO maintain a steady increase in optimised profit overtime while BH
experiences a sharp increase between iteration 1 and 75 before it maintains
reasonable increases to the last iteration.

Figure 4.8 illustrates the utility to minimise response time. It shows a
competition between PSO and BH to minimise the response time while DE is
clearly falling behind. BH takes more iterations than PSO to converge but both
algorithms find the same optimal response time.

In Figure 4.9, the utility of minimising energy consumption is illustrated.
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Figure 4.9: Optimising the resource energy consumption.

PSO is notably better than DE and BH. PSO minimises energy consumption and
converged in a fewer number of iterations than DE and BH. It is also observed
all algorithms experience sharp drops between iteration 1 and iteration 25 before
starting to maintain steady decreases.

Figure 4.10 shows the utility for maximising the coverage of requested
resources. PSO outperforms the others while differential Evolution falls behind
again. The three algorithms have sharp increases between iteration 1 and
iteration 25 before maintaining steady increases. DE seems to be trapped by a
local coverage optimal value.

The utility for maximising the profit of the marketplace is shown in Figure
4.11. PSO and BH significantly maximise the profit of the marketplace than
DE, but PSO outperforms the others and converges to the optimal marketplace
profit. Table 4.2 summarises the utility values in terms of minimum, average and
maximum values at the end of the last iteration.

Implementation issues are summarised as follows: 1) BH algorithm requires
setting more parameters (e.g. temperature, step size, interval) than PSO and
DE. It requires careful tuning of parameters to obtain better results. It is more

complex than other algorithms applied and a bit slower in convergence, and 2)
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Figure 4.11: Maximising profit of the marketplace.
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Table 4.2: Comparison of simulation results.

Algorithm(Utility) | Min | Avg | Max
PSO(P,) 44.54 [ 100.67 | 137.42
DE(P,) 87.72 | 124.44 | 158.47
BH(P,) 81.55 | 117.12 | 127.44

PSO(CV) 77.66 | 83.17 | 85.06
DE(CV) 73.20 | 77.55 | 81.76
BH(CV) 81.24 | 82.11 | 84.10
PSO(R,) 3.27 | 4.08 | 20.20
DE(R,) 18.67 | 25.86 | 32.42
BH(R,) 3.27 | 437 | 6.49
PSO(E) 25.32 | 28.92 | 36.28
DE(E) 26.58 | 33.55 | 40.59
BH(E) 26.70 | 28.79 | 31.43
PSO(M,) 21.30 | 29.18 | 29.71
DE(M,) 18.30 | 21.63 | 24.41
BH(M,) 26.41 | 27.36 | 29.01

Falling into local optima (minima and maxima) may not be avoidable in some
situations by all optimisation techniques used in the research presented in this

chapter.

4.5.2 Evaluating The Exclusive Shared Access Strategy

The section presents the experimental setup and results of evaluating the ESA
strategy. The evaluation aims to validate the feasibility of the proposed ESA in

optimisation-based resource allocation in CoT system.

4.5.2.1 Experimental Setup

Trading of CoT resources is formulated as an optimisation problem where
different optimisation algorithms are applied including Non-dominated Sorting
Genetic Algorithm IT (NSGA2) [39], Covariance Matrix Adaptation Evolution
Strategy (CMA-ES) [63] and The Third Evolution Step of Generalised
Differential Evolution Algorithm (GDE3) [89].

The simulated system is assumed to have 100 consumers with 100 requests
each and 200 providers offering 200 resources each. The locations of all

resources are randomly generated within a 100-meter radius of a busy street in
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the city centre of Nottingham, UK. The locations are exact Latitude and
Longitude (z;,y;). It is assumed that each consumer requests homogeneous
resources while each provider offers heterogeneous resources. The total number
of requests is 10000, whereas the total number of resources is 40000. The
system uses the three optimisation strategies mentioned earlier to minimise the
consumer cost and maximise the coverage of the resources. The three
techniques implemented without modification or improvement using Python
programming language. Both objective functions are evaluated individually as a
single objective function. Simulations are configured up to 250 iterations and
population size of 50. Simulations are performed in a computer with the
following hardware specifications: Processor: 2.6 GHz Intel Core i7, Memory:
16 GB 1600 MHz DDRS3.

4.5.2.2 Experimental Results

This section discusses the simulation results obtained. Figure 4.12 and Figure
4.13 show the best results of each objective function at specific iterations. The
results show that CMS-ES contributes to the optimality of consumer cost and
the resource coverage better than NSGA2 and GDE3. Despite the NSGA2
complexity, it converges faster than CMA-ES but falls into the local optima in
both scenarios. This can be improved by using different parameters and
operators. GDE3 also requires further parameters improvement as it is the
lowest contributor in both scenario.

The results assert the feasibility of the proposed approach by using various
optimisation strategies as a market mechanism for trading and sharing access
to CoT resources. The proposed architecture demonstrates the flexibility and
scalability of the approach in optimising objectives for that require mapping of
a large number of requests and resources. The use of objective functions along
with proposed notations shows their flexibility and effectiveness in quantifying
the value of heterogeneous CoT resources.

Simulation limitations are summarised as follows: 1) Working with
optimisation approaches may require trying different values of parameters (e.g.

iteration, population size, mutation rate) to obtain satisfactory results. This
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can be computationally expensive and time-consuming, and 2) Falling into the
local optima (minima or maxima) may not be preventable in some scenarios by

all optimisation techniques used.

4.6 Discussion

The research presented in this chapter describes the proposed approach for
trading CoT resources and enabling shared access to CoT resources in details.
Section 4.2.1 presents a preliminary design of a marketplace for trading CoT
resources. The marketplace design addresses the requirements for a CoT
marketplace that have been surveyed in the previous chapter. A multi-attribute
description model for CoT resources is introduced in Section 4.2.3 to describe
heterogeneous CoT resources generically and to quantify the value of CoT
resources based on their described attributes. The marketplace system employs
the proposed model to define, describe CoT resources and quantify their values
autonomously without intervention. Several trading objectives are proposed in
Section 4.2.5 to describe the goals of the resource providers and consumers.
Objectives include minimising the resource costs, minimising the response time,
minimising the energy consumption, maximising the provider’s profit,
maximising the resource coverage and maximising the marketplace profit.
Section 4.3 introduces the concept of ESA in which constrained resources can be
accessed and utilised by a single application at a given time while accessed and
utilised collectively by multiple applications over the time of the proposed
schedule. Section 4.4 provides a real-world case study for the proposed approach
including several examples for provider, consumers and CoT applications. All
presented scenarios support the vision of a smart city.

Preliminary experiments are performed in Section 4.5 to validate the feasibility
of the trading approach and the ESA strategy. The problem of resource allocation
in CoT is presented as a single-objective trading optimisation problem. The
simulation results show that the approach used in this study is promising and have
several benefits. The results show the feasibility of using various optimisation
algorithms as a market-based mechanism for trading CoT resources. Results also

show at least one optimisation technique is able to find an optimum solution in
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all utilities proposed.

The approach described in this thesis also demonstrates that the proposed
marketplace architecture can decrease the architectural complexity in CoT. The
use of utility functions along with vocabularies proposed shows their effectiveness
in quantifying the value of various CoT resources. This implies potential higher
satisfaction for the requirements of CoT consumers and providers and higher

utilisation of CoT resources.
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Chapter 5

AMACOT: A Marketplace
Architecture for Trading Cloud

of Things Resources

5.1 Introduction

This chapter presents a marketplace architecture which can provide efficient
resource allocation and deal with the complex issues present in the CoT. The
solution presented in this thesis re-imagines CoT resources as commodities
rather than as organisational assets. It considers the business model of a
marketplace whereby consumers request access (lease) to providers’ resources. A
marketplace that potentially can automate the trading between CoT resources
and CoT applications.  The research presented in this chapter proposes
improved marketplace architecture for trading CoT resources called AMACoT.
There are various use cases for AMACoT. For instance, an event
management agency manages event facilities in a metropolitan area where it
aims to improve its operational efficiency. The agency wants to develop an
application that performs the following tasks: 1) find the least congested routes
to exhibition centre leavers, 2) crowd monitoring of fans attending games in a
nearby stadium for better incidents response, and 3) waste monitoring to

efficiently automate the waste collection after organised events if needed.

69



5. AMACoT: A Marketplace Architecture for Trading Cloud of
Things Resources

Having a dedicated CoT infrastructure for this application may require a
significant upfront investment. In AMACoT, the agency would request a bundle
of CoT resources to perform the tasks. For instance, footfall sensors and motion
detection cameras around event facilities can help organisers in guiding people
to the least congested tracks. The resource bundle may include sensors,
actuators, cameras and other resources. The application consumes the required
resources for a specific time and then releases them back to the marketplace
when lease-time elapses. In this case, the application utilises the required
resources without considerable investment nor dedicated infrastructure.
Similarly, providers deploy their CoT resources without being tied-up to
particular applications.

The remainder of this chapter is organised as follows: trading objectives
evaluated in this chapter are discussed in Section 5.2, the proposed marketplace
architecture is presented in Section 5.3, Section 5.4 analyses the potential
security threats to AMACoT, the experimental setup and evaluation are
presented in Section 5.5, Section 5.6 concludes this chapter and describes the

planned future work.

5.2 Trading Objectives

Trading objectives represent the goals of providers P and consumers C' from
participating in trading CoT resources. These goals are formulated as objective
functions to provide significant flexibility for the trading model. Using this
approach minimises the re-development efforts and costs of the system
components that may be required in case of resource changes. Changes can be
implemented as a new objective function without or with minimal changes in
the system side.

The trading of CoT resources is presented as a multi-objective optimisation
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problem as follows:

Minimise C'S =Y > re; - (t; +tqi;) - rp; (5.1)
i=1 j=1

Maximise RU = Z Zpui - (ac; —uc;) (5.2)
i=1 j=1

Minimise  Plook = » _ py; + pt; (5.3)

j=1

Maximise PR =Y rc;- (t; + tg;) — me; (5.4)
i=1 j=1

subject to 0 < cs; <b; (5.5)

0< Er; < Epj (5 6)

se; > se; (5.7)

IDi 2 TD;j (5.8)

ra; > ra; (5.9)

where ¢ = 1,...n;7 = 1,...m for Constraints 5.5, 5.6, 5.7, 5.8 and 5.9.
Descriptions of the objectives and constraints are provided below:

Objective 1: Resource Cost. Minimising the resource cost is one of the
usual motivations for the consumers. Consumers are likely to bid for minimal cost
resources. The cost objective function is presented in Objective 5.1. The following
contributors to the total cost C'S are considered when minimising the cost of
requested resources. Let b; be the bid from a consumer and cs; the provider’s cost.
The initial cost rc; can be calculated as re¢; = (b;—cs;). The requested utilisation
time of a resource is set to t; while 7'Q);; denotes the estimated transmission and
delay time. Provider reputation 7p; is set based on the credibility measures of the
marketplace to determines the trustworthiness of the provider. The reputation is
assumed as part of the resource cost for two reasons. 1) It enables the marketplace
to use any feedback mechanism that allows consumers to rate their providers’
trustworthiness. 2) The reputation of the provider has an indirect impact on
the cost of resources. A provider with a higher reputation is enabled to offer its

resources with better cost than a low-rated provider.
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Objective 2: Resource Utilisation. CoT applications are assumed to
monopolise access to a set of resources for a given time. This can cause low
utilisation of the allocated resources due to the light requirements of some
applications. For trading CoT resources to be efficient, resource utilisation has
to be optimised.  Resource utilisation objective function is presented in
Equation 5.2. The objective considers the requested resource utilisation time
pu;, the available resource components ac; and the actually utilised components
of a resource uc;. Since pu; has a different measurement unit than ac; and uc;,
the three variables are re-scaled to the same numerical range.

Objective 3: Provider Lock-in. Objective 5.3 presents the objective of
minimising provider lock-in.  Vendor lock-in is a common challenge for
commoditised computing services. It describes the situation where consumers
can not migrate their data or applications to different providers due to various
reasons. This objective aims to minimise the lock-in by considering the provider
policy py; that enables consumers to migrate and the proprietary technologies
of the provider pt;. Both factors are rated from 1 — 5, where 1 is the most
flexible policy towards consumer migration and lowest proprietary technologies
that may hinder consumers from migrating to different providers.

Objective 4: Provider Profit. Providers always aim to maximise their
profit PR. Equation 5.4 presents the profit objective function. This can be
achieved by maximising the cost of resources rc; and their utilisation time ¢;
while considering the marketplace charges mc; as expenses.

In addition to the objectives, constraints are used to identify feasible
solutions to the resource trading problem. This significantly minimises the
search space of such scalable and complex set of candidate solutions. Constraint
5.5 illustrates that costs and bids have to be positive, and bids are always
greater than or equal resource costs. The energy constraint presented in
Constraint 5.6 ensures the required energy Er; to perform application tasks
does not exceed the available resource energy Ep;. Constraint 5.7 specifies the
security requirements of the application se; to be satisfied by the security
capabilities of the resource se;. Constraint 5.8 provides credibility insurance to
the marketplace participants based on their performance. Providers have to

maintain a certain reputation level rp; in the marketplace while consumers
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specify their providers’ credibility requirements rp;. Constraint 5.9 enables
participants to specify participant-specific requirements or limitations in
responding to some applications or resources attributes. This constraint is part
of this approach genuineness and flexibility to handle heterogeneous CoT

resources and applications.

Table 5.1: Snapshot of CoT application requirements.

Requirements Example Value
Processing > 1GHz

Memory > 1GB

Storage Any

Network Heterogeneous
Energy Battery/Permanent
Sensing Environmental
Actuator 0

Security > Basic

Location [52.95610793607633, -1.1453494058431906]
Provider’s Rating | > 3/5

Budget < $10 per hour

5.3 The Marketplace Architecture

The final design of AMACOoT is illustrated in Figure 5.1. The architecture is
structured into four functional layers as follows. Submission layer represents
the marketplace entry point where participants are authenticated and granted
authorised access to trade.

The mapping layer consists of resource and request managers. Resource
manager provides interfaces that enable resource providers to submit, update
and remove their resource specifications. Resources are described and quantified
based on the description model discussed in Chapter 4. Resource descriptions
include connectivity options and resources are assumed to be connected already
to the Internet via IoT gateways. Similarly, the request manager’s interfaces
receive application requirements from consumers. Application requirements are

high-level descriptions of the computing and budget needs as illustrated in
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Table 5.1. Consumers can also update and remove their applications using the
request manager. Mapping libraries of both resource and request managers
provide early local coordination to turn resource specifications and application
requirements into bids.

Optimisation layer represents the operational tier of the system.
Applications can discover resources that are already stored in the resource
manager. Bids flow from resource and request managers to multiplexers where
they are selected to form bundles. Resource bundles represent a set of resources
from multiple providers that can potentially be utilised by multiple applications.
Whilst being forwarded to the optimiser, resource bundles and application
requests are filtered. Pluggable filters include a wide range of filtering criteria
such as location, resource coverage, computing and energy requirements.
Filtered resource bundles and application requests are forwarded to the
optimiser. The optimiser performs a two-stage process as follows: 1) construct
optimal maps that consist of resource bundles and application requests ready for
allocation, 2) evaluate the optimal maps based on the participants’ goals using
utility functions presented in Section 5.2. One optimal map is forwarded to the
resource allocation manager for resources to be allocated to the applications.

Allocation layer consists mainly of the resource allocation manager. The
scheduler manages the utilisation time of the resources based on the application
requirements. It also coordinates with the allocator to enable resources joining
the application network and dis-joining when the lease-time elapses. The
monitor captures resource allocation events in real-time and provides interfaces

where consumers and providers oversee their transactions.

5.4 Threat Analysis

The marketplace system should enforce different security measures to secure its
operations. Security threats are analysed using the STRIDE model [64] to help
the design of the architecture by identifying potential threats. The STRIDE
model is used due to its maturity among other threat modelling techniques and
due to its simplicity. Table 5.2 illustrates the STRIDE threats, security propriety

violated and the impacted layers of the proposed architecture.
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As Table 5.2 shows, each layer of AMACoT components may be impacted by
one or more type of threats. At submission layer, an attacker can illegally gain
access and use a consumer’s or a provider’s credentials to access the marketplace.
AMACOT can mitigate this threat by using authentication protocols that do
not require a password or use signed certificates to verify the authenticity of
consumers and providers. The attacker can also tamper at the submission layer by
maliciously modify a consumer’s requests or a provider’s offerings. These types of
threats may occur using bit-flipping or injection attacks. AMACoT can mitigate
these attacks by integrating adequate users’ input and output validation tools for
proper data integrity validation. Submission layer is also susceptible to Denial
of Service (DoS) attacks where the attacker aims to interrupt the marketplace
making it unavailable or unstable to providers and consumers. This can occur
when the system is flooded with a large number of concurrent requests. The
security manager can alleviate DoS attacks by employing requests and offers
limiter to maintain the number of submissions at an acceptable level.

The mapping layer can be vulnerable to the threats of information disclosure
and elevation of privileges. Information disclosure threats the confidentiality of
marketplace users when the attacker maliciously gets hold of the users’ sensitive
data stored in the resource manager and/or the request manager. AMACoT can
use a common practice to mitigate this threat by encrypting users’ sensitive data.
Elevation of privileges also poses a considerable risk at the mapping layer. An
attacker can attempt to gain some privileges that enable him to perform some
actions that he cannot achieve. This may include manipulating bids at either
resource or requests manager or both. The system should implement robust

authorisation techniques and operate the components at the mapping layer using

Table 5.2: STRIDE model of AMACoT

. Impacted Layer

Threat Property Violated Submission MappiII;g Optin};isation Allocation
S Spoofing identity Authentication °
T | Tampering with data Integrity ° °
R Repudiation Nonrepudiation
I | Information disclosure | Confidentiality )
D Denial of service Avaiability °
E | Elevation of privilege Authorisation °
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non-root users. The optimisation layer can also be vulnerable to both threats, in
addition to the DoS attacks. AMACoT can prevent such attacks using the same
mitigating mechanisms discussed earlier for the submission and mapping layers.

The resource allocation manager is vulnerable to data tampering. This may
occur when a user tries to manipulate a schedule before resources are allocated
to take advantage of other users. Mitigation may include validating users’
input/output to detect and prevent data tampering.

Although the security aspects are crucial to the marketplace architecture,
the focus of the work presented in this chapter is on demonstrating the
feasibility and performance of AMACoT in CoT resource allocation using
optimisation algorithms. For deployment of this architecture if it is important
to take security as the aim of the study, it would be necessary to take standard
IoT security precautions such as those identified in [176]. Those precautions and
any deployment of specific security mechanisms, therefore, fall out of this

thesis’s scope.

5.5 Experimental Evaluation

This section presents the experimental evaluation of the final design of
AMACOT architecture. After the description of the experimental setup in
Section 5.5.1, Section 5.5.2 provides system verification, aiming to evaluate the
system footprint and Section 5.5.3 presents algorithmic evaluation of the

proposed AMACoT approach using different optimisation algorithms.

5.5.1 Experimental Setup

The architecture is developed using Python in a computer with 2.3 GHz Xeon
processor, a 125GB memory and Linux OS. In order to simulate the behaviour
of distributed systems, Python Remote Object (Pyro4) is used to connect the
main components of the system as well as consumers (applications) and providers
(resources).

The optimisation component of AMACoT integrates optimisation algorithms

to map requests to resources and to evaluate the optimal resource allocation. The
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following optimisation algorithms are implemented as follows:

NSGALII. Non-dominated Sorting Genetic Algorithm II [39] is an improved
genetic algorithm that is widely used in real-world multi-objective optimisation
applications. The population size is set to 200 with a maximum number of 200
iterations for all experiments.

NSGAIII. This algorithm is an extension of the NSGAII that uses reference
points to diversify the Pareto points during the search [38]. Besides the same
settings used for NSGAII, the number of divisions is set to 12.

SPEA2. Strength Pareto Evolutionary Algorithm 2 [181] is designed and
used to optimise combinatorial problems. The population size is set to 200 with
a maximum number of 200 iterations for all experiments. The three algorithms
are chosen due to their capabilities in optimising similar problems to the trading
CoT resources, their scalability in optimising very large number of candidate

solutions and their low computational cost as they are derivative-free.

5.5.2 Implementation Verification

Stress tests are performed to evaluate the footprint of the system components
when they interact with each other as well as interacting with providers and
consumers. Three experiments are performed using three different scale factors
as shown in Table 5.3. The scale factors aim to evaluate the scalability of
AMACOT system and measure the performance overheads generated. In these
three experiments, the SPEA2 algorithm is used to minimise the resource cost
while maximising the provider profit. This evaluation measures the following

system footprints; 1) CPU usage, 2) memory usage, 3) latency that is measured

Table 5.3: Simulated marketplace participants.

Parameter Experiment 1 | Experiment 2 | Experiment 3
(scale factor 1) | (scale factor 2) | (scale factor 3)
Number of Requests 10K 20K 30K
Number of Resources 200K 400K 600k
Number of Consumers 100 200 300
Number of Providers 100 200 300
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from the time of request submission to the time of resource allocation
confirmation, and 4) throughput to measure the number of requests and
resources handled by AMACoT over the trading time.

Experiment 1. 10,000 requests and 200,000 resources are submitted to
AMACoOT by 100 consumers and 100 providers respectively. Experiment 1
requires 10% of CPU, 3GB of memory and 57 second to produce an optimal
resource allocation. AMACoT handles 175 requests and over 3500 resources per
second.

Experiment 2. 20,000 requests and 400,000 resources are submitted to
AMACoT by 200 consumers and 200 providers respectively. Experiment 2
consumes 11% of CPU, 7GB of memory and 119 sec. to produce an optimal
resource allocation. The maximum throughput of this experiment is 168
requests and 3361 resources per second.

Experiment 3. 30,000 requests and 600,000 resources are submitted to
AMACOoT by 300 consumers and 300 providers respectively. The peak CPU load
of Experiment 3 is 13% while 11GB of memory used. Producing an optimal
resource allocation requires 185 sec. for Experiment 3. AMACoT processed 162
requests and 3243 resources per second.

The results of the verification tests are summarised in Table 5.4. Results
show that CPU usage increases from 10% in Experiment 1 to 11% in Experiment
2 when experiment 2 scales up by 100%. The CPU load also increases from 11%
in Experiment 2 to 13% in Experiment 3 that scales up by 18%. This implies
a reasonable CPU usage when marketplace participants increase significantly.
Memory usage is also measured for the three experiments as follows: Experiment
1 requires 3G B of memory, 7G' B for Experiment 2 and 11G B for Experiment 3.
Memory consumption increases from 3G B in Experiment 1 to 7G B in Experiment
2, when the marketplace participants rise by 100%. In Experiment 3, the memory
consumption increases up to 11GB when the experiment scales up by further
100%. Results indicate a fair memory usage across the three experiments when
different scale factors are considered.

Latency relies significantly on three aspects as follows: 1) the optimisation
algorithm used, 2) the complexity of optimised objectives and 3) the number of

optimised objectives. The latency results presented are obtained from SPEA2
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algorithm optimising two objectives. The latency of experiment 2 is about 2
times the latency of experiment 1 while the latency of experiment 3 is about 1.5
times the latency of experiment 2. This implies that the latency is doubled as
the experiment scales up by 100%. The throughput results show that request
throughput decreases 4% only when the marketplace participants rise by 100% in
experiment 2 from experiment 1. The request throughput declines 3.5% further
in experiment 3 when compared to experiment 2. The resource throughput in
experiment 2 shows 4% reduction in comparison to experiment 1 while it decreases
3.5% in experiment 3 when compared to experiment 2. The overall evaluation
of throughput shows sensible throughput variations across the three experiments

considering the three scale factors.

5.5.3 Algorithmic Evaluation

In order to evaluate the performance of the optimisation algorithms used and the
quality of their optimal solutions, a set of ten experiments are performed using
the same scale factor of Experiment 3. The following experiments optimise a
single objective and compare the results of the three algorithms used.

Experiment 4. This experiment minimises the resource cost as presented in
Objective 5.1. Figure 5.2 shows the comparative evaluation results for resource
cost optimality. All algorithms compete towards optimal solutions but NSGAIII
and SPEA2 find better cost than NSGAII.

Experiment 5. This aims to minimise the possibility of provider lock-in
as presented in Objective 5.3. Figure 5.3 illustrates that NSGAII and NSGAIII
algorithms converged into an optimal solution that is approximately 24% lower
than the solution of SPEA2.

Table 5.4: AMACoT performance comparison.

Parameter Experiment 1 | Experiment 2 | Experiment 3
Peak CPU (%) 10 11 13
Peak memory(GB) 3 7 11
Latency(sec) 57 119 185
Throughput(Request /sec) 175 168 162
Throughput(Resource/sec) 3508 3361 3243
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Figure 5.2: Optimising the resource cost at the end of each iteration.
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Figure 5.3: Optimising the provider lock-in utility at the end of each iteration.
The provider lock-in rate is minimised, so consumers avoid being locked-in using
resources from a single or very few providers.
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Figure 5.4: Optimising the provider profit at the end of each iteration.

Experiment 6. This experiment is intended to maximise the provider

profit as described in Objective 5.4. Figure 5.4 demonstrates the competition
between NSGAII and SPEA2 in which both algorithms take approximately the

same direction to the optimal profit. In contrast, NSGAIII improves its

solutions significantly during early iterations and maintain steady improvements
towards the last iteration. NSGAII and NSGAIII provide slightly better profit

for providers than SPEA2.
Experiment 7. Resource optimisation is performed in this experiment to

maximise the resource utilisation by consumers as presented in Objective 5.2.

Figure 5.5 illustrates NSGAII outperforms other algorithms in maximising the

resource utilisation. In contrast to the other algorithms, NSGAIII shows

insignificant changes throughout the process.
Experiments 4-7 perform the standard optimisation of a single objective that

may not be practical for many real-world CoT applications. CoT applications

often involve multiple objectives and therefore require multi-objective

optimisation to find optimal solutions for two or more objectives including

conflicting ones (e.g. minimising resource cost while maximising resource

utilisation). This conflict is commonly addressed by using the Pareto
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Figure 5.5: Optimising the resource utilisation at the end of each iteration.

approach [163] to evaluate a set of trade-off solutions.  The following
experiments show the progression of optimising multiple objectives using
different approaches.

Experiment 8. This experiment optimises resource cost and provider profit
as presented in Objectives 5.1 and 5.4, respectively. A way of performing this is

to aggregate both objectives into a single one using weight factors as follows:

Minimise AU = wCS — wy PR (5.10)
subject to 5.5,5.6,5.7,5.8,5.9 (5.11)

where w; and w, are the weights for resource cost and provider profit respectively.
Weighting factors are used to prioritise objectives in weighted sum optimisation
approaches. To maintain the balance between the two objectives, the values of w,
and ws are set equally to 0.5 where w; + wo = 1. Figure 5.6 shows that NSGAII
and SPEA2 outperforms NSGAIII despite their starting points.

It is worth noting that prioritising objectives for CoT applications is
challenging as it is for many applications for the following reasons. First, it

requires prior knowledge of the problem to assign appropriate weights. This
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Figure 5.6: Optimising the aggregated utility of resource cost and provider profit.

prior knowledge may not always be available to CoT applications. Second,
optimisation objectives are application-specific ~and therefore need
re-prioritisation more frequently wusing weighting factors based on the
requirements of the application. Third, this approach yields one optimal
solution only, which gives the decision-maker no other solutions to the problem.
Although this method may benefit specific applications with prior knowledge
about the problem, the following experiments consider using Pareto
approach [163] to evaluate a set of optimal solutions rather than one solution
only. Experiments 9-12 evaluate conflicting bi-objectives that reflect real-world
business requirements. Using the Pareto approach produces a set of optimal
solutions for both objectives where an optimal solution of an objective does not
worsen the solution of the other objective. Using this approach aims to
maintain the balance among conflicting objectives of consumers and providers.
The challenge is how to measure the quality of Pareto-generated solutions
of different optimisation algorithms. To overcome this shortcoming, each set of
optimal solutions produced in the following experiments is evaluated using the
Hyper-volume Indicator (HV) [180]. HV measures the size of the covered space

by the generated set of Pareto solutions from a reference point. A higher value
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of HV indicates a better distribution of the Pareto solutions and approximately
closer to the optimality.

Experiment 9. This experiment optimises resource cost and provider profit
as presented in Objectives 5.1 and 5.4, respectively. This experiment aims to
provide a fair optimal solution for both consumers and providers where the
marketplace is not biased in favour of any of the participants in the trade.
Figure 5.7 shows there is an insignificant difference among the optimal solutions
of the three algorithms. The HV values of NSGAII, NSGAIII and SPEA2 are
0.57,0.56 and 0.62, respectively as shown in Figure 5.12. This implies that
SPEA2 generates slightly better optimal solutions for minimising resource cost
and maximising provider profit.

Experiment 10. Another business requirement for CoT applications is to
optimise resource cost and resource utilisation benefiting the resource
consumers. Experiment 10 is intended to minimise the resource cost and
maximise the resource utilisation as described in Objective 5.1 and 5.2,
respectively.  As illustrated in Figure 5.8, all algorithms provide multiple
solutions that maintain a balance between minimising the cost and maximising
the resource utilisation. It can also be noted that the resource cost increases as
the resource utilisation increases. This implies there is a trad-off between
resource cost and utilisation, as resource providers may enable higher resource
utilisation with higher cost. Figure 5.12 shows an overall high HV indicator for
the three algorithms with slight differences among them.

Experiment 11. This experiment optimises provider profit and provider
lock-in as presented in Objectives 5.4 and 5.3, respectively. It aims to benefit both
providers and consumers by maximising the provider profit while minimising the
chance of consumers being locked in one or very few providers’ infrastructures.
Figure 5.9 shows that NSGAII and SPEA2 provide numbers of solutions that are
approximately twice as NSGAIII does. NSGAIII, however, generates a similar
distribution of Pareto-generated solutions. Figure 5.9a and 5.9c, respectively,
illustrate that NSGAII and SPEA2 find over 50% of the solutions with provider
lock-in rate of 40% or more. This may indicate providers’ preference of locking
consumers to maximise the profit. Figure 5.12 shows that NSGAII outperforms
NSGAIII by 7% and SPEA2 by approximately 10%.
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Experiment 12. This experiment addresses the requirement of CoT
applications to optimise resource utilisation and provider lock-in as presented in
Objective 5.2 and 5.3. Figure 5.10 shows that all algorithms produce over 60%
of their solutions with provider lock-in rate of 30% or more. This may imply
that resources with high utilisation rates are associated with high chances of
provider lock-in. Figure 5.12 illustrates that all algorithms attain similar HV
values. This suggests a similar performance of the algorithms in finding the
optimality of resource utilisation and provider lock-in utility.

Experiment 13. This experiment aims to optimise resource cost, resource
utilisation, provider lock-in and provider profit and as described in Objectives
5.1, 5.2, 5.3 and 5.4. It explores the potential optimality of multiple conflicting
objectives as well as the performance of the optimisation algorithms. Visualising
the Pareto fronts of large-dimensional multi-objective optimisation problems is
known to be a challenge [86]. One of the ways to visualise the results of this
experiment is to use the scatter plot matrix as illustrated in Figure 5.11.

In this experiment, Pareto fronts can be identified as shown in Figure 5.11d,
5.11e and 5.11f. Figures 5.11a, 5.11b and 5.11c show the solutions scattered
across the solution space while Pareto fronts are not typically formed yet. This
can be clearly seen in Figure 5.11b as a typical front should be formed towards
the left side of both axes when both objectives are minimised. This may imply
the following: 1) generating Pareto optimal solutions is still possible in the case
of a high-dimensional optimisation problem, and 2) the optimiser parameters
may need to be improved to address the increase in the number of objectives.
The number of iterations and the population size have not been changed in this
experiment to be consistent with other experiments performed with the same
parameters.

Experiments presented in this section demonstrate the progression of
optimising various objectives. Experiments 4-7 optimise a single objective,
Experiment 8 optimises multiple objectives using the weighted sum method
while Experiments 9-12 optimise multiple objectives using the Pareto approach.
Experiment 13 optimises all Objectives presented earlier using Pareto approach.
Experiments 4-8 generate one optimal solution each while Experiments 9-13

provide a set of optimal solutions each. The evaluation of Experiments’ results
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using HV indicator suggests the following. Experiment 8 (weighted sum
approach) produces the lowest HV score. This is likely because the approach
produces one optimal solution only that cannot contribute to the volume
calculation. In Experiments 9-13, HV values indicate that NSGAII performs
better than the other algorithms on three experiments while SPEA2

outperforms others on two experiments.

5.6 Discussion

This chapter presents the design of AMACoT marketplace architecture which
is built on the trading approach for CoT resources. This consists of a multi-
attribute description model for CoT resources, the trading objectives and the
preliminary design of the marketplace architecture presented earlier in Chapter 4.
In contrast to other approaches, the proposed approach separates between CoT
application development and hardware deployment considering CoT resources
as commodities. Experimental evaluation validates the system and algorithmic
performance. AMACOoT generates optimal solutions using single optimisation,
weighted sum and Pareto fronts approaches. The optimality of resource cost,
provider lock-in, resource utilisation and provider profit is evaluated. The HV
indicator is used to measure the performance of the optimisation algorithms and
assess the quality of the optimal solutions they produced.

The performance results presented in Section 5.5.2 show reasonable system
overheads and demonstrate good scalability. AMACoT incurs insignificant CPU
and memory overheads when marketplace participants are doubled in
Experiment 2 and tripled in Experiment 3. AMACoT also maintains a good
level of throughput with a minimal reduction below 5% across all the three
experiments. The overall stress results imply the advantage of reducing the
architectural complexity in CoT by using an optimisation algorithm as the core
of the trading manager rather than a specific-purpose system component.

Latency becomes a limitation for AMACoT performance with respect to
scalability. The latency increases by approximately two-fold when resources and
requests are doubled.  This may imply the dependency of optimisation

algorithms on the hardware setup. Performing the same experiments in higher
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hardware specifications may reduce the latency of the system significantly.
Running the optimiser on multi-processing setup can also provide further
improvement to the system latency.

The evaluation of optimisation algorithms presented in Section 5.5.3 provide
comparative results of the algorithms performance and the optimality of their
solutions. The evaluation validates the use of objective functions in quantifying
the value of CoT resources. This implies the heterogeneity of CoT resources and
the dynamic requirements of CoT consumers can be formulated as objective
functions that are likely to be optimised. It can be concluded that using
optimisation-based approaches as market mechanisms for CoT resource is
feasible and promising.

In order to address the limitations of the proposed marketplace system, the
following future work is planned. The adaptivity requirements of trading CoT
resources will be investigated. Improving the system latency by potentially
performing the optimisation on multiprocessor setup and exploring further
trading objectives to address more consumer and provider requirements (e.g.
QoS attributes).
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maintain the balance when compared to the bi-objective optimality of the other

algorithms.
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Chapter 6

A Multiobjective QoS Model for
Trading Cloud of Things

Resources

6.1 Introduction

Despite the interest in integrating Cloud Computing and IoT to support the
emerging CoT paradigm, there are still many open challenges [42]. One of these
is in supporting QoS for CoT applications. All CoT applications focus on
particular QoS attributes, either explicitly or implicitly in the application aims.
For example, latency-sensitive applications (e.g. military, emergency services)
benefit from the larger number of [oT sensing nodes. Less time-sensitive
applications (e.g. marketing, planning) utilise the scalability and reliability of
the Cloud to process big data generated from distributed IoT resources and
make decisions accordingly. Supporting QoS for these applications means
enabling these attributes to be prioritised.

Supporting QoS in CoT applications is particularly challenging in scenarios
where there are many resource providers and consumers such as in smart cities.
Using market-based mechanisms to commodify resources is an approach used in
similar large-scale computing infrastructures such as Grids and federated Clouds.

The commoditisation of CoT deployments will prevent the slow down in the
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rate of IoT adoption [132] caused by the considerable investment in hardware,
software and maintenance. In a CoT marketplace, resources can be traded as
commodities rather than as physical products and priced using Cloud pay-per-
use pricing model. The commoditisation of CoT resources will reduce overall
costs, enable sharing and reusing of IoT resources, and motivate for new services
and applications. In this scenario, the use of resources will be very dynamic and
will require efficient market-based mechanisms to support QoS in CoT.

The work presented in this thesis aims to support QoS in the scenarios of
integrating Cloud and IoT and the emerging CoT. This is achieved by
proposing an optimisation-based approach for managing QoS in trading CoT
resources. The contributions of the research presented in this chapter are 1)
Investigating the problem of managing QoS in CoT by considering several QoS
objectives including resource cost, response time, resource energy consumption,
fault tolerance and resource coverage, 2) Proposing a new QoS model to
optimise the QoS objectives for either a single-objective,bi-objective and
multi-objective optimisation problems, 3) Performing rigorous simulations to
evaluate the proposed model using three optimisation algorithms.

The research presented in this chapter intends to evaluate the use of
optimisation algorithms when managing QoS in CoT environments. The
approach of using the optimisation algorithms to solve this trading problem is
justified due to their capabilities in finding optimal solutions to similar
problems in complexity and scalability. In this case, the complexity resides here
due to the heterogeneity of Cloud and IoT resources that results in difficulties
when quantifying their values and leading to the involvement of multifaceted
variables and decisions.

The remainder of this chapter is organised as follows: Section 6.2 describes
the proposed QoS model and defines the problem of supporting QoS whilst
trading resources in CoT, evaluation results are discussed in Section 6.3, and

finally conclusions are presented in Section 6.4.

95



6. A Multiobjective QoS Model for Trading Cloud of Things
Resources

6.2 QoS-Based Resource Allocation Model for
CoT Applications

To support an efficient resource allocation for the emerging CoT applications, a
generic and dynamic QoS model is needed. The QoS model is proposed here with

the following assumptions and considerations.

1. CoT resources are allocated to the applications based on QoS attributes as
part of a trading process where QoS is vital to address the requirements of

CoT applications that are independent of each other.

2. The CoT application can simultaneously utilise multiple physical
resources from different providers while maintaining the required QoS

level collectively.

3. The CoT application should maintain a certain QoS level to fulfil
consumers’ requirements even in a case of conflicting QoS objectives at
the same time (e.g. minimising resource energy consumption, maximising

resource coverage).

6.2.1 QoS Attributes for CoT Application

The complex nature of CoT applications requires a generic QoS model to allocate
the required resources optimally. The complexity resides here for two reasons.
The heterogeneity of CoT resources makes it challenging to build a unified QoS
model with a broad scope of QoS attributes that can satisfy the QoS requirements
of different applications. CoT applications have diverse QoS requirements that
make it challenging to maintain the required QoS levels, particularly in a case of
conflicting QoS requirements.

To overcome the above-mentioned obstacles, using optimisation strategies is
considered to trade CoT resources while satisfying the QoS requirements. This
approach supports a dynamic selection of QoS attributes based on the application
requirements. Thus, allowing a better measurability of individual QoS attributes
as discussed in Section 6.2.6 or collectively as presented in Section 6.2.7. The

main QoS attributes considered by this model are resource cost, resource coverage,
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Figure 6.1: CoT Trading Model consists of a marketplace, resource providers and
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response time, energy consumption and fault tolerance. A detailed description of

each attribute is presented in Section 6.2.6.

6.2.2 Problem Formulation

The QoS model assumes a CoT marketplace system M, as illustrated in the
trading model in Figure 6.1 with multiple consumers C' = (¢4, ..., ¢4) who request
multiple set of resources R = (71, ...,7;) from multiple providers P = (p1, ..., D)
to develop multiple concurrent applications A = (ay,...,a,). The marketplace
system has to find the optimal match between consumer requests and provider
resources. This mapping process considers QoS requirements of the consumers
taking into account that each application has different QoS requirements. The

decision variables in this context are mainly derived from the resources j whose
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values will be manipulated by the optimisation algorithm in the search to find
the optimal solutions.

The proposed model aims to optimally allocate resources to various
applications while satisfying their QoS requirements. The resource allocation is

considered optimal when it satisfies two conditions as follows:

1. The allocated resources to each application are sufficient to fulfil the

minimal QoS requirements of the application.

2. The overall QoS objective for all participating applications in the trading

1s maximised.

This process can be demonstrated by the binary variables as illustrated in
Equation 6.1. 1 represents a successful resource allocation while 0 indicates
otherwise.

1, if r; is allocated to a;
Q5 = (61)
0, otherwise

6.2.3 Problem Complexity

The resource allocation in large-scale computing infrastructures is described in the
literature as NP-hard or NP-complete problem [91]. The complexity of allocating
CoT resources with QoS constraints is described below.

The research space for the optimisation problem can be formed by considering
the total number of requests R(Q), the number of available resources to match these
requests R and the number of resources that violates the QoS constraints V. This
can be formulated as RQ™ — V. To illustrate, if we consider RQ = 10 and R = 10
without any constraints, the search space is formed of 10 billion possible solutions
represented as 10,

There are two conflicting considerations that should be taken into account.

1. Violations of constraints are expected to exist which limit the search space

and consequently the problem complexity.

2. The violations of the QoS constraints are expected to reduce neither the size
of the search space nor the problem complexity due to the heterogeneity of

CoT resources and the scalability of the problem.
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A CoT marketplace is expected to host a large number of heterogeneous
resources that increases the search space exponentially. To relax this challenge,
the QoS attributes are considered as utility functions to be optimised
individually as a single objective problem or collectively as a bi-objective or a
multi-objective problem. The following sections discuss each QoS objective in
details.

6.2.4 Marketplace System Architecture

For efficient resource allocation with QoS support in CoT, efficient
commiditisation of CoT resources has to be enabled. To achieve this goal, a
marketplace system architecture is depicted in Figure 6.2. It is worth noting
that the marketplace architecture presented in this chapter is a high-level
abstraction of the AMACOoT architecture proposed in Chapter 5. The system
architecture and the process of finding an optimal QoS-aware resource
allocation solution are described below.

Consumers submit their application requests and providers submit their
resource offerings to the marketplace. Requests and resources are stored in
different directories where the mapper can generate candidate maps of mapped
resources to applications. The mapper transfers candidate maps to the
optimiser for QoS evaluation. In the optimiser, the evaluator assesses candidate
maps based on the QoS constraints available for each round of the optimisation
cycle. The evaluator terminates its cycle when the optimal map is found. The
resource allocator is responsible for the overall resource allocation process. The
scheduler maintains the resources and applications schedules where it controls
the lease-time of resources and manages the allocated resources in the Cloud.
The allocator also orchestrates the process of joining and dis-joining resources
based on the proposed schedules. The monitor component communicates the
resource allocation events with the system, consumers and providers.

The use of the optimisation component provides significant flexibility to this
approach. It can be implemented as a core of system architecture or as
complementary to other market-based mechanisms. When used as part of

system architecture, it can be adopted as a substitute for the core component in
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one of the following market structures.
e broker system
e monopoly market
e oligopoly market
e single-side auction
e double-side auction

The marketplace system proposed and discussed in this thesis satisfies the double-
sided auction market structure.

A typical deployment scenario of the marketplace architecture requires each
component of the system to be deployed on a separate computing node. This
consists of one primary node dedicated to the optimiser and two secondary nodes
for the mapper and the resource allocator. Both secondary nodes are used to
balance the overall workload of the system. The secondary node of the mapper
acts as the access point to the system for all consumers and providers. It is where
all incoming requests and the metadata of IoT resources offered by providers
are stored and filtered. Due to the processing-intensive nature of optimisation
algorithms, the primary node is always assumed to have adequate and better
processing capacity than the other nodes of the system. The node of the resource
allocator shares a considerable amount of the system workload by scheduling and

monitoring all optimal maps of allocated resources.

6.2.5 Illustrative Scenario

To elaborate, the following scenario presents a use case of (QoS-driven resource
allocation using the marketplace system. A high-density metropolitan area is
considered a desirable location for multiple public, private and academic
organisations to implement their IoT environmental monitoring applications.
Applications monitor various indicators including light, pollution, temperature,
pressure, humidity and wind. Considering the existing IoT practice, each

organisation is required to deploy its infrastructure (e.g. various sensors,
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Figure 6.2: High-level marketplace architecture.

dedicated network or gateways to the Internet, other computing nodes) and
develop its application. This may not be feasible for all interested parties or
expensive replication is created otherwise.

The proposed optimisation-based approach separates infrastructure
deployment and application development. Providers can deploy their resources
across the metropolitan area and submit their offerings to the marketplace.
Consumers also submit their applications requirements to the marketplace for
the required resources. The mapping process is based on the QoS requirements
of applications. As these applications are financially constrained, public and
academic organisations can prioritise their requests with minimised cost and
energy consumption while private organisations can prioritise their requests
with maximised area coverage and fault tolerance. Upon successful resource
allocation, each application can send a software component (e.g. Java applet or
Python script) to configure and utilise the acquired resources based on their

application and QoS requirements.

101



6. A Multiobjective QoS Model for Trading Cloud of Things
Resources

6.2.6 Single Objective Optimisation Problem

Objective 1: Minimising Cost. Consumers usually aim to have a cost-efficient
resource allocation. The cost of resources is an important aspect to be considered
while optimising QoS levels. The importance comes from the balance enforced by
the cost when other QoS constraints exist. To elaborate, an application requires
a certain level of response time, energy consumption and fault tolerance within
a limited budget constraint of the consumer. Without considering the cost as a
constraint, there would be more resource allocation options for the application
where many of them are not feasible.

To minimise the cost of allocated resources, let cs; be the resource cost whereas
the consumer bid is set to be b;. t; denotes the requested lease time of a resource
that is specified by consumers. 7'Q);; denotes the estimated transmission and
delay time that can impact the total lease time. T'Q);; consists of T;; which is
the latency between resource and application while dl;7 is the distance between a
requested location of a resource and its actual location. Considering the location
of resources is assumed to have a direct impact on latency as some resources
will require additional network hops based on their location. This can increase
transmission time and latency, impacting the lease time as a sequence. T'Q;; is
measured by 7'Q);; = T;; x dl;;. Let rp; denotes the reputation of the provider
based on the credibility measures of the marketplace. rp; is assumed to determine
the trust level of a provider at providing high-quality resources. The higher the

reputation, the better the quality of the resources. To optimise the cost utility,
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the following objective is formulated.

Minimise CS = Z Z(bz — CSj X T‘pj) X (tz + TQZ_]) (62)
i=1 j=1
subject to ZT%‘ < cpj,where j=1,...,m (6.3)

=1
0< CS; < b;

0< ET’Z‘ SEp]

dll S CUj

(6

(6

se; < se; (6.
(6

rpi < Tp; (6
(6

ra; < ra;

where i=1,....,n and j = 1,...,m for constraints 6.4, 6.5, 6.6, 6.7, 6.8, 6.9.

Optimisation constraints provide significant support to the proposed model
where additional measures can be formulated to enforce the QoS requirements.
Constraint 6.3 limits the resource allocation to the capacity of providers and
ensures the fair distribution of resources from multiple providers. r¢; is set to
the number of requests from consumers, whereas cp; denotes the capacity of
a provider. Thus, the number of requests does not exceed the capacity limit.
Constraint 6.4 indicates whether both the cost of a resource cs; and the bid from
a consumer b; are always positive and b; has to be always greater than cs;.

Constraint 6.5 presents an energy consumption constraint in which the
required energy FEr; for an application does not exceed the available resource
energy Ep;. Zero or negative values of Ep; indicates the unavailability of the
resource due to power lifetime. Constraint 6.6 ensures the security requirements
of the application se; can be satisfied by the security capabilities of the resource
se;. Constraint 6.7 illustrates a constraint to ensure the maximum acceptable
distance between the required coverage area of an application dl; is within the
boundaries of the allocated resource coverage C'v;.

To address the challenges of provider credibility, Constraint 6.8 ensures that

each provider maintains the minimal credibility requirements to formulate a
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reputation rate rp; in the marketplace. The constraint also assures the minimal
required reputation level rp; of a consumer is met. Constraint 6.9 specifies the
bounds for any additional resource attributes. ra denotes some resource
attributes that are not standard or common. 7ra; represents those attributes
requested by consumers while ra; is denoted to resource attributes offered by
providers. It is introduced to accommodate uncommon resource properties in
some [oT devices due to the heterogeneity of IoT resources. This aims to
identify the hardware properties of the physical CoT resource that impact QoS
directly or indirectly. This includes specifications of the processing, storage,
memory, actuating and sensing components of the CoT nodes. Each property
can expand into a multilevel sub-properties to improve the optimality of the
resource allocation. For instance, the sensing component(s) of a resource
described by its properties (sensorType = [footfall, environmental, light],
sensingRange = [0: poor, 1: good, 2: very good, 3: excellent], sensorAccuracy=
0: poor, 1: good, 2: very good, 3: excellent) and so on. The resource attribute
constraint offers the flexibility required for trading heterogeneous resources
where QoS would significantly vary without a genuine approach of defining the
QoS requirements or levels.

Objective 2: Minimising Response Time. Response time is an important
QoS consideration, especially in large-scale distributed systems. CoT can be very
widely distributed across a large geographical area where the response time is vital
for application QoS. Latency is one contributor to response time. Variable L;;
corresponds to the latency between a consumer and a provider and it is measured
by L;j = tack —tstare- This measures the elapsed time from submitting the request
by consumer 4.+ to the time of receiving an acknowledgement from a provider
tack- The Ry utility also consider the estimated queuing and transmitting delays
tqa that is expected to be at its minimal for many time-sensitive applications. It
is calculated as t,4 = 5[—; where dl;; is the distance between the consumer and
the provider. R; utility can be optimised as follows:

Minimise R, = Y Y Lij + tga (6.10)
i=1 j=1
subject to  6.3,6.4,6.5,6.6,6.7,6.8,6.9 (6.11)
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Objective 3: Minimising Energy Consumption. The energy efficiency
is a critical measurement for QoS in CoT application. Many IoT physical
resources are power-constrained in which their performance are limited. The
energy consumption utility £ aims to minimise the power consumption of
allocated resources while being utilised by consumers. This can be presented by
the difference between the initial power supply of the resource Ep; and the
estimated power consumption requested by the consumer FEr;. This can be

optimised as follows:

Minimise E =Y Y Ep; - Er; (6.12)
i=1 j=1
subject to  6.3,6.4,6.5,6.6,6.7,6.8,6.9 (6.13)

Objective 4: Maximising Fault Tolerance. Fault tolerance in this
context describes the ability of a set of allocated resources to continue providing
an acceptable service level in case of a failure. The proposed QoS model in this
study considers both soft and hard faults for IoT resources.

The use of concurrent communication interfaces in a resource is denoted by
mu;. This enables allocated resources to reconfigure a different interface for the
same application in which resources were assigned to. In case of unavailability
of multiple interfaces in a resource mu; = 0, the providers may already have
deployed a redundant or standby resources rr; nearby with the similar QoS
attributes of the failing resource. Another important aspect that may impact
the recovery of a resource from failures is the difference in response time of that
resource during or after a failure. The variable ARt denotes the difference
between the current response time after failure SRt and the average Rt where
ARt = PRt — avg(Rt). Due to the difference in scales of values, the fault
tolerance variables are normalised by re-scaling them into a single numerical

range. In order to optimise the fault tolerance utility, the following objective
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function is presented.
Maximise F; = Z Z mu; +rr; — ARt (6.14)
i=1 j=1

subject to 0 < mu,; < mu; (6.15)

cry < crj (6.16)

rr; < rrj (6.17)

6.3,6.4,6.5,6.6,6.7,6.8,6.9 (6.18)

where i=1,....,n and j = 1,....m for constraints 6.16, 6.17 and 6.18.

Due to the vitality of fault tolerance for QoS requirements, the following
constraints are enforced. Constraint 6.16 indicates whether a resource supports
concurrent interfaces or not where mu; = 0 means the resource has one
interface only.  The constraint also assures that the minimal number of
requested interfaces mu; is satisfied. Constraint 6.17 is set to minimise the
impact of communication reliability during failures. Let cr; the required level of
communication reliability for an application while ¢r; is the actual
communication reliability of the allocated resource to that application.
Constraint 6.18 ensures the required level of redundancy by an application rr;
can be satisfied by the correspondent level of the provider rr;.

Objective 5: Maximising Resource Coverage. Many CoT applications
require a specific area coverage, especially for sensing capabilities. Without
certain coverage level, CoT applications may not achieve their reachability
goals. The proposed QoS model considers the resource coverage as an integral
QoS utility for CoT applications. The resource coverage can be calculated using
the sensing range s; of the resource and the maximum transmission power
Et,... available. The distance dI; between requested location and the actual

location of the resource is also considered. To optimise the resource coverage,
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the following objective is formulated.
"o~ 5 X Bt
Maximi _ J max .
aximise Cwv Z Z a (6.19)
i=1 j=1
subject to 6.3,6.4,6.5,6.6,6.7,6.8,6.9 (6.20)

6.2.7 Multiobjective Optimisation Problem

In Section 6.2.6, the QoS attributes are presented as individual objectives. In a
marketplace environment, consumers are expected to have a multi-attribute QoS
for their CoT applications. This adds considerable complexity to the problem
due to the following reason. QoS attributes may conflict with one another in
which trade-offs between conflicting attributes has to be taken into account. For
instance, an application requires a set of resources with minimum cost, response
time and the maximum possible area coverage. To overcome this challenge, the
proposed QoS utilities are re-defined as a multi-objective optimisation problem

as follows:

6.2.7.1 The Weighted Sum Method

The five QoS utilities are aggregated into a single-objective optimisation problem

and denoted by S,. The problem is formulated as follows:

Minimise
So = (w1 X C8) + (wg X Ry) (6.21)
+ (w3 X E) — (wy x Cy)
+ (ws x Fy)

subject to  6.3,6.4,6.5,6.6,6.7,6.8,6.9,6.16,6.17, 6.18 (6.22)

where each w,, is a weighting factor that determines the priority of each objective.
The sum of w, is set to one (w; + wy + w3 + wy + ws = 1). Prioritising QoS
objectives is application-specific and it is very challenging to address in CoT

trading environment.
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Prioritising QoS objectives in CoT environments is challenging due to the
following reasons. QoS parameters are application-specific and cannot be
generalised for a wide range of CoT applications. This means priorities will
significantly vary across applications. Prioritising QoS objectives using this
method requires some prior knowledge about the problem which may not
always be available. Even with prior knowledge, this method yields one solution
only at a time. To verify all possible weights, the optimisation algorithm has to
be run many times to evaluate all possible weights. This is not feasible and it is
impossible for many high-dimensional problems. Due to these challenges, all
weights used for the evaluation in this study are equal to 0.2 to maintain the

balance among all objectives without prioritising one objective over another.

6.2.7.2 Multiobjective Optimisation

Although the weighted sum method benefits specific applications with prior
knowledge about the problem, the multi-objective optimisation problem is
presented using a different approach to address the complex requirements of the

applications where limited or no prior knowledge is available.

Minimise CS = Z Z(b" —cs; X rp;) X (6 +TQij) (6.23)
i=1 j=1
Minimise Ry = Y Y Lij + tea (6.24)
i=1 j=1
Minimise E = Z Z Ep; — Er; (6.25)
i=1 j=1
"\ o= 5 X Bt
Maximi _ 8j X Btmaz ‘
aximise Cv Z Z il (6.26)
=1 j=1
Maximise F; = Z Z muj +crj +rr; — ARt (6.27)
i=1 j=1
subject to 6.3,6.4,6.5,6.6,6.7,6.8,6.9,6.16,6.17,6.18 (6.28)

To solve the problem of resource allocation with QoS constraints, the

following optimisation algorithms are used. The improved Strength Pareto
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Evolutionary Approach (SPEA2) [181], A Multiobjective Evolutionary
Algorithm Based on Decomposition (MOEA/D) [173] and Multi-Objective
Indicator-Based Evolutionary Algorithm (IBEA) [179]. These algorithms are
chosen for the following three reasons. First, they are gradient-free algorithms
which means derivatives calculation is not required and therefore the
computational cost is low. Second, these algorithms are known to solve
problems similar to the trading CoT resources problem in complexity and
scalability. Third, SPEA2 and MOEA/D are reported to produce high quality

solutions (65, 66].

6.3 Evaluation

This section presents the experimental setup, analyses and discusses the results

of resource allocation with five different QoS utilities.

6.3.1 Experimental Setup

The simulated marketplace system is assumed to use different optimisation
strategies to map the optimal resources that satisfy the QoS requirements of
multiple CoT applications. The participants of this simulation are summarised
in Table 6.1 and described as follows; 10 consumers submit a total number of
10K requests to the marketplace where a number of 20 providers offers 200K
heterogeneous resources deployed in a circle area of 2000 meter radius. Fach
consumer is assumed to request a homogeneous type of resources to be allocated
for one application. Experiments presented in this section has the following
aims. First, to assess the feasibility and practicability of the proposed QoS
model for CoT applications. Second, to evaluate the performance of different
optimisation strategies when optimising QoS-based utilities.

Experiments using a synthetic data-set in this study is justified as follows:
First, it is technically challenging and financially unfeasible to build a real test-
bed for this problem with similar scalability to a real-world scenario; Second, to
the best of our knowledge, there is no available public meta-data of IoT physical

resources that can be used to implement the proposed QoS model. To overcome
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both challenges, a large set of meta-data for 200k resources is generated based on
the properties of [oT nodes surveyed from several [oT vendors, including Amazon,
Microsoft and Google.

The experimental environment is Python 3.6 for 64-bit Mac OS with a 2.6
GHz Intel Core i7 processor and a 16 GB RAM. The common parameters are the
maximum number of 250 iterations with a population size of 250. The algorithm-

specific parameters are described in Table 6.2.

6.3.2 Experimental Results

As discussed earlier in Section 6.2.2, the problem of resource allocation with QoS
constraints is defined as a single objective optimisation problem where the QoS
utility functions are optimised individually and also defined as a multiobjective
optimisation problem where the QoS utility functions are optimised collectively.

In this section, two categories of results are presented as follows:

6.3.2.1 Single Objective Problem

To evaluate the proposed QoS objectives, each algorithm is run to optimise each
QoS utility individually. Figure 6.3a, 6.3b and 6.3c illustrate the optimal resource
allocation solutions for the cost-utility, energy consumption and the response
time at the end of each iteration, respectively. The results show that MOEAD
outperforms SPEA2 and IBEA in optimising energy consumption and response
time while all algorithms find similar optimal solutions for the cost objective.
Figure 6.4a, 6.4b present illustrative comparisons of the algorithms when

maximising the fault tolerance and the resource coverage utilities, respectively.

Table 6.1: Simulation parameters.

Parameter Value
Simulated Area Radius | 2 Km
Number of Requests 10K

Number of Resources 200K
Number of Consumers 10
Number of Providers 20
Number of Applications | 10
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Figure 6.4a shows all algorithms converge to an optimal solution while IBEA
outperforms the others significantly.  Figure 6.4b compares between the
optimisers when maximising the resource coverage utility. It is clear that the
performance of MOEAD and IBEA is better than SPEA2 that may require
further iterations to converge.

From results compared in the above-mentioned figures, the following can be
observed. There are at least two optimal solutions for each QoS utility.
MOEAD contributes to the optimality of energy consumption and response
time more than SPEA2 and IBEA while IBEA contributes more to the rest of
the objectives. It is worth noting that the iterations are stopped at 250 though
there are still some changes in the solutions axis (e.g. see Fig 6.3b). Based on
the considerable performed experiments, the maximum practical iteration is
around 250 considering the trade-off between the solution produced and the
computational time required. The comparison made earlier, therefore, is based
on the experimental results obtained using algorithms’ parameters stated in
Table 6.2 without taking into account any potential out-performance of the used

algorithms beyond iteration 250.

6.3.2.2 Multi-Objective Problem

As discussed earlier, performing a multiobjective optimisation is necessary to
address the QoS requirements of applications when trading CoT resources. The
first approach wused in multiobjective optimisation is the weighted sum

approach. The five objectives are aggregated into a single objective to optimise

Table 6.2: Algorithm-specific parameters.

Algorithm | Parameter

SPEA2 Indicator value K = 1, initial population
randomly generated between 1 and R(Q),
IBEA Initial population randomly generated
between 1 and RQ),
MOEAD | Neighbourhood size = 10, initial population
randomly generated between 1 and
RQ),,, wights randomly generated,
decomposition = Tchebycheff, § = 0.8, n =1
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Figure 6.5: Results of optimising all objectives using the weighted sum approach.

the overall QoS utility. Aggregated functions rely heavily on weight values
which are challenging to assign. In this case, each weight value is set to
w, = 0.2 in order to maintain a balance among the five utilities without
prioritising one over another. The following can be observed in Figure 6.5.
Every algorithm starts from a utility value that is significantly different from the
others. It can also be noted that MOEAD and IBEA converge to an optimal
solution while SPEA2 is showing a trend of changing. SPEA2 performance here
is similar to its performance in most individual objectives. This may imply its
inefficiency for global search in this CoT experimental setup.

The other approach in optimising multiobjective is where multiple objectives
are optimised collectively by the optimiser to yield different optimal solutions
rather than a single solution. The optimal solutions are called a Pareto Front,
and a decision has to be made to select the best solution. In CoT marketplace,
it is assumed that the decision is made autonomously by the marketplace system
based on predefined preferences of a consumer.

The results presented in Figures 6.6, 6.8, 6.10, 6.12, 6.14, 6.16 show
bi-objective optimisation of the QoS objectives. This includes minimising the
cost while maximising the resource coverage, minimising the cost while
maximising the fault tolerance, minimising the cost and the response time,
minimising the energy consumption while maximising the resource coverage,
minimising the energy and response time and maximising fault tolerance and

resource coverage, respectively. Additional results presented in Figure 6.7, 6.9,
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6.11, 6.13, 6.15, 6.17 illustrate optimising the other three objectives of each
bi-objective experiment. Figure 6.6 illustrates the various optimal resource
allocation maps that minimise the costs and maximise the resource coverage.
Figure 6.6a, 6.6b and 6.6c show that all algorithms produce Pareto fronts.
IBEA and MOEAD produce less but better solutions when compared to
SPEA2.

Figure 6.7 presents optimising energy consumption, response time and fault
tolerance. SPEA algorithm shown in Figure 6.7b yields the largest set of Pareto
fronts for all objectives. All algorithms compete to produce very similar
response time but vary when it comes to energy consumption and fault
tolerance. For instance, MOEAD algorithm shown in Figure 6.7c¢ demonstrates
very similar response time to the other two algorithms and competes with IBEA
towards similar fault tolerance but with more high energy consumption. SPEA2
illustrated in Figure 6.7b show some solutions that are approximately %50
better than the fault tolerance produced by the other two algorithms. When
compared with Figure 6.6, the following can be observed. SPEA2 algorithm as
can be seen in Figure 6.6b, produces the largest set of Pareto fronts as well in
this case. Considering the five objectives collectively, IBEA algorithm
contributes most to the optimality of the resource coverage and the response
time. SPEA2 contributes most to the fault tolerance and fairly to the resource
coverage. MOEAD contributes most to the resource cost and fairly to the
response time. IBEA and SPEA2 have similar energy consumption Pareto
fronts.

The Pareto fronts of minimising the cost while maximising the fault
tolerance are presented in Figure 6.8. All algorithms produce a similar number
of Pareto solutions while IBEA produces the best in terms of resource cost and
fault tolerance level.

In Figure 6.9, the results of optimising energy consumption, response time and
resource coverage are depicted. Figure 6.9a and 6.9b show that both IBEA and
SPEA2 produce very similar response time in terms of the quantity and quality.
It can be observed from Figure 6.9¢ that MOEAD does not form a typical Pareto
front considering the energy consumption and the response time but provides

significantly better resource coverage than IBEA and SPEA2. Considering the
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Figure 6.9: Pareto optimal results minimising the energy consumption and the
response time while maximising the resource coverage (a) IBEA algorithm (b)
SPEA2 algorithm (¢) MOEAD algorithm.
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five objectives in Figure 6.8 and Figure 6.9, all algorithms produce a similar
number of Pareto fronts but vary in the quality of the solutions. As can be
seen, IBEA contributes most to the optimality of the cost, fault tolerance and
to a greater extent of response time and energy consumption. SPEA2 provides
the most optimal response time and considerably high fault tolerance. MOEAD
yields significantly higher resource coverage than the other two algorithms and
generates a set of low-cost Pareto solutions.

IBEA and MOEAD algorithms compete to minimise the cost and response
time as demonstrated in Figure 6.10. SPEA2 produces one optimal solution that
optimises the response time well but provides an unbalanced cost to response time
fronts which may not be attractive for consumers, especially with time-sensitive
applications.

Figure 6.11 shows the results of optimising energy consumption, fault
tolerance and resource coverage. Although all algorithms produce a large
number of solutions, SPEA2 produces the largest set as can be seen in Figure
6.11b. It can be observed from Figure 6.11a, Figure 6.11b and Figure 6.11c that
the energy consumption increases as the resource coverage increases. SPEA2
achieves the highest resource coverage with lower energy consumption in
comparison to the other two algorithms. IBEA produce the most optimal fault
tolerance considering correspondent energy consumption and resource coverage.
Considering the five objectives presented in Figure 6.10 and Figure 6.11, the
following are observed. SPEA2 produces the largest set of solutions in both
cases. IBEA contributes most to the optimality of fault tolerance. Although
IBEA produces similar resource coverage to SPEA2, it achieves that with higher
energy consumption. SPEA2 contributes most to resource coverage and energy
consumption. MOEAD contributes better to the response time and the resource
cost than the other two algorithms.

In Figure 6.12, Pareto solutions for minimising the energy consumption and
maximising the resource coverage are presented. IBEA produces the largest and
best set of optimal solutions. SPEA2 and MOEAD yield very similar fronts.

The results of optimising the cost, the response time and fault tolerance are
depicted in Figure 6.13. SPEA2 produces the largest set of Pareto fronts. IBEA

produces fairly high fault tolerance with low cost and response time as presented
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in Figure 6.13a. SPEA2 yields similar and better fault tolerance than IBEA but
with higher cost and response time as can be seen in Figure 6.13b. Figure 6.13c
shows MOEAD producing the lowest response time but with a similar cost to
IBEA and SPEA2. Comparing Figure 6.12 and Figure 6.13, the following can be
observed. IBEA contributes most to resource coverage and energy consumption.
The three algorithms have similar results for the resource cost. SPEA2 and
MOEAD have similar fault tolerance levels.

Figure 6.14 corresponds to applications that require minimising energy and
response time. All algorithms presented compete well and minimise their fronts
to the near-optimal solutions. Figure 6.14b shows SPEA2 with only one front
that represents a solution near zero for both axes. Two near-optimal solutions
are presented in Figure 6.14c where response time and energy consumption do
not exceed 20. IBEA algorithm produces the largest set of Pareto fronts in this
scenario as shown in Figure 6.14a. All fronts have a response time less than 20
with reasonable energy consumption.

Figure 6.15 presents the results of optimising the resource cost, fault
tolerance and resource coverage. MOKEAD produces the largest number of
Pareto fronts. The results of the IBEA algorithm shown in Figure 6.15a and
MOEAD algorithm shown in Figure 6.15¢ are similar for the cost and resource
coverage while MOEAD generates slightly better fault tolerance than IBEA.
Although SPEA2 yields similar results of fault tolerance and cost, it produces
lower resource coverage in comparison to MOEAD. Considering the five
objectives of Figure 6.14 and Figure 6.15 collectively, the following is observed.
IBEA contributes most to the response time and resource coverage. MOEAD
contributes most to energy consumption, the cost and the fault tolerance.

In Figure 6.16, Pareto optimal results maximising fault tolerance and
maximising resource are illustrated. All algorithms produce at least one or more
optimal front near 100 for the resource coverage and fault tolerance alike.

The results of optimising the cost, the response time and energy
consumption are illustrated in Figure 6.17. SPEA2 as can be seen in Figure
6.17b produces the largest number of Pareto fronts. IBEA results presented in
Figure 6.17a show significantly low response time and cost but with higher

energy consumption. SPEA2 results show insignificant higher response time
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than IBEA but with similar cost and better energy consumption than IBEA.
MOEAD produces similar energy consumption to SPEA2 but with higher
resource cost.  The following are observations from considering the five
objectives presented in Figure 6.16 and Figure 6.17 collectively. SPEA2
produces the largest set of Pareto solutions for the five objectives. IBEA
contributes most to the optimality of the response time and the cost. SPEA2
contributes the most to resource coverage and fault tolerance. MOEAD
contributes to energy consumption.

Visualising Pareto optimal solutions of multiobjective problems is known to
be challenging. To overcome this challenge, Figure 6.18 is a scatter plot matrix
that shows the Pareto solutions of the five objectives using IBEA algorithm. It
can be observed that IBEA produces a variety of optimal solutions except in three
cases. This may imply either the algorithm requires more time to produce the
Pareto fronts or Pareto solutions cannot be generated in this complex formulation

for all the five objectives.

6.4 Discussion

Managing QoS in CoT environments is challenging due to the complexity and
uncertainty in CoT applications. This challenge is relaxed by defining the
problem of resource allocation in the CoT trading setup as a single objective
and multi-objective optimisation problem to satisfy several QoS requirements.
Using different optimisation algorithms as a market-based mechanism is the
approach considered to evaluate the proposed QoS model. Three optimisation
strategies are applied to optimise QoS utilities including consumer cost,
response time, energy consumption, area coverage and fault tolerance.

The simulation results show that the approach investigated in this chapter is
feasible for allocating resources to applications with QoS requirements in most
cases. Results also show the ability of optimisers to produce at least one optimal
solution for each objective tested and multiple solutions for the bi-objective and
the multiobjective formulations. Results from SPEA2 demonstrate the ability of
the algorithm to produce a larger set of Pareto solutions than the other

algorithms. This provides the decision-maker with flexibility when selecting

130



6. A Multiobjective QoS Model for Trading Cloud of Things

Resources

L Q o
. © ©
i ] 7
A\ 5 K
\' '8 c ‘/ Lo
| ” 2 o / ©
H o L
1 H ¢ 9B ] g -
~, \ E = [l
o
- \ LS 8|1 a_ [ 4 lo
T N 0| ; c= o ar; I
= t g=|1 \ S~ rR5°. -
\ \ ' Lo 3 P 2 c .-
~ D o
\ols \ s g | g & S
\ - St w \ vV[2 o
A N, X . .
! . ~. ] N
L 3 (W
~to o ——.—lo JJo
T T T T T T T T T T T T
o wn o o n o o n o o n o
abesan0) 32unosay abesano) 9d1nosay abesano) 9d1nosay ahesano0) 321nosay
o
B ©o
. \ LS
. 1 <
. \
. =3 i
S] c \
" o 2 \ 78 (]
‘e r< 8 B . Mg
¢ E | e
. wlow 3 i . .
o\ R8e s - on
A = o= | | ro €
\ o Y o ' IS
\ . > i - 2
\ Lo & a
. QP . [
\ LS @ \ o &
; E , s i rs
\\ - '3 " dee w [ =
. - : .
= ~ .
. 14 .
\ N w
\70 Nto ——lo
T T T T T T T T T T T T
o n o wn o n o n o n o
~ n o~ ~ n o~ ~ n o~
@duesajo] jjney asuesajo] jjney @sueussjo] jjneg
.o
N ©o
‘18
2 5
. Lo v
. <2
: :
P N LS B~ 7]
K-) N o @ g
= o~ 1. o
.
>
)
=4 7]
LS .
— e e S
B Y ‘
oo Lo
T T T T T T
(=3 (=] o o o o
o o o o
< ~ 3 ~
awi] asuodsay awi) asuodsay
. o
. e
m
- (=3
_ Fo
L) [} ~ 3
~ o
o
Fo
=
LIRS
O

o o o o
N

uondwnsuo) Abiauz

131

Fault Tolerance

Figure 6.18: Scatter plot matrix showing Pareto solutions of all bi-objective combinations of all objectives using

IBEA algorithm



6. A Multiobjective QoS Model for Trading Cloud of Things
Resources

from a range of available solutions. This may also imply that optimisation
strategies can be used as a market-based mechanism for trading CoT resources
instead of using traditional auctioneers or other dedicated mapping solutions.
The QoS model presented in this chapter is hardware and software
independent and can be implemented by any marketplace system. It can also be
implemented as a complementary trading mechanism to support other trading
mechanisms. This supports separating the development of CoT applications
from the deployment of physical resources, making it easy to add any QoS
objectives.  Utility functions used with vocabularies proposed show their
effectiveness in quantifying the value of various CoT resources. This implies
potential higher satisfaction for the QoS requirements.  Implementation

challenges are summarised as follows:

1. Visualising the Pareto solutions for the proposed multiobjective formulation

is challenging.

2. High CPU utilisation is observed during the run of experiments but did not

have any impact on algorithms performance or the results obtained.

Future work will take into account the following: First, assessing the
scalability of this approach by optimising larger sets of resources, Second,
optimising more QoS utilities to address application-specific requirements.

Third, implementing this approach using different optimisation strategies.
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Chapter 7

Conclusions and Future Work

7.1 Summary

The work presented in this thesis is a novel attempt to answer the research
questions formed in Chapter 1 using the methodology presented in Chapter 3
theoretically and practically. The experimental evaluation performed in this
thesis concluded that using market-based mechanisms can improve shared
access to constrained CoT resources. The proposed approach employs
optimisation strategies to map the demand of CoT application requirements to
the supply of CoT resources. The proposed approach also enables heterogeneous
CoT resources to be described generically, and their values quantified
accordingly. The QoS support for trading CoT resources was also provided to
meet the QoS requirements of CoT applications.

The research aimed to improve shared access to CoT resources efficiently. The
research presented in this thesis achieved that by investigating and implementing
optimisation-based market mechanisms for commoditising CoT resources with
the focus on trading physical CoT resources. The research was conducted to
support the integration of Cloud Computing and IoT that were challenged by
the limited shared access to IoT resources, to improve the emerging paradigm by
improving its resources reusability.

Experiments performed in this study were simulation-based because setting up

a real-world CoT environment was very complex and expensive. To commoditise
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CoT resources in reality, a large number of heterogeneous resources had to be
involved including various types of IoT nodes with different sensors, actuators
and computing components. This complexity was required to justify the research
approach for commoditising CoT resources. Therefore, the approach taken in
this research was to simulate resources and requests data generation and the
trading process. To ensure that the simulations performed are most realistic,
data sets generated based on surveying the most common properties available for
[oT resources in large vendors such as Amazon, Google and IBM.

In conclusion, the work presented in this thesis generated original knowledge
in CoT, CoT resource allocation, CoT resource trading and QoS in CoT. The
remainder of this chapter is dedicated to providing critical concluding remarks as

well as important directions for future work.

7.2 Concluding Remarks

This thesis tackles the problem of missing or limited shared access to CoT
resources by using optimised market-based mechanisms to trade those resources
and improve their reusability. The remainder of this section presents some
concluding remarks regarding different aspects of the work presented in this

thesis.

7.2.1 Integrating Cloud Computing and IoT

This research argued the need for dynamic and efficient support to integrate Cloud
Computing and [oT into a new paradigm called Cloud of Things. It highlights
the technical benefits of integrating both technologies such as expanding the
Cloud scope and improving the computing capabilities of IoT as well as the
business benefits such as reducing the cost of CoT deployments and motivating
new business models. The proposed approach in this thesis was experimentally
evaluated and proved its efficiency in addressing some of the integration challenges

such as the complexity, heterogeneity and the interoperability of CoT resources.
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7.2.2 Shared Access to CoT Resources

The problem of a missing or limited shared access to CoT resources is
investigated rigorously in this thesis, particularly IoT physical resources. The
surveyed approaches were proven to be infeasible for CoT paradigm due to their
hardware-specific design or their inability to address the scalability
requirements of CoT applications. The need for a new approach to accessing
and reusing CoT resources was motivated. The Exclusive Shared Access (ESA)
strategy was introduced in this thesis to enable multiple applications utilising
the same resource throughout the scheduled time, but exclusive access is
granted to a single application at a given time due to the constrained power and
computing capabilities of the resources. The proposed ESA was integrated with
market-based mechanisms to allocate the required resources in a trading
environment that collectively improve shared access to the CoT resources. The
results obtained from the experimental evaluation concluded that ESA could
efficiently be employed by marketplace systems to improve the reusability of

CoT resources.

7.2.3 Optimisation-based @ Market Mechanisms for
Trading CoT Resources

The work presented in this thesis was inspired by optimisation market approaches
used to improve shared access to resources in large-scale computing environments
such as Cloud Computing, Grid Computing and WSNs. This research considered
CoT resources as commodities rather than organisational assets. This enabled
the creation of generic description of CoT resources which was challenging. The
evaluation of the proposed description model showed that CoT resources could
be described and their value quantified in a standard way that takes into account
the heterogeneity of CoT resources and applications.

The optimisation strategies applied in this thesis contributed primarily to
the efficiency and dynamism of the proposed trading approach. The use of
optimisation-based approaches was justified due to their capabilities in solving
similar NP-hard problems in a reasonable time. Optimisation also reduced the

architectural complexity of CoT systems where infrastructure deployments were

135



7. Conclusions and Future Work

considered independent from application development. Furthermore, using
optimisation reduced the development costs and efforts because changes in
providers’ offerings or consumers’ requirements can be reflected in the trading
objectives without any changes on the system side.

Experiments performed to evaluate the proposed approach showed the
feasibility and efficiency of trading CoT resources. These were proven by
optimising a range of objectives including minimising the resource cost, response
time, energy consumption and the provider lock-in, and maximising the
resource utilisation, fault tolerance, resource coverage, provider profit and the
marketplace profit. The preliminary design and experiments provided invaluable
insights for the final design and experiments. They resulted in improving the
resource description model, the optimisation-based trading model, improved
functional prototype of the marketplace architecture (AMACoT) and a proposal

of a new multiobjective QoS model for trading CoT resources.

7.2.4 A Marketplace System for Trading CoT Resources

This thesis presented an evaluation of optimisation-based approaches in CoT
resource trading through the design and implementation of AMACoT
architecture in a computer that simulates the distributed system environment
using Python Remote Objects. The first set of experiments tested the
performance of the proposed system to validate its usability while the second set
provided a comprehensive algorithmic evaluation. The performance evaluation
measured the system footprints while the system scaled up twice. The
algorithmic experiments optimised the trading of CoT resources for the resource
cost, resource utilisation, provider lock-in and provider profit. The optimisation
constraints enabled the AMACOoT system to efficiently reduce the search space
by generating only the potential optimal maps of requests and resources.

The main findings of the work demonstrated in this chapter are summarised

as follows:

1. The performance evaluation showed that AMACoT system scaled well
using three different scale factors with reasonable CPU, memory and

throughput. The only limitation observed from the obtained results was
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the latency of the system where it was doubled when the system scaled up
by %100. This drawback may be caused by the hardware specification of
the computer used during experimentation and should be improved as the
hardware setup improve. Other potential causes discussed were the
optimisation algorithms wused, the complexity of optimised objective
functions and the number of optimised objectives. This finding provided
an invaluable base for addressing the scalability and dynamism
requirements of CoT system design and development where optimisation
approaches can be used to replace static system components or dedicated

trading components such as auctioneers in marketplace systems.

. The algorithmic experimentation involved optimising single objective and
bio-objective formulations using three algorithms. The Pareto-generated
optimal solutions were evaluated using HV indicator to assess the quality
of their optimality. This quality assessment of the produced solutions
implemented by the marketplace to provide business assurance to the
marketplace participants and to evaluate the compliance with SLAs. This
would support market-based mechanisms in CoT trading environments
where critical applications require advanced QoS or SLAs such as in

emergency and security scenarios.

. Heterogeneous attributes of CoT resources and the dynamic requirements
of CoT applications were formulated as objective functions that were
optimised. Objective functions could be re-formulated to address any
changes in consumers’ requirements or providers’ offering without or with
minimal re-development of the system components. This provided the
dynamism and adaptivity required by CoT applications and would enable
any business requirements to be formulated as an optimisation problem
that can be addressed.

. The trading of CoT resources experimented using AMACoT marketplace
system involved multifaceted technical and business aspects such as
describing resources, quantifying resource value, mapping requests to

resources, auctioning, resource allocation and scheduling. Therefore, the
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terminology of the trading was not limited to matching demand and
supply only. This provided the theoretical and practical support to
existing related work that described trading in a similar way this thesis

did.

7.2.5 QoS for Trading CoT Resources

The research presented in this thesis investigated the need for QoS support for
CoT applications.  Addressing the requirements for many consumers and
providers were proven to be challenging, especially when QoS requirements were
conflicting (e.g. minimising the response time while maximising the fault
tolerance). The proposed QoS model considered several QoS parameters in CoT
including resource cost, response time, resource energy consumption, fault
tolerance and resource coverage.

Experimental evaluation optimised QoS objectives in single-objective,
bi-objective and multi-objective optimisation problems. Results obtained from
experiments confirmed the feasibility of the proposed model in optimising all
QoS objectives presented.  This model provided the decision-maker with
multiple optimal solutions to choose from, based on the priority of the QoS
objectives required. Supporting QoS in CoT would likely to improve the
providers’ commitments to SLAs as well as the satisfaction of consumers.
Although the proposed model was intended to work with AMACoT system, the
model is hardware and software independent where it can be implemented with

any other CoT system or marketplace to support QoS resource allocation.

7.3 Directions for Future Work

Based on the work presented in this thesis, the following aspects are identified as

potential directions for future work:

1. The next potential direction to extend the work of this thesis is to study
the adaptivity of trading CoT resources. CoT consists of heterogeneous
Cloud and IoT resources where CoT increasingly requires adaptive

run-time management due to the CoT dynamism, environmental
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uncertainties and unpredictable changes in IoT resources. Adapting to
these changes benefits particularly trading CoT resources where the
adaptability of traded resources and applications remains a challenge.
Run-time changes in CoT trading environments can impact vital aspects
including resource allocation, resource utilisation and application
performance.  This topic needs a rigorous investigation to support
adaptations when trading CoT resources. The author of this thesis has
started this direction of study in [11].

. A further investigation is needed to validate the proposed approaches of
trading CoT resources presented in this thesis for many objectives (e.g.
optimising more than five objectives). CoT is complex with heterogeneous
resources that may require optimising many objectives simultaneously.
Assessing the impact of an increased number of objectives is a complex

task that needs further research.

. As discussed throughout this thesis, trading CoT resources is a multifaceted
process that involves many aspects. This complexity would likely produce
more trading requirements that need to be addressed. These requirements
have to be formulated as trading objectives for optimisation. Therefore,

further exploration of trading and QoS requirements is needed.

. Although this thesis presented an experimental evaluation of various
optimisation algorithms, there is a wide range of optimisation algorithms
that could be evaluated. The behaviour of optimisation algorithms vary
significantly from one another and therefore deserve the focus of future

work to obtain better results and make the trading process more efficient.

. It would be interesting to integrate machine learning with
optimisation-based approaches to improve the optimality of proposed
trading objectives. Machine learning can aid the performance of
optimisation algorithms by testing the ongoing optimisation results and
either guide the optimiser toward a better direction or trigger the

termination criteria promptly.
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6. Although the experiments performed in this thesis attempted to simulate
the distributed system behaviour, implementing the proposed work in this
thesis on a real distributed environment would be very valuable. It is likely
to be challenging and costly but worth the attempt to advance real-world

systems for future computing paradigms such as CoT.

140



References

1]

MOHAMMAD AAzAM AND EUI-NAM HUH. Fog computing and smart
gateway based communication for cloud of things. In 2014 International
Conference on Future Internet of Things and Cloud, pages 464-470. IEEE,
2014. 4

MOHAMMAD AAzAM, IMRAN KHAN, AYMEN ABDULLAH ALSAFFAR,
AND Eur-Nam HuH. Cloud of things: Integrating internet of things
and cloud computing and the issues involved. In Applied Sciences and
Technology (IBCAST), 2014 11th International Bhurban Conference on,
pages 414-419. IEEE, 2014. 11, 15

SHERIF ABDELWAHAB, BECHIR HAMDAOUI, MOHSEN GUIZANI, AND
AMMAR RAYES. Enabling smart cloud services through remote sensing: An
internet of everything enabler. IEEE Internet of Things Journal, 1[3]:276—
288, 2014. 16

SHERIF ABDELWAHAB, BECHIR HAMDAOUI, MOHSEN GUIZANI, AND
TAIEB ZNATI. Cloud of things for sensing as a service: sensing resource

discovery and virtualization. In Global Communications Conference

(GLOBECOM), 2015 IEEE, pages 1-7. IEEE, 2015. 16

SHERIF ABDELWAHAB, BECHIR HAMDAOUI, MOHSEN GUIZANI, AND
TAIEB ZNATI. Cloud of things for sensing-as-a-service: Architecture,
algorithms, and use case. IEEFE Internet of Things Journal, 3[6]:1099-1112,
2016. 11, 15

RACHIT AGARWAL, DAvVID GOMEZ FERNANDEZ, TAREK ELSALEH,
AMELIE GYRARD, JORGE LANzA, Luis SANCHEZ, NIKOLAOS

141



REFERENCES

[10]

[13]

GEORGANTAS, AND VALERIE ISSARNY. Unified iot ontology to enable
interoperability and federation of testbeds. In 2016 IEEFE 3rd World Forum
on Internet of Things (WF-IoT), pages 70-75. IEEE, 2016. 42

SVEN AKKERMANS, WILFRIED DANIELS, GOWRI SANKAR R, BRUNO
CrispO, AND DANNY HUGHES. Cerberos: a resource-secure os for
sharing iot devices. In Proceedings of the 2017 International Conference
on Embedded Wireless Systems and Networks, pages 96-107. Junction
Publishing, 2017. 1, 6, 13, 15, 23

SVEN AKKERMANS, NICOLAS SMALL, WOUTER JOOSEN, AND DANNY
HuaGHES. Niflheim: End-to-end middleware for applications across all tiers
of the iot. In Proceedings of the 15th ACM Conference on Embedded Network
Sensor Systems, page 41. ACM, 2017. 1, 6, 23

ArAa  AvL-FuqQaHA, MOHSEN GUIZANI, MEHDI MOHAMMADI,
MOHAMMED ALEDHARI, AND MOUSSA AYYASH. Internet of things:
A survey on enabling technologies, protocols, and applications. [EEE
Communications Surveys € Tutorials, 17[4]:2347-2376, 2015. 4, 11, 15

NAJLA AL-NABHAN, NADIA AL-ABOODY, AND ABM ALIM AL ISLAM.

A hybrid iot-based approach for emergency evacuation. Computer
Networks, 155:87-97, 2019. 26

AHMED SALIM AL RAWAHI, KEVIN LEE, AND AHMAD LOTFI. Adaptive
trading of cloud of things resources. In 2019 IEEE 7th International
Conference on Future Internet of Things and Cloud (FiCloud). IEEE, 2019.
139

BENOIT LHEUREUX ALFONSO VELOSA, ROY SCHULTE. Hype Cycle for
the Internet of Things, 2016, 2016 (accessed June 28, 2018). https://www.
gartner.com/doc/3371743/hype-cycle-internet-things-. 3

GIANLUCA Arol, GIUSEPPE CALICIURI, GIANCARLO FORTINO,
RAFFAELE GRAVINA, PASQUALE PAce, WILMA RUSSO, AND
CLAUDIO SAVAGLIO. Enabling iot interoperability through opportunistic
smartphone-based mobile gateways. Journal of Network and Computer
Applications, 81:74-84, 2017. 31

142


https://www.gartner.com/doc/3371743/hype-cycle-internet-things-
https://www.gartner.com/doc/3371743/hype-cycle-internet-things-

REFERENCES

[14]

[15]

[16]

[19]

[20]

[21]

DANILO ARDAGNA, GIULIANO CASALE, MICHELE CIAVOTTA, JUAN F
PEREZ, AND WEIKUN WANG. Quality-of-service in cloud computing:
modeling techniques and their applications. Journal of Internet Services
and Applications, 5[1]:11, 2014. 21

MICHAEL ARMBRUST, ARMANDO FOX, REAN GRIFFITH, ANTHONY D
JosepH, RANDY KaTz, ANDY KONWINSKI, GUNHO LEE, DAVID
PATTERSON, ARIEL RABKIN, ION STOICA, ET AL. A view of cloud
computing. Communications of the ACM, 53[4]:50-58, 2010. 2

IRFAN AWAN AND MUHAMMAD Y OUNAS. Towards qos in internet of things
for delay sensitive information. In International Conference on Mobile Web

and Information Systems, pages 86-94. Springer, 2013. 22

THAR BAKER, MUHAMMAD AsiM, HissAM TAWFIK, BANDAR
ALDAWSARI, AND RAJKUMAR BUYYA. An energy-aware service
composition algorithm for multiple cloud-based iot applications. Journal of
Network and Computer Applications, 89:96-108, 2017. 26

JAVIER BARBARAN, MANUEL DfAz, AND BARTOLOME RUBIO. A virtual
channel-based framework for the integration of wireless sensor networks
in the cloud. In Future Internet of Things and Cloud (FiCloud), 201}
International Conference on, pages 334-339. IEEE, 2014. 15

YAzID BENAZZOUZ, CHRISTOPHE MUNILLA, OZAN GUNALP, MATHIEU
GALLISSOT, AND LEVENT GURGEN. Sharing user iot devices in the cloud.
In Internet of Things (WF-10T), 2014 IEEE World Forum on, pages 373—
374. IEEE, 2014. 5

BENJAMIN BILLET AND VALERIE ISSARNY. From task graphs to concrete
actions: a new task mapping algorithm for the future internet of things. In
Mobile Ad Hoc and Sensor Systems (MASS), 2014 IEEE 11th International
Conference on, pages 470-478. IEEE, 2014. 16

ABDUR RAHIM BIiSWAS AND RAFFAELE GIAFFREDA. Iot and cloud
convergence: Opportunities and challenges. In Internet of Things (WEF-
IoT), 2014 IEEE World Forum on, pages 375-376. IEEE, 2014. 2

143



REFERENCES

[22]

[23]

[26]

[27]

28]

[29]

ALBERTO BLAZQUEZ RODRIGUEZ. Security and aaa architectures in an
iot marketplace, 2014. 19

ALESSIO BorTA, WALTER DE DONATO, VALERIO PERSICO, AND
ANTONIO PESCAPE. On the integration of cloud computing and internet
of things. In Future Internet of Things and Cloud (FiCloud), 2014
International Conference on, pages 23-30. IEEE, 2014. 14, 15

ALESSIO BorTA, WALTER DE DONATO, VALERIO PERSICO, AND
ANTONIO PESCAPE. Integration of cloud computing and internet of things:
a survey. Future Generation Computer Systems, 56:684-700, 2016. 3, 12,
13

ARNE BRORING, STEFAN ScHMID, CORINA-KIM SCHINDHELM,
ABDELMAJID KHELIL, SEBASTIAN KABISCH, DENIS KRAMER, DANH
LE Pnuoc, JELENA MiTic, DARKO ANICIC, AND ERNEST
TENIENTE LOPEZ. Enabling iot ecosystems through platform
interoperability. IEEE software, 34[1]:54-61, 2017. 19

MASSIMILIANO CARAMIA AND STEFANO GIORDANI. Resource allocation

in grid computing: an economic model. WSFEAS Transactions on Computer
Research, 3:19-27, 2008. 23

SEAN CARLIN AND KEVIN CURRAN. Cloud computing security. In

Pervasive and Ubiquitous Technology Innovations for Ambient Intelligence
Environments, pages 12-17. IGI Global, 2013. 5

EVERTON CAVALCANTE, JORGE PEREIRA, MARCELO PITANGA ALVES,
PEDRO Maia, RoNICELI MOURA, THAIS BaATisTA, Fravia C
DEeLicATO, AND PAULO F PIRES. On the interplay of internet of
things and cloud computing: A systematic mapping study. Computer
Communications, 89:17-33, 2016. 3, 14

ANTONIO CELESTI, MARIA FAZIO, MAURIZIO GIACOBBE, ANTONIO
PurLiaAriTO, AND MASSIMO VILLARI. Characterizing cloud federation
in iot. In 2016 30th International Conference on Advanced Information
Networking and Applications Workshops (WAINA), pages 93-98. IEEE,
2016. 4

144



REFERENCES

[30]

[31]

[32]

[33]

[37]

[38]

SIVADON CHAISIRI, BU-SUNG LEE, AND DuSIT N1vATO. Optimization

of resource provisioning cost in cloud computing. [EFEE Transactions on
Services Computing, 5[2]:164-177, 2012. 46

CHII CHANG, SATISH NARAYANA SRIRAMA, AND RAJKUMAR BUYYA.

Mobile cloud business process management system for the internet of things:
a survey. ACM Computing Surveys (CSUR), 49[4]:70, 2017. 14

VICTOR CHARPENAY, HOAN NGUYEN, MOHAMAD IBRAHIM, ACHILLE
ZAPPA, AND ARNE BRORING. Matching offerings and queries on an
internet of things marketplace. In Furopean Semantic Web Conference,
pages 66—71. Springer, 2018. 18

YEONGHO CHOI AND YUJIN LiM. Optimization approach for resource
allocation on cloud computing for iot. International Journal of Distributed
Sensor Networks, 12[3]:3479247, 2016. 18, 22

KATIE COSTELLO. Gartner Forecasts Worldwide Public Cloud Revenue to
Grow 17.5 Percent in 2019, 2019 (accessed September 8, 2019). . 3

CostAs COURCOUBETIS, MANOS DRAMITINOS, THIERRY RAYNA,
SERGIOS SOURSOS, AND GEORGE D STAMOULIS. Market mechanisms
for trading grid resources. In International Workshop on Grid Economics
and Business Models, pages 58-72. Springer, 2008. 23

NADER DANESHFAR, NIKOLAOS PAPPAS, VALENTIN POLISHCHUK,
AND VANGELIS ANGELAKIS. Service allocation in a mobile fog
infrastructure under availability and qos constraints. In 2018 IEEE Global
Communications Conference (GLOBECOM), pages 1-6. IEEE, 2018. 33

FRANCISCO DE LA VEGA, JAVIER SORIANO, MIGUEL JIMENEZ, AND
DAviD LizCcANO. A peer-to-peer architecture for distributed data

monetization in fog computing scenarios. Wireless Communications and
Mobile Computing, 2018, 2018. 20

KALYANMOY DEB AND HIMANSHU JAIN. An evolutionary many-objective

optimization algorithm using reference-point-based nondominated sorting

145



REFERENCES

[39]

[40]

[41]

[42]

[43]

[44]

approach, part i: solving problems with box constraints. IEEFE Transactions
on Evolutionary Computation, 18[4]:577-601, 2014. 78

KaryanMoy DEB, AMRIT PRATAP, SAMEER AGARWAL, AND TAMT
MEYARIVAN. A fast and elitist multiobjective genetic algorithm: Nsga-ii.
IEEE transactions on evolutionary computation, 6[2]:182-197, 2002. 64, 78

FLAviA C DELICATO, PAULO F PIRES, THAIS BATISTA, ET AL. Resource
management for Internet of Things. Springer, 2017. 16

LuBNA LuxMmi DHIRANI, THOMAS NEWE, ELFED LEWIS, AND SHAHZAD
Ni1zaMANI. Cloud computing and internet of things fusion: Cost issues.
In 2017 Eleventh International Conference on Sensing Technology (ICST),
pages 1-6. IEEE, 2017. 27

MANUEL DfAz, CRISTIAN MARTIN, AND BARTOLOME RUBIO. State-of-
the-art, challenges, and open issues in the integration of internet of things
and cloud computing. Journal of Network and Computer Applications,
67:99-117, 2016. 4, 11, 12, 94

SALVATORE DISTEFANO, GIOVANNI MERLINO, AND ANTONIO
PurLiaAriTO. Enabling the cloud of things. In 2012 Sizth International
Conference on Innovative Mobile and Internet Services in Ubiquitous
Computing, pages 858-863. IEEE, 2012. 11

SALVATORE DISTEFANO, GIOVANNI MERLINO, AND ANTONIO
PuLiAriTO. Towards the cloud of things sensing and actuation as a
service, a key enabler for a new cloud paradigm. In P2P, Parallel, Grid,
Cloud and Internet Computing (3PGCIC), 2013 Fighth International
Conference on, pages 60-67. IEEE, 2013. 11, 15

SALVATORE DISTEFANO, GIOVANNI MERLINO, AND ANTONIO
PuLIAFITO. A utility paradigm for iot: The sensing cloud. Pervasive and
mobile computing, 20:127-144, 2015. 17

CHARALAMPOS DOUKAS AND ILIAS MAGLOGIANNIS. Bringing iot and

cloud computing towards pervasive healthcare. In Innovative Mobile and

146



REFERENCES

[47]

[48]

[51]

[52]

[53]

Internet Services in Ubiquitous Computing (IMIS), 2012 Sixth International
Conference on, pages 922-926. IEEE, 2012. 14

REN DuAN, XIAOJIANG CHEN, AND TIANZHANG XING. A qos
architecture for iot. In Internet of Things (iThings/CPSCom), 2011
International Conference on and 4th International Conference on Cyber,
Physical and Social Computing, pages 717-720. IEEE, 2011. 21

YucoNG DuAN, GUOHUA FuU, NIANJUN ZHOU, XIAOBING SUN,
NANJANGUD C NARENDRA, AND BO Hu. Everything as a service (xaas)
on the cloud: origins, current and future trends. In 2015 IFEE 8th
International Conference on Cloud Computing, pages 621-628. IEEE, 2015.
4

IVAN FARRIS, LEONARDO MILITANO, MICHELE NITTI, LUIGI ATZORI,
AND ANTONIO IERA. Mifaas: A mobile-iot-federation-as-a-service model
for dynamic cooperation of iot cloud providers.  Future Generation
Computer Systems, 70:126-137, 2017. 18

MARIA FAZ1O0, ANTONIO CELESTI, ANTONIO PULIAFITO, AND MASSIMO
VILLARI. An integrated system for advanced multi-risk management based
on cloud for iot. In Advances onto the Internet of Things, pages 253—-269.
Springer, 2014. 15

ZESONG FEI, BIN LI, SHAOSHI YANG, CHENGWEN XING, HONGBIN
CHEN, AND LAJOS HANZO. A survey of multi-objective optimization in

wireless sensor networks: Metrics, algorithms, and open problems. [FEE
Communications Surveys € Tutorials, 19[1]:550-586, 2017. 33

PAULA FRAGA-LAMAS, TiaAGo M FERNANDEZ-CARAMES, MANUEL
SUAREZ-ALBELA, LuUis CASTEDO, AND MIGUEL GONZALEZ-LOPEZ. A

review on internet of things for defense and public safety. Sensors,
16[10]:1644, 2016. 12

JOSE ANTONIO GALACHE, TAKURO YONEZAWA, LEVENT GURGEN,
DANIELE PAVIA, MARCO GRELLA, AND HIROYUKI MAEOMICHI. Clout:

Leveraging cloud computing techniques for improving management of

147



REFERENCES

[54]

[55]

[56]

[60]

[61]

massive iot data. In 2014 IEEFE 7th International Conference on Service-
Oriented Computing and Applications, pages 324-327. IEEE, 2014. 15

SAURABH KUMAR GARG, CHRISTIAN VECCHIOLA, AND RAJKUMAR
Buyya. Mandi: a market exchange for trading utility and cloud computing
services. The Journal of Supercomputing, 64[3]:1153-1174, 2013. 6, 23

AMMAR GHARAIBEH, ABDALLAH KHREISHAH, MEHDI MOHAMMADI,
AvLA AL-FuQAaHA, IssA KHALIL, AND AMMAR RAYES. Online auction
of cloud resources in support of the internet of things. IEEFE Internet of
Things Journal, 4]5]:1583-1596, 2017. 18

HADI GOUDARZI AND MASSOUD PEDRAM. Multi-dimensional sla-based
resource allocation for multi-tier cloud computing systems. In Cloud
Computing (CLOUD), 2011 IEEFE International Conference on, pages 324—
331. IEEE, 2011. 33

GSMA. Understanding the internet of things (iot), 2014. 27

JAYAVARDHANA GUBBI, RAJKUMAR BUYYA, SLAVEN MARUSIC, AND
MARIMUTHU PALANISWAMI.  Internet of things (iot): A vision,

architectural elements, and future directions. Future generation computer
systems, 29[7]:1645-1660, 2013. 14

LizHENG GUO, SHUGUANG ZHAO, SHIGEN SHEN, AND CHANGYUAN

JIANG. Task scheduling optimization in cloud computing based on heuristic
algorithm. JNW, 7[3]:547-553, 2012. 32

MATEUSZ GUZEK, PASCAL BOUVRY, AND EL-GHAZALI TALBI. A survey
of evolutionary computation for resource management of processing in cloud
computing. [EEE Computational Intelligence Magazine, 10[2]:53-67, 2015.
15, 33

SARA HACHEM, THIAGO TEIXEIRA, AND VALERIE ISSARNY. Ontologies
for the internet of things. In Proceedings of the 8th middleware doctoral
symposium, page 3. ACM, 2011. 42

148



REFERENCES

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

SARRA HAMMOUDI, ZIBOUDA ALIOUAT, AND SAAD HAROUS. A new
infrastructure as a service for iot-cloud. In 2018 14th International Wireless
Communications & Mobile Computing Conference (IWCMC), pages 786—
792. IEEE, 2018. 5

NIKOLAUS  HANSEN, SIBYLLE D  MULLER, AND  PETROS
KouMouUTSAKOS. Reducing the time complexity of the derandomized

evolution strategy with covariance matrix adaptation (cma-es).
FEvolutionary computation, 11[1]:1-18, 2003. 64

SHAWN HERNAN, ScOTT LAMBERT, TOMASZ OSTWALD, AND ADAM
SHOSTACK. Threat modeling-uncover security design flaws using the stride
approach. MSDN Magazine-Louisville, pages 68-75, 2006. 75

VINH Ho-Huu, SANDER HARTJES, HENDRIKUS G VISSER, AND
RICHARD CURRAN. An efficient application of the moea/d algorithm for

designing noise abatement departure trajectories. Aerospace, 4[4]:54, 2017.
109

ILuAM HUSEYINOV AND ALI BAYRAKDAR. Performance evaluation of
nsga-iii and spea2 in solving a multi-objective single-period multi-item
inventory problem. In 2019 4th International Conference on Computer
Science and Engineering (UBMK), pages 531-535. IEEE, 2019. 109

ExosiTE INC. Build your smart-product empire with Exchange, an IoT
marketplace. https://exosite.com/iot-marketplace/, 2019. [Online;
accessed 12-September-2019]. 20

GOOGLE INcC. Google Cloud IoT. https://cloud.google.com/
solutions/iot/, 2019. [Online; accessed 12-September-2019]. 14

PTC Inc. PTC Marketplace. https://www.ptc.com/marketplace/
about, 2019. [Online; accessed 12-September-2019]. 20

SENSORCLOUD INC. Solutions. https://sensorcloud.com/solutions,
2019. [Online; accessed 12-September-2019]. 14

TERBINE INC. The Global Exchange for IoT Data. https://terbine.
com/, 2019. [Online; accessed 12-September-2019]. 20

149


https://exosite.com/iot-marketplace/
https://cloud.google.com/solutions/iot/
https://cloud.google.com/solutions/iot/
https://www.ptc.com/marketplace/about
https://www.ptc.com/marketplace/about
https://sensorcloud.com/solutions
https://terbine.com/
https://terbine.com/

REFERENCES

[72]

[73]

[74]

[75]

[76]

THE MATHWORKS INC. ThingSpeak for IoT Projects. https://
thingspeak.com/, 2019. [Online; accessed 12-September-2019]. 14

EUROPEAN IOT PLATFORMS INITIATIVE. [oT Marketplace. https://
market.big-iot.org/, 2018. [Online; accessed 15-November-2018]. 18

SHRENIK JAIN, SURESH PURINI, AND PUDURU V REDDY. A multi-cloud
marketplace model with multiple brokers for iaas layer and generalized
stable matching. In 2018 IEEE/ACM 11th International Conference on
Utility and Cloud Computing (UCC), pages 257-266. IEEE, 2018. 23

PETER BissonN JONATHAN WOETZEL RICHARD DoBBs
JACQUES BUGHIN JAMES MANYIKA, MICHAEL CHUI AND DAN
AHARON. Unlocking the potential of the Internet of Things, 2016. . 3

BARKHA JAVED, PETER BLOODSWORTH, RAIHAN UR RASOOL,
KAMRAN MUNIR, AND OMER RANA. Cloud market maker: An automated
dynamic pricing marketplace for cloud users. Future Generation Computer
Systems, 54:52—67, 2016. 23

ADRIAN JUAN-VERDEJO AND BHOLANATHSINGH SURAJBALI ~ Xaas
multi-cloud marketplace architecture enacting the industry 4.0 concepts.

In Doctoral Conference on Computing, Electrical and Industrial Systems,
pages 11-23. Springer, 2016. 19

BURAK KANTARCI AND HUSSEIN T MOUFTAH. Trustworthy sensing for

public safety in cloud-centric internet of things. IFEFE Internet of Things
Journal, 1[4]:360-368, 2014. 18

JAMES KEMPF, SAMBIT NAYAK, REMI ROBERT, JiM FENG,
KunaL RAJAN DESHMUKH, ANSHU SHUKLA, ALEKSANDRA OBESO
DUQUE, NANJANGUD NARENDRA, AND JOHAN SJOBERG. The nubo
virtual services marketplace. arXiv preprint arXiv:1909.04934, 2019. 23

JAMES KENNEDY. Particle swarm optimization. In FEncyclopedia of
machine learning, pages 760-766. Springer, 2011. 60

150


https://thingspeak.com/
https://thingspeak.com/
https://market.big-iot.org/
https://market.big-iot.org/

REFERENCES

[81]

[82]

[83]

[38]

YACINE KESSACI, NOUREDINE MELAB, AND EL-GHAZALI TALBI. A
pareto-based genetic algorithm for optimized assignment of v requests on
a cloud brokering environment. In Evolutionary Computation (CEC), 2013
IEEE Congress on, pages 2496-2503. IEEE, 2013. 33

MOHAMED ESSAID KHANOUCHE, YACINE AMIRAT, ABDELGHANI
CHIBANI, MOUSSA KERKAR, AND ALI YACHIR. Energy-centered and
qos-aware services selection for internet of things. IEEFE Transactions on
Automation Science and Engineering, 13[3]:1256-1269, 2016. 21

HouriEH KHODKARI, SAEED GHAZI-MAGHREBI, AND ABBAS ASOSHEH.
Assurance of qos in the integration of cloud services and internet of

things. In 2017 International Symposium on Networks, Computers and
Communications (ISNCC), pages 1-5. IEEE, 2017. 21

SEONG HooN KiM AND DAEYOUNG KiM. Multi-tenancy support with
organization management in the cloud of things. In Services Computing
(SCC), 2013 IEEE International Conference on, pages 232-239. IEEE,
2013. 15

SUNGWOOK KiMm. Nested game-based computation offloading scheme for
mobile cloud iot systems. EURASIP Journal on Wireless Communications
and Networking, 2015[1]:229, 2015. 18

RoozBEH HAGHNAZAR KOOCHAKSARAEI, [IVAN REINALDO MENEGHINI,
ViTOR NAZARIO COELHO, AND FREDERICO GADELHA GUIMARAES.
A new visualization method in many-objective optimization with chord
diagram and angular mapping. Knowledge-Based Systems, 138:134—-154,
2017. 86

MATTHIAS KOVATSCH, MARTIN LANTER, AND ZACH SHELBY.
Californium: Scalable cloud services for the internet of things with coap.
In Internet of Things (I0T), 2014 International Conference on the, pages
1-6. IEEE, 2014. 12

BHASKAR KRISHNAMACHARI, JERRY POWER, SEON Ho KiM, AND
CYRUS SHAHABI. I3: An iot marketplace for smart communities.

151



REFERENCES

[89]

[90]

[91]

[93]

[94]

[95]

In Proceedings of the 16th Annual International Conference on Mobile
Systems, Applications, and Services, pages 498-499. ACM, 2018. 19

SAKU KUKKONEN AND JOUNI LAMPINEN. Gde3: The third evolution step

of generalized differential evolution. In Evolutionary Computation, 2005.
The 2005 IEEE Congress on, 1, pages 443-450. IEEE, 2005. 64

MRITYUNJAY KUMAR AND RAM BHUSHAN AGNIHOTRI. Sharing unused
user iot devices in the cloud. In 2019 3rd International conference on
FElectronics, Communication and Aerospace Technology (ICECA), pages
400-403. IEEE, 2019. 5

TEERAWAT KUMRAI, KAORU OTA, MIANXIONG DONG, JAY KISHIGAMI,
AND DAN KEUN SuNG. Multiobjective optimization in cloud brokering
systems for connected internet of things. IEEFE Internet of Things Journal,
4[2]:404-413, 2017. 17, 98

KEVIN LEE, AHMED SALIM ALRAWAHI, AND DANNY TOOHEY.
Enabling commodity environmental sensor networks using multi-attribute
combinatorial marketplaces. In Communications (APCC), 2013 19th Asia-
Pacific Conference on, pages 115-120. IEEE, 2013. 23

KEvIN LEE, GEORG BUSS, AND DANIEL VEIT. A heuristic approach
for the allocation of resources in large-scale computing infrastructures.
Concurrency and Computation: Practice and Ezperience, 28[5]:1527-1547,
2016. 6, 17

KEVIN LEE AND DANNY HUGHES. System architecture directions for
tangible cloud computing. In Cryptography and Network Security, Data
Mining and Knowledge Discovery, E-Commerce & Its Applications and
Embedded Systems (CDEE), 2010 First ACIS International Symposium on,
pages 258-262. IEEE, 2010. 4, 11

KEVIN LEE, DAVID MURRAY, DANNY HUGHES, AND WOUTER JOOSEN.

Extending sensor networks into the cloud using amazon web services. In
Networked Embedded Systems for Enterprise Applications (NESEA), 2010
IEEE International Conference on, pages 1-7. IEEE, 2010. 4, 10, 12, 16

152



REFERENCES

[96]

[97]

[98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

LING L1, SHANCANG LI, AND SHANSHAN ZHAO. Qos-aware scheduling

of services-oriented internet of things. IFEFE Transactions on Industrial
Informatics, 10[2]:1497-1505, 2014. 21

SHANCANG L1, Lt DA XU, AND SHANSHAN ZHAO. 5g internet of things:
A survey. Journal of Industrial Information Integration, 10:1-9, 2018. 11

WEI L1, IGOr SANTOS, FLAviA C DeLicATO, PAULO F PIRES, Lucr
PirMEZ, WEI WEI, HOUBING SONG, ALBERT ZOMAYA, AND SAMEE
KHAN. System modelling and performance evaluation of a three-tier cloud
of things. Future Generation Computer Systems, 70:104-125, 2017. 11, 15,
16

YuJiN LiM AND JAESUNG PARK. Sensor resource sharing approaches in

sensor-cloud infrastructure. International Journal of Distributed Sensor
Networks, 10[4]:476090, 2014. 42

CHUN-CHENG LIN, DER-JIUNN DENG, AND LIANG-YI Lu. Many-

objective sensor selection in iot systems. [IEEE wireless communications,
24(3]:40-47, 2017. 32

JiE LiN, WEI YU, NAN ZHANG, XINYU YANG, HANLIN ZHANG, AND
WEI ZHAO. A survey on internet of things: Architecture, enabling

technologies, security and privacy, and applications. I[IEFE Internet of
Things Journal, 4[5]:1125-1142, 2017. 4, 15

PAuL MANUEL. A trust model of cloud computing based on quality of
service. Annals of Operations Research, 233[1]:281-292, 2015. 21

SHIKHA MEHTA AND PARMEET KAUR. Scheduling data intensive scientific

workflows in cloud environment using nature inspired algorithms. In
Nature-Inspired Algorithms for Big Data Frameworks, pages 196-217. 1GI
Global, 2019. 32

PETER MELL, TiM GRANCE, ET AL. The nist definition of cloud
computing. 2011. 2, 11

ALEXANDRE ROBIN MIKE BOTTS. Opengis sensor model language

(sensorml) implementation specification, 2007. 42

153



REFERENCES

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

JULIEN MINERAUD, OLEKSIY MAZHELIS, XIANG SU, AND SASU
TARKOMA. A gap analysis of internet-of-things platforms. Computer
Communications, 89:5-16, 2016. 23

SuDIP MISRA, SUBARNA CHATTERJEE, AND MOHAMMAD S OBAIDAT.

On theoretical modeling of sensor cloud: A paradigm shift from wireless
sensor network. IEEE Systems journal, 11[2]:1084-1093, 2017. 16

SupIiP  MISRA, ANUJ SINGH, SUBARNA CHATTERJEE, AND
MOHAMMAD S OBAIDAT. Mils-cloud: A sensor-cloud-based architecture
for the integration of military tri-services operations and decision making.
IEEE Systems Journal, 10[2]:628-636, 2016. 3, 11, 17

PAoOLO MISSIER, SHAIMAA BAJOUDAH, ANGELO CAPOSSELE, ANDREA
GAGLIONE, AND MICHELE NATI. Mind my value: a decentralized
infrastructure for fair and trusted iot data trading. In Proceedings of the
Seventh International Conference on the Internet of Things, page 15. ACM,
2017. 20

KRESIMIR MISURA AND MARIO ZAGAR. Data marketplace for internet of
things. In Smart Systems and Technologies (SST), International Conference
on, pages 255-260. IEEE, 2016. 19

NATHALIE MITTON, SYMEON PAPAVASSILIOU, ANTONIO PULIAFITO,
AND KisHOR S TRIVEDI. Combining cloud and sensors in a smart city

environment, 2012. 15

AssAaAD MoAwAD, THOMAS HARTMANN, FRANGOIS FOUQUET,
GREGORY NAIN, JAcQUES KLEIN, AND YVES LE TRAON. Beyond
discrete modeling: A continuous and efficient model for iot. In Model
Driven Engineering Languages and Systems (MODELS), 2015 ACM/IEEE
18th International Conference on, pages 90-99. IEEE, 2015. 11

ROBERTO MORABITO. Virtualization on internet of things edge devices

with container technologies: a performance evaluation. IEEFE Access,
5:8835-8850, 2017. 22

154



REFERENCES

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

IoANNIS A MoOsCHAKIS AND HELEN D KARATZA. Towards scheduling for
internet-of-things applications on clouds: a simulated annealing approach.
Concurrency and Computation: Practice and Ezperience, 27[8]:1886-1899,
2015. 33

Husnu S NARMAN, MD SHOHRAB HOSSAIN, MOHAMMED
ATIQUZZAMAN, AND HAIYING SHEN. Scheduling internet of things
applications in cloud computing. Annals of Telecommunications, T2[1-
2]:79-93, 2017. 17

STEFAN NAsTIiC, HONG-LINH TRUONG, AND SCHAHRAM DUSTDAR.
A middleware infrastructure for utility-based provisioning of iot cloud
systems. In Edge Computing (SEC), IEEE/ACM Symposium on, pages
28-40. IEEE, 2016. 4, 15

FaLAk NAwaz, OMAR HUSSAIN, FAROOKH KHADEER HUSSAIN,
NAEEM KHALID JANJUA, MORTEZA SABERI, AND ELIZABETH CHANG.
Proactive management of sla violations by capturing relevant external
events in a cloud of things environment. Future Generation Computer
Systems, 95:26-44, 2019. 21

ANNE H NGu, MARIO GUTIERREZ, VANGELIS METSIS, SURYA NEPAL,
AND QUAN Z SHENG. lot middleware: A survey on issues and enabling
technologies. IEEE Internet of Things Journal, 4[1]:1-20, 2016. 13

TRUNG-VIET NGUYEN, LAM-SON LE, HONG-LINH TRUONG, KHUONG
NGUYEN-AN, AND PHUONG HoA1 HA. Handling service level agreements
in iot. In 2018 IEEE 22nd International Enterprise Distributed Object
Computing Conference (EDOC), pages 145-153. IEEE, 2018. 19

MATTHEW NIEKERK AND RODERIK VEER. Global market for local data.
Whitepaper, 2016. 20

ZHAOLONG NING, XIANGJIE KoNG, FENG XI1A, WEIGANG HOU, AND
XI1AOJIE WANG. Green and sustainable cloud of things: Enabling
collaborative edge computing. IEEE Communications Magazine, 57[1]:72—
78, 2019. 11

155



REFERENCES

[122]

123]

[124]

[125]

[126]

[127]

[128]

[129]

[130]

DusiT N1vaTo, X1A0 Lu, PING WANG, DONG IN KiMm, AND ZHU HAN.

Economics of internet of things: An information market approach. IEEE
Wireless Communications, 23[4]:136-145, 2016. 18, 31

MAHDA NOURA, MOHAMMED ATIQUZZAMAN, AND MARTIN (GAEDKE.

Interoperability in internet of things: Taxonomies and open challenges.
Mobile Networks and Applications, 24[3]:796-809, Jun 2019. 13

UNIVERSITY OF SURREY. CityPulse Dataset Collection. http://iot.
ee.surrey.ac.uk:8080/datasets.html, 2019. [Online; accessed 30-
September-2019]. 34

JUSTICE OPARA-MARTINS. A decision framework to mitigate vendor lock-

in risks in cloud (SaaS category) migration. PhD thesis, Bournemouth
University, 2017. 26

JUSTICE OPARA-MARTINS, M SAHANDI, AND FENG TIAN. A holistic

decision framework to avoid vendor lock-in for cloud saas migration.
Computer and Information Science, 10[3], 2017. 21

Kazim RIFAT C)ZYILMAZ, MEHMET DOGAN, AND ARDA YURDAKUL.
Idmob: Iot data marketplace on blockchain. In 2018 Crypto Valley
Conference on Blockchain Technology (CVCBT), pages 11-19. IEEE, 2018.
20

JI-SUN PARK, TAEK-YOUNG YOUN, HYE-BIN KiM, KYUNG-HYUNE
RHEE, AND SANG-UK SHIN. Smart contract-based review system for an
iot data marketplace. Sensors, 18[10]:3577, 2018. 18

PRITEE PARWEKAR. From internet of things towards cloud of
things. In Computer and Communication Technology (ICCCT), 2011 2nd
International Conference on, pages 329-333. IEEE, 2011. 11

NORMAN PATON, MARCELO AT DE ARAGAO, KEVIN LEE, ALVARO AA
FERNANDES, AND RIZOS SAKELLARIOU. Optimizing utility in cloud
computing through autonomic workload execution. Bulletin of the Technical
Committee on Data Engineering, 32[1]:51-58, 2009. 46

156


http://iot.ee.surrey.ac.uk:8080/datasets.html
http://iot.ee.surrey.ac.uk:8080/datasets.html

REFERENCES

[131]

[132]

[133]

[134]

[135]

[136]

[137]

[138]

SANTOSH PATTAR, RAJKUMAR Buyva, KUPPANNA RAJUK
VENUGOPAL, SS IYENGAR, AND LM PATNAIK. Searching for the
iot resources: Fundamentals, requirements, comprehensive review, and
future directions. IEEE Communications Surveys & Tutorials, 20[3]:2101-
2132, 2018. 13

CHARITH PERERA AND ARKADY ZASLAVSKY. Improve the sustainability
of internet of things through trading-based value creation. In Internet of
Things (WF-10T), 2014 IEEE World Forum on, pages 135-140. IEEE,
2014. 6, 13, 17, 95

CHARITH PERERA, ARKADY ZASLAVSKY, PETER CHRISTEN, AND
DiMITRIOS GEORGAKOPOULOS. Sensing as a service model for smart
cities supported by internet of things. Transactions on FEmerging
Telecommunications Technologies, 25[1]:81-93, 2014. 15

VIRGINIA PiLLoNt AND Luict ATzORI.  Consensus-based resource
allocation among objects in the internet of things. Annals  of
Telecommunications, T2[7-8]:415-429, 2017. 16

PAwANT PORAMBAGE, JUDE OKWUIBE, MADHUSANKA LIYANAGE,
MiKA YLIANTTILA, AND TARIK TALEB. Survey on multi-access edge
computing for internet of things realization. IEEE Communications Surveys
& Tutorials, 20[4]:2961-2991, 2018. 13

GOWRI SANKAR RAMACHANDRAN, RAHUL RADHAKRISHNAN, AND
BHASKAR KRISHNAMACHARI. Towards a decentralized data marketplace
for smart cities. In 4th IEEE Annual International Smart Cities Conference.
IEEE, 2018. 20

BB PrAHLADA RAO, PAVAL SALUIA, NEETU SHARMA, ANKIT MITTAL,
AND SHIVAY VEER SHARMA. Cloud computing for internet of things
& sensing based applications. In Sensing Technology (ICST), 2012 Sixth
International Conference on, pages 374-380. IEEE, 2012. 13

BusHrRA RASHID AND MUBASHIR HUSAIN REHMANI. Applications of
wireless sensor networks for urban areas: A survey. Journal of network and
computer applications, 60:192-219, 2016. 3

157



REFERENCES

[139]

[140]

[141]

142]

[143]

[144]

[145]

[146]

M MAZHAR RATHORE, ANAND PAUL, AWAIS AHMAD, AND GWANGGIL
JEON. lot-based big data: from smart city towards next generation super

city planning. International Journal on Semantic Web and Information

Systems (IJSWIS), 13[1]:28-47, 2017. 3

MARIA ALEJANDRA RODRIGUEZ AND RAJKUMAR BUYYA. A taxonomy
and survey on scheduling algorithms for scientific workflows in iaas cloud

computing environments. Concurrency and Computation: Practice and
FEzxperience, 298], 2017. 33

MARIA BARBARA SAFIANOWSKA, ROBERT GDOWSKI, AND CHINGYAO
HuaANG. Revenue maximizing auction for perishable iot resources. In
Information and Communication Technology Convergence (ICTC), 2016
International Conference on, pages 417-422. IEEE, 2016. 18

MAYRA SAMANIEGO AND RALPH DETERS. Hosting virtual iot resources
on edge-hosts with blockchain. In 2016 IEEFE International Conference on
Computer and Information Technology (CIT), pages 116-119. IEEE, 2016.
22

PARNIA SAMIMI, YOUNESS TEIMOURI, AND MURIATI MUKHTAR. A

combinatorial double auction resource allocation model in cloud computing.
Information Sciences, 357:201-216, 2016. 32

Icor L SanTos, Luct PIRMEZ, FrLaviaA C DELICATO, SAMEE U KHAN,
AND ALBERT Y ZOMAYA. Olympus: The cloud of sensors. IEFEE Cloud
Computing, 2[2]:48-56, 2015. 12

Luca ScruLro, CRISTIANO AGUzzI, MARcCO D1 FELICE, AND
TuLLio SALMON CINOTTI. Wot store: Enabling things and applications
discovery for the w3c web of things. In 2019 16th IEEE Annual Consumer
Communications € Networking Conference (CCNC), pages 1-8. IEEE,
2019. 4

DAMIAN  SERRANO, SARA  BOUCHENAK, Yousrl  KOUKI,
FREDERICO ALVARES DE OLIVEIRA JR, THOMAS LEDOUX, JONATHAN
LEJEUNE, JULIEN SOPENA, LUCIANA ARANTES, AND PIERRE SENS.

158



REFERENCES

[147)

[148]

[149]

[150]

[151]

152]

[153]

Sla guarantees for cloud services. Future Generation Computer Systems,
54:233-246, 2016. 21

DAMIAN SERRANO, SARA BOUCHENAK, YOUSRI KOUKI, THOMAS
LEDOUX, JONATHAN LEJEUNE, JULIEN SOPENA, LUCIANA ARANTES,
AND PIERRE SENS. Towards qos-oriented sla guarantees for online cloud
services. In Cluster, Cloud and Grid Computing (CCGrid), 2013 13th
IEEE/ACM International Symposium on, pages 50-57. IEEE, 2013. 21

SUGAM SHARMA, VICTOR CHANG, U SunDAY TiMm, JOHNNY WONG,
AND SHASHI GADIA. Cloud and iot-based emerging services systems.
Cluster Computing, 22[1]:71-91, 2019. 13

NICOLAS SMALL, SVEN AKKERMANS, WOUTER JOOSEN, AND DANNY
HucGHES. Niflheim: An end-to-end middleware for applications on a multi-
tier iot infrastructure. In Network Computing and Applications (NCA),
2017 IEEFE 16th International Symposium on, pages 1-8. IEEE, 2017. 15

THAMARAI SELVI SOMASUNDARAM AND KANNAN GOVINDARAJAN.
Cloudrb: A framework for scheduling and managing high-performance

computing (hpc) applications in science cloud. Future Generation Computer
Systems, 34:47-65, 2014. 33

CHRISTOS STERGIOU AND KOSTAS E PSANNIS. Recent advances delivered
by mobile cloud computing and internet of things for big data applications:
a survey. International Journal of Network Management, 27[3]:1930, 2017.
26

CHRISTOS STERGIOU, K0sTAS E Psannis, BYUNG-GYU KiMm, AND BRr1J

GUPTA. Secure integration of iot and cloud computing. Future Generation
Computer Systems, 78:964-975, 2018. 12, 13, 15

RAINER STORN AND KENNETH PRICE. Differential evolution—a simple and

efficient heuristic for global optimization over continuous spaces. Journal
of global optimization, 11[4]:341-359, 1997. 60

159



REFERENCES

[154]

[155]

[156]

[157]

[158]

[159]

[160]

[161]

[162]

AHMED SULIMAN, ZAINAB HUSAIN, MENATALLAH ABOUOUF, MANSOOR
ALBLOOSHI, AND KHALED SALAH. Monetization of iot data using smart
contracts. IET Networks, 2018. 19

DAweEx SysTEMS. The data marketplace for sharing, acquiring and
monetizing data. https://www.dawex.com/en/, 2019. [Online; accessed
12-September-2019]. 20

BOLESLAW SZYMANSKI, S YOUSAF SHAH, SAHIN CEM GEYIK, SANMAY
Das, MEENAL CHHABRA, AND PETROS ZERFOS. Market mechanisms
for value of information driven resource allocation in sensor networks.
In 2011 IEEE International Conference on Pervasive Computing and
Communications Workshops (PERCOM Workshops), pages 20-25. IEEE,
2011. 23

GIACOMO TANGANELLI, CARLO VALLATI, AND ENzO MINGOZZI.
Energy-efficient qos-aware service allocation for the cloud of things. In
2014 IEEE 6th International Conference on Cloud Computing Technology
and Science (CloudCom), pages 787-792. IEEE, 2014. 11, 12, 23

THE SIOT TEAM. IoT Network Dataset. http://www.social-iot.org/
index.php?p=downloads, 2019. [Online; accessed 30-September-2019]. 34

KENJI TEI AND LEVENT GURGEN. Clout: Cloud of things for empowering
the citizen clout in smart cities. In Internet of Things (WF-10T), 2014 IEEE
World Forum on, pages 369-370. IEEE, 2014. 11, 14

APARNA SAISREE THULUVA, ARNE BRORING, GANINDU P MEDAGODA,
HETTIGE DON, DARKO ANICIC, AND JAN SEEGER. Recipes for iot
applications. In Proceedings of the Seventh International Conference on
the Internet of Things, page 10. ACM, 2017. 18

HoNG-LINH TRUONG AND SCHAHRAM DUSTDAR. Principles for
engineering iot cloud systems. IEEE Cloud Computing, 2[2]:68-76, 2015.
14

EMMANUEL  TUYISHIMIRE, IsmAIlL  ADIEL, SLiM  REKHIS,
B ANTOINE BAGULA, AND NOUREDDINE BOUDRIGA. Internet

160


https://www.dawex.com/en/
http://www.social-iot.org/index.php?p=downloads
http://www.social-iot.org/index.php?p=downloads

REFERENCES

[163]

[164]

[165]

[166]

[167]

168

[169]

[170]

of things in motion: A cooperative data muling model under
revisit  constraints. In  Ubiquitous Intelligence €  Computing
(UIC/ATC/ScalCom/CBDCom/IoP/SmartWorld), 2016 Intl IEEE
Conferences, pages 1123-1130. IEEE, 2016. 17

Davib A VAN VELDHUIZEN AND GARY B LaMONT. Evolutionary
computation and convergence to a pareto front. In Late breaking papers
at the genetic programming 1998 conference, pages 221-228, 1998. 83, 84

Davib J WALES AND JONATHAN PK DoYEe. Global optimization by
basin-hopping and the lowest energy structures of lennard-jones clusters
containing up to 110 atoms. The Journal of Physical Chemistry A,
101[28]:5111-5116, 1997. 60

KAtwEl WANG, WUYANG ZHOU, AND SHIWEN MAO. On joint bbu/rrh

resource allocation in heterogeneous cloud-rans. IEEFE Internet of Things
Journal, 4[3]:749-759, 2017. 33

WEI WANG, KEVIN LEE, AND DAVID MURRAY. Integrating sensors with
the cloud using dynamic proxies. In Personal Indoor and Mobile Radio
Communications (PIMRC), 2012 IEEE 23rd International Symposium on,
pages 1466-1471. IEEE, 2012. 16, 26

GARY WHITE, VIVEK NALLUR, AND SIOBHAN CLARKE. Quality of

service approaches in iot: A systematic mapping. Journal of Systems and
Software, 132:186-203, 2017. 21

Y Yoon, D BAN, S HAaN, D AN, AND E HEO. Device/cloud collaboration
framework for intelligence applications. In Internet of Things, pages 49-60.
Elsevier, 2016. 16

RONG YU, YAN ZHANG, STEIN GJESSING, WENLONG XIA, AND KUN

YANG. Toward cloud-based vehicular networks with efficient resource
management. [EEE Network, 27[5]:48-55, 2013. 13, 17

ZHIFENG YUAN, GUANGHUI YU, WEIMIN L1, YIFEI YUAN, XINHUI
WANG, AND JUN XU. Multi-user shared access for internet of things.

161



REFERENCES

[171]

[172]

[173]

[174]

[175]

[176]

[177]

In 2016 IEEE 83rd Vehicular Technology Conference (VTC Spring), pages
1-5. IEEE, 2016. 5

ANDREA ZANELLA, NicoLA Bul, ANGELO CASTELLANI, LORENZO
VANGELISTA, AND MICHELE ZORZI. Internet of things for smart cities.
IEEE Internet of Things journal, 1[1]:22-32, 2014. 11

IVvANA PODNAR ZARKO, KRESIMIR PRIPUZIC, MARTIN SERRANO, AND
MANFRED HAUSWIRTH. lot data management methods and optimisation
algorithms for mobile publish /subscribe services in cloud environments. In
Networks and Commaunications (EuCNC), 2014 European Conference on,
pages 1-5. IEEE, 2014. 15

QINGFU ZHANG AND Hur Li. Moead: A multiobjective evolutionary
algorithm based on decomposition. [EFEE Transactions on evolutionary
computation, 11[6]:712-731, 2007. 109

YANG ZHANG, ZEHUI XIONG, DuUsIT NI1YATO, PING WANG, AND ZHU
HAN. Market-oriented information trading in internet of things (iot) for
smart cities. arXww preprint arXiww:1806.05583, 2018. 18

YANG ZHANG, ZEHUI XIONG, DusiT NivyaATOo, PING WANG, AND
JIANGMING JIN. Joint optimization of information trading in internet of

things (iot) market with externalities. In Wireless Communications and
Networking Conference (WCNC), 2018 IEEFE, pages 1-6. IEEE, 2018. 19

KA1l ZHAo AND LINA GE. A survey on the internet of things security.

In 2013 Ninth international conference on computational intelligence and
security, pages 663-667. IEEE, 2013. 77

SEBASTIEN ZIEGLER, CEDRIC CRETTAZ, AND IAN THOMAS. Ipv6 as a
global addressing scheme and integrator for the internet of things and the
cloud. In Advanced Information Networking and Applications Workshops
(WAINA), 2014 28th International Conference On, pages 797-802. IEEE,
2014. 14

162



REFERENCES

[178]

[179]

[180]

[181]

PauL ZikopouLos, CHRIS EATON, ET AL. Understanding big data:

Analytics for enterprise class hadoop and streaming data. McGraw-Hill
Osborne Media, 2011. 13

ECKART ZITZLER AND SIMON KUNzLI. Indicator-based selection in

multiobjective search. In International Conference on Parallel Problem
Solving from Nature, pages 832-842. Springer, 2004. 109

ECKART ZITZLER, LOTHAR THIELE, MARCO LAUMANNS, CARLOS M
FonsEcA, AND VIVIANE DA FONSECA GRUNERT. Performance
assessment of multiobjective optimizers: An analysis and review. TIK-
Report, 139, 2002. 84

ECKART ZIZTLER, MARCO LAUMANNS, AND LOTHAR THIELE. Spea2:
Improving the strength pareto evolutionary algorithm for multiobjective

optimization. Fvolutionary Methods for Design, Optimization, and Control,
pages 95-100, 2002. 78, 109

163



	Contents
	Nomenclature
	List of Figures
	List of Tables
	1 Introduction
	1.1 Overview
	1.2 Cloud of Things
	1.2.1 Cloud Computing
	1.2.2 Internet of Things
	1.2.3 Cloud of Things

	1.3 Shared Access to CoT Resources
	1.4 Trading CoT Resources
	1.5 Aims and Objectives
	1.6 Research Contributions
	1.7 Thesis Outline

	2 Literature Review
	2.1 Introduction
	2.2 Integrating Cloud Computing and Internet of Things
	2.2.1 Motivations for Cloud of Things
	2.2.1.1 Functional Properties
	2.2.1.2 Computing Resources
	2.2.1.3 Business Values

	2.2.2 Integration Approaches

	2.3 Resource Allocation in CoT
	2.4 Commoditisation of CoT Resources
	2.4.1 IoT Trading Mechanisms
	2.4.2 IoT Marketplace Architectures

	2.5 Quality of Service in Cloud of Things
	2.6 Discussion

	3 Trading Cloud of Things Resources
	3.1 Introduction
	3.2 Motivations for Trading Cloud of Things Resources
	3.3 Requirements for Trading Cloud of Things Resources
	3.4 Motivations for The Proposed Approach
	3.5 Methodology
	3.6 Discussion

	4 Proposed Optimisation-Based Approach for Trading Cloud of Things Resources
	4.1 Introduction
	4.2 Proposed Approach for Trading CoT Resources
	4.2.1 The Marketplace System
	4.2.2 The Marketplace Participants
	4.2.3 A Multi-attribute Description Model for CoT Resource
	4.2.4 The Optimisation Model
	4.2.5 Trading objectives

	4.3 Enabling Shared Access to CoT Resources
	4.4 Case Study
	4.4.1 Resource Providers
	4.4.2 Resource Consumers

	4.5 Preliminary Evaluation
	4.5.1 Evaluating The Proposed Trading Approach
	4.5.1.1 Experimental Setup
	4.5.1.2 Experimental Results

	4.5.2 Evaluating The Exclusive Shared Access Strategy
	4.5.2.1 Experimental Setup
	4.5.2.2 Experimental Results


	4.6 Discussion

	5 AMACoT: A Marketplace Architecture for Trading Cloud of Things Resources
	5.1 Introduction
	5.2 Trading Objectives
	5.3 The Marketplace Architecture
	5.4 Threat Analysis
	5.5 Experimental Evaluation
	5.5.1 Experimental Setup
	5.5.2 Implementation Verification
	5.5.3 Algorithmic Evaluation

	5.6 Discussion

	6 A Multiobjective QoS Model for Trading Cloud of Things Resources
	6.1 Introduction
	6.2 QoS-Based Resource Allocation Model for CoT Applications
	6.2.1 QoS Attributes for CoT Application
	6.2.2 Problem Formulation
	6.2.3 Problem Complexity
	6.2.4 Marketplace System Architecture
	6.2.5 Illustrative Scenario
	6.2.6 Single Objective Optimisation Problem
	6.2.7 Multiobjective Optimisation Problem
	6.2.7.1 The Weighted Sum Method
	6.2.7.2 Multiobjective Optimisation


	6.3 Evaluation
	6.3.1 Experimental Setup
	6.3.2 Experimental Results
	6.3.2.1 Single Objective Problem
	6.3.2.2 Multi-Objective Problem


	6.4 Discussion

	7 Conclusions and Future Work
	7.1 Summary
	7.2 Concluding Remarks
	7.2.1 Integrating Cloud Computing and IoT
	7.2.2 Shared Access to CoT Resources
	7.2.3 Optimisation-based Market Mechanisms for Trading CoT Resources
	7.2.4 A Marketplace System for Trading CoT Resources
	7.2.5 QoS for Trading CoT Resources

	7.3 Directions for Future Work

	References

