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Introduction

For a period of time, television and film were the only audio-visual medium to which most children were
exposed (Clark, 2011). The risks associated with children’s television viewing were primarily limited to
exposure to sexual (Peterson, 1991) and violent content (Goldstein, 1998), the nature of which were known and
relatively easy to control. Today, children are surrounded by a variety of digital media content, and therefore
they are exposed to many risks that have not yet been fully identified or quantified. Within the academic
literature, although studies indicate the risks of online activities for children have escalated substantively, it is
difficult to get a clear picture of online risks and harms (Lareki, Martinez de Morentin, Altuna, & Amenabar,
2017; Slavtcheva-Petkova, Nash, & Bulger, 2015).

The existing literature claims protection practices have substantial effects on the negative consequences of
Internet usage, depending on how much (i) individuals believe in their vulnerability to (and severity of) online
risks (Camacho, Hassanein, & Head, 2014; Hongliang Chen, Beaudoin, & Hong, 2016; Yau et al., 2014), (ii)
individuals believe in their ability to take online protective practices (H. Chen, Beaudoin, & Hong, 2016;
Gorzig, 2016), and (iii) their knowledge of Internet safety and safe behaviours online (Farrukh, Sadwick, &
Villasenor, 2014).

Despite the high possibility of encountering online risk, there is no universally accepted definition of online
risks and the way to keep children safe online. However, it is possible to diminish unpleasant consequences by
means of educational strategies and training children about self-protection techniques. Risk perception mediated
by protective action, together with children’s beliefs about their ability to perform risk-reducing behaviour, are
likely to help children to engage in coping behaviour and therefore protecting themselves (Youn, 2009).
Empirical research on the effects of protection motivation constructs (e.g., self-efficacy, perceived severity, and
susceptibility) and safety behaviour in reducing risks are inconclusive. While some researchers have found a
significant relationship between self-efficacy and protective behaviour (Feng & Xie, 2014), others have found
no significant relationship between these variables (Mohamed & Hawa, 2012).

Although studies defining the risks of online activity for children have increased substantially, within the
academic literature, it is difficult to get a clear picture of online risks and safety practices. Risks and harms
caused by using the Internet are varied and rather unidentified, as are safety practices (Donmez, Ferhan Odabast,
Kabake¢1 Yurdakul, Kuzu, & Girgin, 2017; Farrukh et al., 2014; Slavtcheva-Petkova et al., 2015). Considering
this gap, the present study aims to identify the influence of children’s self-protection techniques against online
risks, in an attempt to contribute to a deeper perspective on the nature of the risks associated with Internet usage
among children. More specifically this study is conducted to determine the effect of (i) “perceived severity of
(and susceptibility to) online risk”, (ii) “online self-efficacy”, (iii) “digital literacy”, and (iv) “online privacy
concerns” on “online risk” as well as testing the mediation effect of (v) “online privacy concerns” on the
relationship between “perceived severity of (and susceptibility to) online risk” and “online risk”.

Definitions of online risk

There is a broad range of possible risks to children from online activities. Countries’ definition of risks and
means of protecting children against these risks are different according to culture, legal framework, and style of
government. Little research has examined online risk using a standard measurement. However, as discussed by
Organisation for Economic Co-operation and Development (OECD, 2012), a systematic approach to the
classification of online risks to children has been developed by OSTWG, Internet Safety Technical Task Force
(ISTTF), European Youth Protection Roundtable Toolkit (YPRT), and the Family Online Safety Institute
(FOSI). The OSTWG defines the categories of online risks as predator danger, cyberbullying, sexting, and
inappropriate content (OSTWG, 2010). The ISTTF identifies sexual solicitation, online harassment, and
problematic content as a subgroup of online risks (Berkman Center for Internet & Society, 2008). The YPRT
establishes the types of risks related to online content (e.g. violent/illegal content, racism, child pornography,
etc.) (European Youth Protection Roundtable Toolkit, 2008). Finally, the FOSI introduced the classifications of
teen identity theft, fraud, being tracked for marketing, being bullied, ugly/unflattering pictures posted, and
security issues on the Internet (Family Online Safety Institute, 2013).

Another systematic study into online risk, which is repeated every five years in the United States, is conducted
by the Youth Internet Safety Survey (YISS) in order to quantify the unwanted or problematic experiences of
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younger Internet users, including unwanted exposure to pornography, and sexual solicitation/harassment (Jones,
Mitchell, & Finkelhor, 2013; Ybarra & Mitchell, 2005).

The European Kids Online survey, was a research network, and utilized interviews with 25,000 children and
their parents in 25 European countries from 2006 to 2009, and aimed to study the Internet and new online
technologies and identify findings across Europe, with a view to evaluating online opportunities and risks for
children, their responses along with parents’ involvement (Livingstone, Haddon, Gorzig, & Olafsson, 2011b).
EU Kids Online developed a classification of child-related online risks including content risks (whereby the
child is a recipient of unwelcome or inappropriate contents), contact risks (whereby the child participates in
risky peer or personal communication), and conduct risks (whereby the child acts themselves to contribute to
risky content or contact).

Although many studies have been conducted in various countries, Malaysia-specific classification of online
risks have yet to be identified. While surveys have been conducted by the Ministry of Science, Technology and
Innovation, MCMC, and the Women, Family and Community Development Ministry, most of them only share
descriptive-based results (Salman & Hasim, 2011; MCMC, 2011, 2012).

As the number of children who access and use the Internet increases, the exposure to various forms of online
risks also increases (Lareki et al., 2017; Teimouri et al., 2015). Conceptualized in prior studies outlined above,
online risks refer to a set of wanted or unwanted inappropriate activities by children (as an actor, a receiver, or a
participant), which includes (i) unwanted Sexual solicitation, such as requests to be exposed to unwanted
sexual activities/sexual talk/divulging sexual information against their will (Chang et al., 2014; Lareki et al.,
2017); (ii) risky sexual online behaviour, in which children participate in sexual behaviour online (Moore et
al., 2017; Teimouri et al., 2014); (iii) potentially harmful content, where children are exposed to online violent
content such as self-harm, suicide, pro-anorexia, drugs, hate/racism (Schilder, Brusselaers, & Bogaerts, 2016);
sexting, which refers to sending/receiving sexual images/videos/texts online (Samimi & Alderson, 2014); (v)
cyber-bullying, which refers to children being the victim of aggressive behaviour in the cyberspace
(Vaillancourt, Faris, & Mishna, 2017), and (vi) personal data misuse, whereby children’s information is
misused or they are a victim of Internet fraud or theft (Teimouri et al., 2015). Online risks that children are
exposed to, could generally be defined as any wanted or unwanted inappropriate activities by children (as an
actor, a receiver, or a participant) which in the present study are specified as: unwanted sexual solicitation, risky
sexual behaviour, potential harmful content, sexting, bullying, and personal data misuse.

Online risk and protection motivation behaviour

The literature claims protection practices have substantial effects on the negative consequences of Internet
usage, and it depends on the level of (i) individuals belief in their vulnerability to (and severity of) online risks
(Taddei & Contena, 2013), (ii) individuals belief in their ability to take protective practices, and (iii) their
knowledge about safety behaviours (Shillair et al., 2015; Waddell et al., 2014). One of the factors that may
influence willingness to adopt protective actions is risk perception. The perceived vulnerability or likelihood of
encountering online risk combined with perceived severity can be viewed as online perceived risk (Zwart et al.,
2009). Young Internet users are not always concerned about the negative consequences caused by online high-
risk activities such as sharing information or making friends online. Higher perceived severity of (and
susceptibility to) online risk clearly advocates that children need to protect themselves from online risks such as
cyber-bullying (Camacho et al., 2014), unwanted online sexual solicitation, and risky online sexual behaviour
(Baumgartner, Valkenburg, & Peter, 2010).

Although the awareness of privacy protection is raised by increasing Internet usage, children appear to have a
different sense of privacy, subject to factors such as age and gender (Livingstone & Gdérzig, 2012). Most studies
investigating online protection behaviour mainly focuses on disseminating information, but fail to consider how
to protect oneself in a high-risk situation such as an online sexually-related threat. Together with beliefs about
being vulnerable to risk and taking protected action, children need to acquire skills in dealing with high-risk
situations while online. These skills are known as digital literacy (OECD, 2012; Wisniewski, Xu, Rosson, &
Carroll, 2014). Digital literacy refers to a combination of knowledge, skills, and ability to use the Internet and
being aware of the consequences. Children’s level of digital literacy is highly associated with the way they use
the internet (Livingstone & Gorzig, 2012). While many children establish digital literacy skills, a lack of risk
awareness may explain negligence regarding information security (OECD, 2012). This means that digital
literacy may boost and improve children’s online experience. However, it does not seem to increase awareness
by itself.
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To promote online protection behaviour, researchers have used the construct of online self-efficacy (Ekizoglu &
Ozcinar, 2010). Online self-efficacy is an individual’s belief that they are capable and confident of recognizing
and dealing with the risky situation (Lee, Larose, & Rifon, 2008). Computer self-efficacy is increased by
increasing computer use and could be improved by training (I.-S. Chen, 2017). It was also debated that by
increasing self-efficacy, individuals can deal with some forms of online threats such as cyberbullying (Cross &
Barnes, 2015). At the same time, a user’s sense of personal responsibility has positive effects on online safety
interventions (Shillair et al., 2015). Overall, children's online protection behaviour has been found to be an
effective safeguard for children to be aware, prepared, and safe in the case of undesired, unpleasant, and/or
hurtful experiences when using the Internet.

Theoretical perspectives

While there is no specific theory underlying how online safety should be implemented, researchers have
borrowed constructs from theories that focus on health behaviour in order to generate models for promoting safe
online behaviour. Hence, the theoretical framework for this study is based on aspects of the Protection
Motivation Theory (PMT) and the Health Belief Model (HBM). The present authors specifically applied the
constructs of perceived severity of (and susceptibility to) online risk, self-efficacy in relation to online safety
concerns, and theories of behaviour change to promote healthy behaviour. These theories have considered three
main areas: (i) individuals as a unit of change, (ii) changing the family, and (iii) changing the community (Glanz
& Rimer, 2005). These types of theories have been borrowed from healthcare and they are known as the
‘expectancy—value approach’ that examine: (i) how well a person can perform a task, and (ii) the reason for
performing a task or change (e.g., health belief model; protection motivation theory) (Ng, Kankanhalli, & Xu,
2009). In order to change some aspect of behaviour or carry out a healthy action, individuals need to be assured
of the benefits they will get or the risks they may avoid.

The PMT was initially formulated by Rogers (1975). Later, Rogers, Cacioppo, and Petty (1983) extended the
theory by highlighting cognitive processes to a general scheme of persuasive communication for behavioural
change. In some studies, PMT was initiated as a result of two appraisal processes of health threat in adaptive and
maladaptive coping behaviour. PMT originally proposed to share the HBM emphasis on the cognitive processes
mediating attitudinal and behavioural change (Prentice-Dunn & Rogers, 1986). The HBM is one of the primary
theories of health behaviour and is widely recognized in the field. It was developed in the 1950s by a group of
U.S. Public Health Service social psychologists who wanted to explain why so few people were participating in
tuberculosis detection and prevention programs (Janz & Becker, 1984). The HBM initially offered four key
concepts (perceived susceptibility, perceived severity, perceived benefits, and perceived barriers). The concept
of ‘self-efficacy’ was added to meet the challenges of unhealthy behaviours such as smoking and overeating.
The PMT was an extension and re-working of HBM Intention to protect individuals from risky health
behaviours by educating them about the threat appraisal (severity and susceptibility), and coping (response
efficacy, self-efficacy) (Rosenstock, Strecher, & Becker, 1988).

The PMT model is widely employed as a model for safe decision-making and taking actions regarding health
behaviour. Likewise, researchers have begun utilizing PMT to predict and identify online threats and suggest
protective actions to understand children's perception of risks safeguards. Some examples of such predictive,
preventive, and comprehensive behaviours could be (i) identifying online security behaviour such as password
management and obtaining security training (Stanton, Mastrangelo, Stam, & Jolton, 2004); (ii) proposing a
conceptual model of user security behaviour based on risk perception (Aytes & Conolly, 2003); (iii) attitudes
towards online gambling and player protection (Wijesingha, Leatherdale, Turner, & Elton-Marshall, 2017); (iv)
examining online privacy concern in Facebook users (Saeri, Ogilvie, La Macchia, Smith, & Louis, 2014) and
teens’ online privacy protection and subsequent online information disclosure on social network sites
(Hongliang Chen et al., 2016); and (v) understanding individual email protection (Herath et al., 2014). The
HBM has also been utilized to explore users’ perceptions of being safe and secure online (Davinson & Sillence,
2014), and the impact of online and offline friendship networks on adolescent smoking and alcohol use (Huang
et al., 2014). Youn (2005), tested the threat appraisal component of PMT to examine the context of online safety
and found that higher levels of risk perception motivate teenagers to protect themselves from online privacy
threats. Drawing from a number of related theories, the present study assessed children’s level of privacy
concerns, children's perception of online risks and safety in taking online protection behaviour, and online self-
efficacy.
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Method

Participants

A total of 420 Malaysian primary and secondary school students aged 9, 10, 11, 13, 14, and 16 years in eight
schools participated in this study. The sample was selected using stratified sampling method. Students aged 12
and 15 years were excluded as they were sitting for national exams. The sample comprised 34% boys and 66%
girls with the mean age of 12.6 years.

Materials

The survey was completed offline using a ‘paper and pencil’ method. Online risks were assessed using items
from the final reports of two national studies in Europe (EU Kids Online Survey, among 25,142 children aged 9-
16 and their parent/guardians in 25 European Countries 2006-9) and the United States (Youth Internet Safety
Survey [YISS-1, 2000; YISS-2, 2005; YISS-3, 2010)]. A total of 39 items across six constructs were adapted.
Due to the sensitivity of the topic, the Malaysian Ministry of Education required that sensitive words to be
replaced and/or removed from the children’s questionnaire in order to be approved for data collection. Thus,

“having sex” was replaced by “having an inappropriate intimate relationship”; “naked pictures” and “showing
sexual acts and content” were replaced by “obscene pictures” and “obscene acts or materials” respectively.

Children were asked to answer 39 questions concerning online risks with 12 questions assessing perceived
online safety, and 22 items assessing online protection motivation. The six constructs of online risks used in the
study were: (i) a six-item scale for assessing ‘unwanted exposure to pornography’; (ii) a four-item scale
assessing ‘risky sexual online behaviour’ adapted from Youth Internet Safety Survey 1,2, and 3 (Finkelhor,
Mitchell, & Wolak, 2008, 2011; Jones, Mitchell, & Finkelhor, 2012); (iii) an eight-item scale assessing
‘sexting’, (iv) a seven-item scale assessing ‘potentially harmful user-generated content, (v) a nine-item scale
assessing bullying, and (vi) a five-item scale assessing personal data misuse adapted from EU Kids Online
Survey (Livingstone, Haddon, Goérzig, & Olafsson, 2011).

Five constructs were identified to assess the level of children’s online self-protection behaviour: (i) perceived
severity of online risk was assessed by seven items adapted from EU Kids Online, (ii) perceived susceptibility
of online risk was assessed by five items from Wirth et al. (2008) and Youn (2010), (iii) to assess online self-
efficacy, two questions addressing “privacy self-efficacy” were adopted from Youn (2009) and four question
from Ng et al. (2009) were used to address user's self-confidence in their ability to practice computer security,
together with two items of Internet self-efficacy adapted from EU Kids Online Survey were used; (iv) online
safety concern was assessed using the six-scale adopting from Youn (2009) which addresses the level of
concerns for online privacy, and (v) for assessing digital literacy, eight items of children’s digital literacy and
safety skills adopted from EU Kids Online was used.

In the present study, data were analyzed using Partial Least Square-Structural Equation Modeling (PLS-SEM)
with SmartPLS,3. PLS-SEM was used because the model is less developed and is complex with many latent
variables and indicators. Furthermore, the data are not normally distributed with a combination of formative and
reflective measurement models (Hair, Ringle, & Sarstedt, 2013). First, the measurement model including the
convergent and discriminant validity was assessed. This was followed by a structural model to test the
hypothesized paths between latent constructs.

Measurement model-PLS procedure

In order to assess the validity and reliability of measurement model, the reflective constructs were evaluated (i.e.
perceived severity of [and susceptibility to] online risk, online self-efficacy, online safety concerns, and digital
literacy), followed by the formative constructs (online risks to children). To check the validity of reflective
measurement, the results for the outer loadings, composite reliability, and AVE were presented. Convergent
validity and cross loading were checked applying Fornell-Larker criteria (Table 2). Based on Fornell-Larker
criteria (Hair et al., 2014, p.111), the square root of AVE for each construct was higher than the construct’s
highest correlation with other constructs, which indicates the achievement of convergent validity. During the
modification of the reflective measurement model, two indicators with lower loading were excluded for further
procedures. The following (i) ‘I am able to use a false name or false ID’ from online privacy concerns; and (ii)
‘I am able to find information to use the Internet safely’ from digital literacy. The other indicators with loadings
of between 0.4 to 0.7 were retained in the construct given that the deleting indicators did not significantly
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increase AVE and composite reliability of constructs (Figure 1 and 2, and Table 1. Reflective measurement
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Table 1. Reflective measurement model assessment
Constructs (Indicators) Loading  Loading

(Initial)  (modified)

Perceived severity of online risk
Itis risky if I received inappropriate message 0.85 N.C
Upset about nasty or hurtful messages 0.74 N.C
Bothered if meeting someone | knew only online 0.42 N.C
It is risky if searched for someone online to talk about inappropriate relationship 0.90 N.C
It is risky if searched for someone online to do inappropriate intimate relationship 0.93 N.C
It is risky if I sent my naked photos to someone | knew online 0.91 N.C
It is risky if | sent my address or phone number to someone knew online 0.87 N.C
Composite Reliability 0.93 N.C
AVE 0.67 N.C
Perceived susceptibility to online risk (It is risky if...)
Having conflict with parents 0.85 N.C
Getting junk or unwanted mail 0.88 N.C
Your personal information being misused 0.93 N.C
You experiencing financial loss 0.93 N.C
You experiencing identity theft 0.92 N.C
Composite Reliability 0.96 N.C
AVE 0.81 N.C
Online privacy Concern
I am able to use a false name or false ID 0.48 Del
I am able to provide incomplete information about myself 0.73 0.69
| ask somebody (e.g., parents and teachers) what | should do 0.70 0.72
I am able to read the privacy statement provided by the site 0.73 0.74

6
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I go to other websites that do not ask for my personal information 0.78 0.80

Usually, I do nothing and leave the website 0.69 0.72
Composite Reliability 0.84 0.85
AVE 0.48 0.54
Digital Literacy

| am able to bookmark a website 0.66 0.67
I am able to block messages from someone unwanted 0.75 0.75
I am able to change privacy settings for my social networking profile 0.77 0.79
| am able to delete a record of websites visited 0.66 0.70
I am able to block unwanted ads or junk mail/spam 0.75 0.75
I am able to change filter preferences 0.67 0.71
I am able to find information on how to use the Internet safely 0.45 Del
I am able to compare websites to decide if information is true 0.71 0.64
CR 0.87 0.88
AVE 0.47 0.52
Online self- Efficacy

| feel confident dealing with the ways companies collect my personal information 0.50 N.C
| feel confident learning skills that protect my privacy online 0.56 N.C
I know more about the Internet than my parents 0.72 N.C
| know lots of things about the Internet 0.66 N.C
I am confident of recognizing a suspicious email 0.87 N.C
I am confident of recognizing suspicious email headers 0.86 N.C
I am confident of recognizing suspicious email attachment filename 0.87 N.C
I can recognize a suspicious email attachment even if there was no-one around to help me 0.83 N.C
Composite Reliability 0.91 N.C
Average Variance AVE Variance inflation factor 0.56 N.C

Note: Loading modified: factor loading after delete item with loaded less than .5; Del: Item which has been
deleted; N.C: No changed: Loading is not changed after item has been deleted; AVE: Average Variance
Extracted; CR: construct reliability

Table 2. Reflective discriminant validity (Fornell-Larker Criterrium)

Constructs 1 2 3 4 5
1 Digital literacy 0.72

2 Online protective behaviour 0.63 0.73

3 Online self-efficacy 0.56 0.44 0.84

4 Perceived severity of online risk 0.4 0.49 0.47 0.87

5 Perceived susceptibility to online risk 0.19 0.22 0.23 0.58 0.9

For the evaluation of the formative measurement model, convergent validity, collinearity assessment, and
significant of indicators were assessed. Online risks were defined as the higher-component formative
measurement with six constructs. Firstly, convergent validity was examined using redundancy analysis by
correlating indicators of each formative construct with a ‘global item/measure’ for that construct. Global item is
summarized as the essence of the construct and the researcher can develop it (Hair et al., 2014), In the present
study, all six formative constructs were tested by redundancy analyses and met the criteria of convergent
validity since all exceeded the threshold (path coefficient above 0.8) (Error! Reference source not found.).

Table 3. Global item for formative construct

Construct global item Single global item Coefficient
Unwanted Sexual solicitation Seen/talked about obscene materials .88
Risky sexual behaviour Talk/act intimately .89
Potential harmful content Seen violent/aggressive materials .8
Sexting Send/received obscene massage .8
Bullying Experienced bullying online .8
Misuse of personal data Personal information has been misused online .87

Next, collinearity of the indicators was detected by evaluating variance inflation factor (VIF). All VIF values
were less than 0.5, which demonstrated there was no multicollinearity issue. High correlations are not expected
among indicators since they are not interchangeable (Hair et al., 2014). Following this, the statistical
significance of the outer weights was assessed using a bootstrapping option. The results of the online risk to
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children’s construct show that all formative indicators were significant except the “Seen anorexia or bulimia”

indicator which has been deleted (Figure 3 and Table 4).
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Table 4. Formative measurement model assessment
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Unwanted exposure to pornography
1 Unwanted obscene materials on web 0.26
2 Unwanted obscene materials on message or link 0.37
3 Unwanted e-mail or IM 0.35
4 Naked picture or inappropriate intimate relationship on message or link 0.1
5 Anyone ask to talk about inappropriate acts 0.24
6 Anyone ask to do inappropriate acts 0.17
Risky sexual online behaviour
1  Searched for someone to talk about intimate relationship 0.39
2 Searched for someone to have an intimate relationship -0.09
3 Sent obscene photos to someone you only knew online 0.5
4 Sent address or phone number to someone you only knew online 0.66
Sexting
1  Seen obscene images or videos 0.29
2 Seen obscene images or videos about private parts -0.02
3 Seen someone obscene images or videos -0.04
4 Seen intimate images or videos in violent way 0.08
5 Been sent inappropriate messages 0.42
6 Posted inappropriate material 0.21
7  Seen other people perform obscene acts 0.01
8 Received inappropriate messages (words, pictures and videos) 0.42
Potentially harmful user-generated content

3.85
417
431
0.92
2.72
1.67

2.33
0.55
3.76
591

2.91
0.29
0.52
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6.23
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1  Seen bloody movies or photos 028 308 0 068
2  Seen people beaten up 035 439 0 071
3 Seen hate messages 03 35 0 0.61
4 Seen anorexia or bulimic images 005 056 06 0.21
5 Talked about drugs 021 163 01 054
6 Seen ways of physical harming 032 392 0 068
7 Ways of committing suicide 013 112 03 031
Bullying

1 Been asked to show my private part 0.16 233 0.02 0.34
2 Been asked to talk about nasty acts 0.07 0.82 041 042
3 Received nasty or hurtful messages 0.18 233 0.02 0.69
4 Received nasty or hurtful messages about yourself 024 274 0.01 0.66
5 Received other nasty or hurtful messages 0.18 198 0.05 0.68
6 Been threatened online 0.16 239 0.02 0.39
7 Been left out or excluded 021 322 0 052
8 Received inappropriate messages that bothered you 044 53 0 0.78
9 Received inappropriate messages that encourage you to run away 0.01 0.09 0.93 0.25
Personal Data misuse

1 Misused password 057 428 0 081
2 Misused personal information you didn't like 02 117 024 0.75
3 Lost money and been cheated online 0.13 128 02 037
4 Misused personal information 0.34 199 0.05 0.61
5 Been hacked 021 158 0.12 0.62

o

o

o

o0 O0goooo

lcleNeoNoloNoNoeNoNe]

[eNelNeNo N

~

-

Note: OW: outer weights; T: t-statistic; OL: outer loading; P: p value

Results of structural model-PLS procedure

The relationships between latent variables were assessed by running a PLS algorithm. The structural model
result is presented in Table 5. To test the mediation effect, a common method of direct-indirect effect suggested
by (Hair et al., 2014) was used through the relationship between independent and dependent variables
with/without including the mediator (Table 6, Figure 4). The result of hypothesis testing showed that while
perceived severity of an online risk reduced online risks to children ($=-0.16, p=0.01), perceived susceptibility
to online risk was not significant predictor in reducing online risk to children (f=0.088, p=0.07). The effects of
online self-efficacy were not significant in reducing online risks (p=0.06, p=0.2) and online privacy concerns
(B=-0.00, p=0.9).

Table 5 Structural model

Name if constructs Effect T Statistics P
Digital Literacy -> Online Risk to Children 0.46* 8.52 0
Online Privacy Concern -> Online Risk to Children -0.00 0.05 0.96
Online Self-efficacy -> Online Risk to Children 0.06 1.26 0.21
Perceived Severity of online risk -> Online Privacy Concern 0.55* 10.98 0
Perceived Severity of online risk -> Online Risk to Children -0.16* 2.63 0.01
Perceived Susceptibility to online risk -> Online Privacy Concern -0.10 1.87 0.06
Perceived Susceptibility to online risk -> Online Risk to Children 0.09 1.81 0.07

In order to test the mediation effects, the indirect models were assessed separately and were compared with the
direct model. The direct effect of perceived susceptibility to online risk was not significant (=0.05, p=0.1),
therefore the mediation effects of this predictor was not absorbed. The direct effect of perceived severity of
online risk on online risks was significant (B=-0.12, p=0.0), the indirect effects mediated by online privacy
concern on online risks was also significant (8= -0.16, p=0.0). Consequently, VIF for mediation effects “online
privacy concern” was [-0.16/ (-0.16+ -0.12)] = 0.58. The VIF for mediation effects were between .20 to .80,
which indicates online privacy concern partially mediate the effect of “perceived severity of online risk” on
online risks (Table 6). Overall, the proposed model was supported by the data showing that the model predicted
a reduction in online risks even though it was not strong. The coefficient of determination r? showed that the
proposed model predicted 21% of the risk involved (r? =0.21).
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Figure 4. Mediation effect (Direct-indirect model)
Table 6. Mediation effect

Hypothesis Direct Indirect VAF Result
effect effect

Mediating effect of online privacy concern

Perceived severity of online risk>Online risk to children -0.12* -0.16* 0.58  Partial mediation

Perceived Susceptibility to online risk>Online risk to children 0.05 0.09 No mediation

Findings and discussion

The present study suggests that although children who take online risks seriously are less exposed to those risks,
there is no association between perceived susceptibility to online risks and online risk to children. The result of
this study is similar to studies by (Lareki et al., 2017; Saeri et al., 2014) which illustrated perceived severity of
online risks related to posting data and photos, and increase intentions to protect one’s privacy online. In the
PMT, perceived susceptibility and perceived severity are part of a first appraisal (threat) after exposure to a fear
appeal message. If threat perception is relatively high for individuals, they will engage in a second appraisal
(coping) attempt (Rogers, 1983). As mentioned, perceived susceptibility to online risks did not reduce the
likelihood of children’s exposure to risk in this study. A possible reason is found in an early argument by Ronis
(1992), who distinguished between ‘conditional susceptibility’ wversus ‘unconditional susceptibility’.
Unconditional susceptibility is when an individual does not experience a situation (e.g., non-smokers) while
conditional susceptibility includes measuring a conditional behaviour of the form (e.g., smokers). Ronis (1992)
argued the effect of conditional perceived susceptibility (for smokers) is higher than unconditional susceptibility
(non-smokers) as a conditional behaviour. In the present study, given that children’s level of online risks were
reported to be low (unconditional behaviour), the effects of susceptibility were not found to be significant.

The present study also found that children’s greater digital literacy and safety skills were associated with riskier
online activities, which may cause them more risk. However, it must be noted that the effect of new media
literacy on online risk is challenging because it increases the risks as well as the benefits of Internet use.
Children were asked questions about their ability to use the Internet safely, deal with unpleasant/unsafe content,
and protect their information. The results showed that children who have a higher level of digital literacy might
be exposed to greater online risk because when they know more about the Internet, they use it more and
therefore have a higher chance of encountering risk. The concept of media literacy has been long addressed. The
term has been used within media education, and studies concerning the topic can be found in disciplines from
education to communication, and psychology to sociology. However, some common ground for researchers was
established in 1992 at the National Leadership Conference on Media Literacy. At this event, media literacy was
defined as the ability to access, analyse, evaluate, and communicate messages in a variety of forms
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(Aufderheide, 1993).

Media literacy was developed to express the accomplishment of the skills and ability to access, analyse, and
appraise different forms of media. Today, children are growing up with much greater access to new forms
media. They spend a great amount of time screening digital media even before they enter kindergarten. Digital
literacy is usually associated with the positive side of media use, and users are encouraged to enjoy the
maximum benefits of using new media. However, when it comes to the Internet, researchers are interested in
investigating whether they can also minimize the risky consequences. As the present study demonstrates, digital
literacy increases the online risks that children are exposed to. Yet, it must be stressed that most scientific
research, including the present study, assess the self-acquired digital literacy which is more risk exploratory and
less protective or preventive. Therefore, it can be concluded that the positive view over digital literacy or self-
acquired digital literacy is not absolute, whereas it can potentially increase both benefits and the likelihood of
exposure to online risks.

The present study rejected the idea that higher online self-efficacy predicted fewer online risks as well as online
privacy concerns. The findings of the study suggest that the ability to recognize and deal with
unpleasant/disturbing experiences online is not a predictor for reducing online risks. This is in contrary to many
past findings in the literature, which posit that using virus protection has a positive impact on information
security (Lee et al., 2008), or that privacy concerns have a positive impact on coping behaviours in preventing
online risk (Youn, 2009). These studies provide evidence that Internet users who are concerned with information
privacy can maintain their online privacy. However, the study did not find any association between privacy
protection and online risk. Several alternative explanations are possible. First, it might be affected by the low
level of online risks among children in this study (unconditional behaviour), discussed earlier. Self-confidence
in the ability to protect oneself from undesired experience online might be stronger among children with higher
levels of self-efficacy and perhaps self-assumed digital literacy. However; they might have little perception
about the threats of information disclosure. This is perhaps because children think they are in control of their
information privacy and online safety. As a result, their perception of privacy self-efficacy may not lead to
reducing online risks. However, it may be questionable whether children are actually capable of coping with and
averting privacy risks. Given that children are still at the earlier stages of forming and developing their online
safety skills, it is be important to examine possible erroneous beliefs held by the vulnerable applicants.

The mediation effect test shows that online privacy concern had a partial mediation effect of ‘perceived severity
of online risk’ on online risks. The present study filled this knowledge gap by examining the mediation role of
online privacy concerns concerning the association between perceived online risks and actual online risks.
Given this expectation, it was hypothesized that individuals with the strongest perceived severity of online risk
would be exposed to fewer online risks mediated by online privacy concerns. However, the study failed to find
any association between perceived susceptibility to online risks and online risks to children. The results suggest
that in order to reduce online risks among children, children need to have a strong perception of the severity of
risks in relation to their concerns about privacy protection rather than susceptibility. In studies such as that of
Yau et al. (2014), it is shown that perceived severity of online risk has controlling effects on online risks, in
cases of online gambling. However, contrary to a promising theoretical framework by Lee et al., (2008) and
Youn (2008), the findings of the present study demonstrated that there was no significant correlation between
children with a high perception of susceptibility to risks and experiencing online risks. Consequently, this study
suggests that in order to control online risks there is a greater need for the attention on the severity of online
risks rather than perception of susceptibility to them.

Conclusion

The present study concludes that (i) online self-efficacy negatively influences the online risk of children; (ii)
digital literacy is positively associated with online risk of children; and (iii) online privacy concerns are
mediated by the negative effects of perceived severity to online risks on children’s online risks. The results of
this study confirm that an integrated model based on PMT and HBM can be a promising theoretical framework
to decrease children’s exposure to online risks. The model presented in this study contributes to the
understanding of the factors affecting children’s engagement in appropriate protection behaviour while using the
Internet. Hence, children are advised to increase their level of awareness about the negative consequences of
risky online behaviour as well as their risk perception and online safety knowledge.

In summary, PMT and HBM suggest that in order to take positive action, people need to believe in both severity
and susceptibility of the threats caused by ignoring safe use. It is also important to improve recommendation

11



©CO~NOOOTA~AWNPE

efficacy once it comes to promoting coping behaviours and protective action. Using the notion of these
theoretical perspectives, the present study attempted to predict an online protection motivation method which
specifically refers to the attenuation of online risks.

It is worth mentioning that while risk perceptions (severity and susceptibility) have been studied intensively in
health research (de Zwart et al., 2009), little is known about risk perception of recently emerging new media.
The present study demonstrates the need for increasing insight regarding risk perception and online privacy
concern to reducing children’s exposure to online risks.

The findings of this study provide a number of implications. Firstly, the true form of digital literacy for children
is about being conscious of the possible online risks and learn how to be safe while using the Internet. Secondly,
it is necessary to raise awareness among children regarding the negative consequences of risky online behaviour
as well as teaching them how to cope with risky situations online. For policymakers, this will encourage
continuous innovation and development of online safety strategies. For academicians, this study contributes to
the application of PMT and HBM regarding children’s new media application.

The study confirmed that a combination of digital literacy, self-protection, and awareness among children is
effective in reducing the negative consequences of undesired online experiences, which is helpful for patrons in
charge of policymaking. Policymakers are recommended to provide teaching materials for parents as well as
updating services and guidelines for using the Internet safely. Digital can natives easily share their personal
information, start friendships over a social network, conduct online shopping without concern for financial
information safety, and visit inappropriate websites with minimal concern towards safety and security.
Promoting online safety depends on the cooperation of policymakers, practitioners, society, and family to pay
greater attention to children’s Internet usage. This study suggests that children need to be educated about how to
use the Internet with a greater level of self-protection and awareness of online risks.

Furthermore, the study contributes to the literature concerning the measurement of Internet usage and online
risks among children and young adults. It helps to increase children’s awareness of the possible threats of online
activities. It could also improve children’s online protection and safety skills. In addition, the study presents the
latest data on risk patterns of Internet usage among children. In terms of theoretical contributions, this study
extends the application of Health Belief Model (HBM) and Protection Motivation Theory (PMT) to the area of
digital risk protection and prevention. The study also suggests that integration between PMT and HBM
functions more effectively in promotion of online risk protection behaviour among children. Health behaviour
and health promotion theories have been applied to identify factors influencing individual’s healthy behaviour
adoption. These theories are proposed as explaining the behavioural changes for an individual (e.g., PMT and
HBM) (Glanz & Rimer, 2005; Prentice-Dunn & Rogers, 1986; Rogers, 1975). The PMT is suggested to be one
of the most applicable and influential risk learning theories, which helps to identify how people choose to
behave when faced with various threats. The HBM also emphasizes individuals’ perception of threats or actions
to prevent the threats (Janz & Becker, 1984; Ronis, 1992; Rosenstock, 1974). Consequently, these two theories,
initiated in health promotion context, proved to be applicable for practicing online safety or to prevent the online
risks, and needs to be integrated with mediation effects of protection action.

Previous studies about online risks have used classical measurement approaches to estimate the relationship
between latent constructs. Unlike the classical measurement methods, which measure a latent variable by
effective (reflective) indicators, modern methods deal with the latent constructs which involve causal
(formative) indicators. The application of causal indicators as formative measures has become a solution for
researchers who are struggling with the implications of reflective indicators. In the present study, the researchers
measured online risks latent variables by formative indicators given (i) the indicators are causes of constructs,
(i) indicators are a characteristic explaining construct, and (iii) indicators are not interchangeable (Hair et al.,
2014). For example, for measuring the ‘personal data misuse’ indicator ‘have you ever been hacked?’ cannot be
changed by the indicator ‘have you ever lost money online?’. Consequently, the present study contributes to the
application of Partial Least Squares to process the statistical analyses for the study.

The present study has several limitations. The instrument assessing children’s online risk was adapted from a
study conducted on children in Europe and the US. In terms of instruments used, there were sensitive words and
phrases in the questions, such as “sexual content” or “having sex”, and the researchers were required to replace
them with other words or phrases (e.g. “inappropriate intimate relationship”). Changing the initial questionnaire
may be one of the reasons that the children included in this study were found to have had less online experience
than those of European countries or the US when it came to exposure to online risks.
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Another possible issue with assessing online risks is that the risks caused by using the Internet are not specific
or well defined. It is impossible to have a clear and defined designation of online risks; the changes caused in
new media can be just as fast and reckless as their consequences. Even though researchers might have a
common definition of online risks, parents, government and children might well view risk differently. Asian
countries face challenges with conflicting context diversity when it comes to adoption of new media by children.
The number of studies on this topic in the Asian context is minimal and there is a need for further extensive
research. Another point that is worth noting is that most of the questions assessing online risks considered
children being exposed to risks, or showing risky behaving against their will. However, the risks that children
become deliberately involved in remain unexamined.

The other major challenge and concern about research regarding children and their Internet usage is the fact that
online risks and opportunities are parallel. This study is limited due to the fact that it focuses only on risk due to
typical research limitations (time, cost, etc.). The factors that reduce/increase risk may also reduce/increase
benefits. For example, apart from negative consequences of children’s participation in sex-related activities
online, “it is developmentally appropriate for teenagers to be sexually curious and to be eager to know how sex
works”, and such exploration could provide the possibility of promoting growth and positive development
(O’Sullivan, 2014, p 38).

When it comes to defining online risks, there is no clear literal or operational definition that all scholars agree
upon. In fact, the nature of online risk is unclear, and the assessment of online risk is empirically difficult to
develop (Livingstone et al., 2012). Since no validated instrument was found to assess online risk among children
in the Asian context, the present study applied an instrument developed in Europe and the US. Consequently,
there is a great need to explore the overall risks children are exposed to as an actor, recipient, and participant in
the Asian context.

Some earlier findings suggest that it is unlikely for most risky behaviours to lead to negative consequences,
unless children engage in such behaviours frequently (Baumgartner et al., 2010). The diversity of online-related
risks and the different consequences that Internet use may cause suggest that there can be no one solution that
promises to help overcoming the risks. In addition, the present study focused primarily on risks of which
children are victims; risks that are perpetrated by children were of lesser concern in this study. At the same time,
the available literature mostly concerns the major online risks that children are exposed to such as cyber-
bullying, while there is minimal stress on the long-term effects of such threats (Slavtcheva-Petkova, Nash, &
Bulger, 2015). Long-term effects of online risks demand further attention because exposure to an online risk
might not instantly or even directly harm the child but it might traumatize the child or trigger long-term side
effects that deserve greater attention from researchers.

Compliance with Ethical Standards

In order to collect the data, the researcher first contacted each school to brief them with details of the survey and
request an appointment. The researcher then personally visited the schools and met the headmaster or deputy
headmaster to provide them with details of the survey. An approval letter from University Putra Malaysia
(Appendix 1), the Ministry of Education Malaysia, The Selangor State Education Department (Appendix 2), and
the Gombak and Sepang Education Departments were submitted to the eight selected schools (Appendix 3). A
sufficient number of parental consent letters (a sample of signed letter is presented in Appendix 4) were also
submitted to the schools for distribution to the respective parents. Schools were also provided with the
maximum number of respondents required. A sufficient number of students was then chosen by the respective
schools. The selected children were asked to take the consent letter home to be signed by their parents. After
approximately two weeks, data was collected from the children face to face at the schools. Those who received
their parents’ permission were gathered at the classroom/library/meeting room/restaurant, as arranged by the
school, on the days that had been allotted for data collection. The researcher was accompanied by the class
teacher and colleagues to help the researcher in answering any questions the children might have had, as well as
to ensure that the children fully understand the questions. The questionnaires were distributed to those who
submitted in person their parents' consent letter. Three primary school classes (one Year 3, one Year 4, and one
Year 5) and three secondary school classes (one Form 3, one Form 4, and one Form 5) were pooled. The survey
participants were assured of data privacy. The questionnaire was distributed in the two most popular languages
in Malaysia, namely English and Malay, so that participants could choose according to their language
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preferences. The children’s questionnaire displayed cartoon characters that are popular with Malaysian children.
The translation was carried out by a professional translator.
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A MODEL OF ONLINE PROTECTION TO REDUCE ONLINE RISK FOR CHILDREN:

EMPIRICAL EVIDENCE FROM ASIA

Abstract

Children are surrounded by a variety of digital media and therefore they are
exposed to potential risks that come with them. Learning how to be safe online is
an important consideration for both children and their caregivers. The present study
proposes an integrated model of online safety based on constructs from Protection
Motivation Theory (PMT) and the Health Belief Model (HBM), namely perceived
severity of (and susceptibility to) risk, online self-efficacy, online privacy concern,
and digital literacy. A survey was conducted among 420 schoolchildren aged 9 to
16 years. Using Partial Least Squares-Structural Equation Modelling, the results
illustrated the presence of a negative effect of ‘perceived severity of online risk’
toward online risks, whereas the effect of ‘digital literacy’ was found to be positive.
Children, whose perception of online risks was more severe, would be less exposed
to online risks if they had higher ‘online privacy concerns’ than the children with
higher ‘digital literacy’ who are more exposed to online risk. In conclusion,
engaging in safe online behaviour requires children to have a high perception of
severity about online risks as well as knowledge of online privacy concerns. Online
risks and opportunities are parallel. The factors that reduce/increase risk may also
reduce/increase benefits, and therefore require further investigation.

Keywords: online risks for children; online risk perception; self-efficacy online;
online privacy concerns; digital literacy
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Table 1. Reflective measurement model assessment

Constructs (Indicators) Loading Loading
(Initial) (modified)

Perceived severity of online risk

It is risky if | received inappropriate message 0.85 N.C
Upset about nasty or hurtful messages 0.74 N.C
Bothered if meeting someone | knew only online 0.42 N.C
It is risky if searched for someone online to talk about inappropriate  0.90 N.C
relationship

It is risky if searched for someone online to do inappropriate intimate  0.93 N.C
relationship

It is risky if | sent my naked photos to someone | knew online 0.91 N.C
It is risky if | sent my address or phone number to someone | knew online 0.87 N.C
Composite Reliability 0.93 N.C
AVE 0.67 N.C
Perceived susceptibility to online risk (It is risky if...)

Having conflict with parents 0.85 N.C
Getting junk or unwanted mail 0.88 N.C
Your personal information being misused 0.93 N.C
You experiencing financial loss 0.93 N.C
You experiencing identity theft 0.92 N.C
Composite Reliability 0.96 N.C
AVE 0.81 N.C
Online privacy Concern

| am able to use a false name or false ID 0.48 Del
| am able to provide incomplete information about myself 0.73 0.69
| ask somebody (e.g., parents and teachers) what | should do 0.70 0.72
| am able to read the privacy statement provided by the site 0.73 0.74
| go to other websites that do not ask for my personal information 0.78 0.80
Usually, I do nothing and leave the website 0.69 0.72
Composite Reliability 0.84 0.85
AVE 0.48 0.54
Digital Literacy

| am able to bookmark a website 0.66 0.67
| am able to block messages from someone unwanted 0.75 0.75
| am able to change privacy settings for my social networking profile 0.77 0.79
| am able to delete a record of websites visited 0.66 0.70
| am able to block unwanted ads or junk mail/spam 0.75 0.75
| am able to change filter preferences 0.67 0.71
| am able to find information on how to use the Internet safely 0.45 Del
| am able to compare websites to decide if information is true 0.71 0.64
CR 0.87 0.88
AVE 0.47 0.52

Online self- Efficacy
| feel confident dealing with the ways companies collect my personal 0.50 N.C
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information

| feel confident learning skills that protect my privacy online 0.56
| know more about the Internet than my parents 0.72
| know lots of things about the Internet 0.66
| am confident of recognizing a suspicious email 0.87
| am confident of recognizing suspicious email headers 0.86
| am confident of recognizing suspicious email attachment filename 0.87

| can recognize a suspicious email attachment even if there was no-one  0.83
around to help me

Composite Reliability 0.91
Average Variance AVE Variance inflation factor 0.56

N.C
N.C
N.C
N.C
N.C
N.C
N.C

N.C
N.C

Note: Loading modified: factor loading after delete item with loaded less than .5; Del: Item
which has been deleted; N.C: No changed: Loading is not changed after item has been deleted;

AVE: Average Variance Extracted; CR: construct reliability
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Table 1. Reflective discriminant validity (Fornell-Larker Criterrium)

Constructs 1 2 3 4 5
1 Digital Literacy 0.72

2 Online Protection behaviour 0.63 0.73

3 Online Self-efficacy 056 044 084

4 Perceived Severity of online risk 04 0.49 0.47 0.87

5 Perceived Susceptibility to online risk 019 022 0.23 0.58 0.9
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Table 1. Global item for formative construct

Construct global item Single global item Coefficient
Unwanted Sexual solicitation Seen/talked about obscene materials .88
Risky sexual behaviour Talk/act intimately .89
Potential harmful content Seen violent/aggressive materials 8
Sexting Send/received obscene massage .8

Bullying Experienced bullying online 8
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Table 1. Formative measurement model assessment
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Constructs and its indicators ow T P oL P
Unwanted exposure to pornography
1 Unwanted obscene materials on web 026 38 0 065 O
2 Unwanted obscene materials on message or link 037 417 0 075 O
3 Unwanted e-mail or IM 035 431 O 0.7 0
4 Naked picture or inappropriate intimate relationship on message or link 01 092 03 063 O
5 Anyone ask to talk about inappropriate acts 024 272 001 062 O
6 Anyone ask to do inappropriate acts 0.17 167 01 053 O
Risky sexual online behaviour
1 Search someone to talk about intimate relationship 039 233 002 056 O
2 Search someone to do intimate relationship -0.09 055 06 042 O
3 Sent obscene photos to someone you only knew online 05 376 0 062 O
4 Sent address or phone number to someone you only knew online 066 591 0 077 O
Sexting
1 Seen obscene images or videos 029 291 0 065 O
2 Seen obscene images or videos about private parts -0.02 029 07 05 0
3 Seen someone obscene images or videos -0.04 052 06 051 O
4 Seen intimate images or videos in violent way 008 115 02 05 0
5 Being sent inappropriate messages 042 623 0 077 O
6 Being posted inappropriate material 021 301 O 0.6 0
7  Seen other people perform obscene acts 001 02 08 041 O
8 Received inappropriate messages (words, pictures and videos) 042 443 0 083 O
Potentially harmful user-generated content
1 Seen bloody movies or photos 028 308 0 068 O
2  Seen people beaten up 03 439 0 071 O
3 Seen hate messages 03 359 0 061 O
4 Seen anorexia or bulimic 005 056 06 021 00
5 Talk about drugs 021 163 01 054 O
6 Ways of physical harming 032 392 0 068 O
7 Ways of committing suicide 013 112 03 031 0.0
Bullying
1 Being asked to show my private part 016 233 002 034 O
2 Being asked to talk about nasty acts 0.07 082 041 042 O
3 Received nasty or hurtful messages 0.18 233 002 069 O
4 Received nasty or hurtful messages about yourself 024 274 001 066 O
5 Received other nasty or hurtful messages 0.18 198 005 068 O
6 Being threatened online 016 239 002 039 O
7 Being left out or excluded 021 322 0 052 O
8 Received inappropriate messages that bothered you 044 53 0 078 0
9 Received inappropriate messages encourage you to run away 0.01 0.09 093 025 0.0
Personal Data misuse
1 Misuse of password 057 428 0 081 O
2 Misuse of personal information you didn't like 02 117 024 075 O
3 Lost money being cheat online 013 128 02 037 O
4 Misuse of personal information 034 199 005 061 O
5 Being hacked 021 158 012 062 O

Note: OW: outer weights; T: t-statistic; OL: outer loading; P: p value
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Name if constructs Effect T Statistics P
Digital Literacy -> Online Risk to Children 0.46* 8.52 0
Online Privacy Concern -> Online Risk to Children -0.00 0.05 0.96
Online Self-efficacy -> Online Risk to Children 0.06 1.26 0.21
Perceived Severity of online risk -> Online Privacy Concern 0.55* 10.98 0
Perceived Severity of online risk -> Online Risk to Children -0.16* 2.63 0.01
Perceived Susceptibility to online risk -> Online Privacy Concern -0.10 1.87 0.06
Perceived Susceptibility to online risk -> Online Risk to Children 0.09 1.81 0.07
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Table 1. Mediation effect

Hypothesis Direct Indirect VAF Result
effect effect

Mediating effect of online privacy concern
Perceived severity of online risk>Online risk to children -0.12* -0.16* 0.58  Partial mediation
Perceived Susceptibility to online risk>Online risk to children 0.05 0.09 No mediation
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