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Abstract

The cloud-based Internet of Things (IoTs) storage enables patients to monitor their health remotely and offers services for physicians
of various Medical Institutions (MIs) to diagnose and treat them on time. As a matter of trust, patients are legally expected to hide
their real identity and ensure data privacy in the cross-domain of IoT-healthcare, whether it is stored correctly or modified due
to external and internal attacks in the cloud. Additionally, physicians treat patients and continuously store duplicated data in
cloud storage, which increases the cost of computing. In this context, this paper presents HIDE-Healthcare IoT Data privacy trust
management framework, focusing on attributes. Patients’ attributes are used to encrypt and decrypt sensory data between patients
and different entities by incorporating the idea of trustworthy and secure shared keys. HIDE uses an intelligent object’s pointer to
store the same patient’s sensory data in various versions to prevent data duplication, which will help track MlIs that treat patients.
An intelligent content-based emergency data access control is developed to monitor multiple patient health criticalities in HIDE.
The security analysis and experimental evaluation attest to the benefits of the proposed HIDE framework, considering security and

privacy metrics.
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1. Introduction

The recent advancements in the Internet of Things (IoTs)-
enabled Biomedical Sensors (BMSs) have made it possible for
patients to monitor health and remotely offer services for physi-
cians from various Medical Institutions (MIs) to diagnose and
treat patients on time [1, 2, 3]. Various BMSs are used to mon-
itor the patient’s vital signs of the patient and the vital signs
can include heartbeat, respiratory rate, blood pressure, tempera-
ture, etc [4]. In addition, the deployment method for the various
BMS sensors can be wearable, implementable, and off-body, as
depicted in Fig. 1. The sensory data (monitored data) of vi-
tal signs are forwarded to the centralized device, known as, the
Body Coordinator (BC), which forwards the sensory data to the
physician and stores in the Public Cloud Storage Server (PCSS)
[5]. The cloud technology is an important advancement in the
use of efficient networking and location-independent data stor-
age facilities without the management of hardware and software
costs borne by users. However, there is a question of privacy
to hide the real identity of the patient from the doctors during
health examination and also need to verify the integrity of the
stored data whether it is correctly stored or altered/removed by
external or internal attacks in PCSS [6, 7, 8]. In spite of this,
PCSS is faced the Byzantine problem [9] by not showing the pa-
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tient or physician the deleted/altered data to maintain high cloud
credibility. The PCSS can remove the stored data of the exist-
ing patients and assign the empty locations to data of the new
patients, which is the second intention of PCSS. Third, there is
a potential risk to modify the basic meanings of the cloud-based
data stored caused by different attacks.

The patient’s data can be stored in the cloud using a symmet-
ric approach and downloads all stored data from the cloud for
data integrity auditing, which is an expensive method in terms
of computation, storage and communication costs. In addition,
there is a security risk that keys on communication networks
would be compromised and confidential data would be exposed
to attackers. The most up-to-date solutions for data integrity
auditing of stored data in the cloud have been rendered using
Third Party Auditor (TPA) services [9, 7, 10]. This lowers the
costs of patient communication, storage, and computing.

However, it has been noticed that the TPA can guess the real
identity of the patient in assisting data integrity auditing and
also can render the important contents of sensory data from sig-
natures and hash values [11]. The PCSS can also guess the real
identity and data contents. Thus, it is very important to hide the
real identity of the patient and data contents using Attribute-
Based Encryption (ABE) [12], which allows sharing data with
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other users without involving keys that may expose the patient’s
data [13].

The Ciphertext-Policy Attribute-Based Encryption (CP-
ABE) [14, 15] and [16, 17, 18] schemes are designed to monitor
the individuals involved in the system whether or not they are
leaking decryption keys to others for some benefits. Further-
more, the patients’ sensory data are forwarded to multiple MIs
in IoT healthcare where the physicians of each MI remotely
diagnose patients’ health conditions and recommend optimal
care. The multiple MIs upload multiple encrypted data files of
the same patient to PCSS and consumes high storage, computa-
tion, and communication costs [11].

However, this ABE [11] does not support data duplication
and is also not handling emergency data access. This scheme
[19] has achieved the data integrity auditing through identity-
based using multi-replica provable data possession and has not
considered the problem of emergency data access control. The
Private Key Generator (PKG) [7] has employed for public-
private key pairs generation of patients wherein the user may
lose its identity privacy and data privacy in cloud. The schemes
[20], [21], [22], [23], [24], do not support the same data storage
in multiple cloud servers.

If a patient feels an unexpected health issue (e.g. heart
rate rises or decreases) in life-threatening circumstances, the
existing studies have handled such an emergency situation
using a break-glass access method, in which the patient
informs physicians and family members by telephone call
[25, 26, 27][28][29]. However, this method may inform the
physician that it has been delayed which can put the patient’
life in danger. Subsequently, this existing studies would
not handle several patients in life-threatening situations to
allocate healthcare facilities on the basis of health criticalities.
The Break-The-Glass Access Control (BTG-AC) [29] is the
updated method of the Break-The-Glass Role-based Access
Control (BTG-RBAC) [30][31] ensuring the access control
policies for authorized users and detection of un-authorized
behavior in the system. Moreover, the master secret key and
the user’ password has used for encryption and decryption of
data to access the patient’s information in the life-threatening
situation [25]. This Lightweight Break-glass Access Control
(LiBAC) [32] handles the life-threatening situation of patient
bypassing the access policies to notify physicians on time.
The patient uses the break-glass access policy to inform the
relevant personnel by phone call to decrypt the related data
stored in cloud when a patient is in life critical problem
[20]. These existing schemes have problems of data storage
privacy and also cannot hide the real identity of patients in
life-threatening situation. We therefore need and motivated to
design an automated decision-making system to send alerts to
the physician in advance on time, without security threats.

Towards this end, this paper presents HIDE-Healthcare IoT
Data privacy framework focusing on data attributE. Patients at-
tributes are used to encrypt and decrpyt sensory data between
patients and different entities by incorporating the idea of trust-
worthy and secure shared keys. HIDE uses a pointer object
to store the same patient’ sensory data in various versions to
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Figure 1: The proposed IoT-Healthcare System Model for trustworthy and se-
cure Cloud data storage

prevent data duplication aimed with tracking of MIs that treat
patients. The contributions of the paper can be summarized as
follows:

1. System and threat models are designed considering attacks
on data from different types of bio-medical sensors in-
cluding wearable, implantable, and external smart devices,
while it is communicated and processed at edge and cloud
level.

2. Efficient data sharing scheme and intelligent content-based
data access control are developed for managing healthcare
data duplication, and trustworthy emergency data process-
ing.

3. Security and privacy analysis are carried out by proving
the handling capability of HIDE against various attacks.

4. Finally, experimental results analyzed and compared with
the state-of-the-art techniques for validating the perfor-
mance benefits of HIDE.

The rest of this paper is organized as follows. Section 2 details
the proposed HIDE framework focusing on system and threat
models, healthcare data sharing managing duplication, and in-
telligent contract for data access. Section 3 discusses the secu-
rity and privacy analysis of HIDE framework, while experimen-
tal results analysis and comparisons are performed in Section 4.
The conclusion of the paper is presented in Section 5.

2. HIDE-Healthcare IoT Data Privacy using AttributE

2.1. System Model

In the modern technological advances, the patients bodies
are fully equipped with Bio-Medical Sensors (BMSs) to mon-
itor their various vital signs, as shown in Fig. 1. There are
three types of implementation of BMSs for patient health mon-
itoring. The first approach is the wearable BMS, which is put
directly on the patient’s body or sewn into the shirt. For ex-
ample, temperature sensor, blood pressure sensor, an ECG sen-
sors. The second approach is the implantation of sensors to
monitor internal organs that monitor the heart, lungs and kid-
neys using a wireless endoscopic sensor. The monitoring of



the defective sitting, falling and sleeping positions of patient is
the third approach lying in the posture movements using var-
ious sensors placed around the patient. These sensory data
of the patient are collected from different BMSs, and collec-
tively the patient sensory data received from different Internet
of Things (IoTs) devices is known as the Internet of Things
Health Data (loT-HealthData). Moreover, the patient sensory
data (loT-HealthData) needs to keep safe from unauthorized
access during transmission to the Body Coordinator (BC). To
this extent, the existing research community has suggested us-
ing Blockchain technology to keep patients’ sensory data pri-
vacy during transmission in lo7T environment. These monitored
sensory data or vital signs health data of patient are sent to the
centrally connected device, is known as the Body Coordinator
(BC) which can be a smartphone or laptop. Moreover, the mon-
itoring of the health of user/patient in travelling, homes, stadi-
ums, malls, airports, swimming pools, restaurants and universi-
ties are connected to the advanced smart sensing technologies,
known as Internet of Things for intelligent health monitoring
and living. The BC is the responsible for sending monitored
patient data to the registered Medical Institutions (Mls) by rec-
ommending optimal care on the basis of the health conditions.

Key Generation Center (KGC) is a trusted server that gener-
ates partial private and public key pairs for data owners/patients,
TPCS and MIs using system parameters. In addition, it helps
in the process of authorization between various entities. The
Trusted Primary Cloud Server (TPCS) is the designated server
for storing data signatures and hash values of their correspond-
ing generated data by patients. Additionally, it helps in data
auditing between MIs and the public cloud server on behalf of
patient. Moreover, TPCS helps in authentication comparing the
stored information such as signatures, hashes and the patient’s
data attributes when it receives an alert signal of patient.

Medical Institutions (MlIs) and their Private Clouds
(MIPCSs) consist of the medical personnel and paramedical
staff with characteristics to handle patients on the basis of their
health conditions. Each MI has its own private cloud storage
server to store the patient’s data based on the patient attributes.
In addition, MIs are registered to KGC on the fundamentals of
health care and on the standards of trained medical workers. In
life critical situation of patient, MI authenticates the received
data with the MIPCS stored signatures and hashes. Upon ef-
fective authentication, MIPCS downloads all collected patients
data from the public cloud server to suggest optimal health care.
Public Cloud Storage Server PCSS is a powerful cloud storage
server that contains several hard drives for storing different pa-
tients health data. It also helps with data integrity verification
processes for MIs and patients.

2.2. Threat Model

The internal attacks on the public and private cloud servers
can damage/alter patient’s stored data caused by allocating
empty storage to data of new users. In addition, any of the cloud
server can deliberately remove data and can show the data in-
tegrity authentication using the stored signatures and hash val-
ues of the deleted data. The external threat typically comes

Table 1: Notations and Descriptions

Notation Description
BMS, BC Bio-Medical Sensor and the Body Coordinator
MI and MIPCS Medical Institute and MI private cloud storage
PCSS Public Cloud Storage Server
q,Zq one large prime number, set of non-negative integers
G, G, Two multiplicative groups with order P
H\,H,,Hz3, g A Cryptographic hash functions and g is a random number generator

Common — sessiongeypi-TPCS Common session key between Patient and TPCS

KGC_Pubkey, KGC_Prtkey KGC’s Public key and its private key

Pt_Pubkey, Pt_Prtkey Patient’s Public key and its private key

Pt_S econdPubkey, Pt_S econdPrtkey Patient’s Second Public key and its second private key

TPCS _Pubkey, TPCS _Prtkey TPCS’s Public key and its private key

MI_Pubkey, MI_Prtkey and Phy; MI’s Public key and its private key and the physician ID

S enxpaa={S enxparat,-.-,S €NXpaan} Sensory vital sign readings of patient

0S encpmk=10S enchunk1,---,0S enxcpunin} Signatures generation for Sensory vital sign readings

V_Clow and C_low

Very Critical low and Critical low threshold values of vital sign

V_Chigh and C_high

Very Critical high and Critical high threshold values of vital sign

EM _Alt Sending an emergency alert signal to MI
On_Demand On demand data of Py; is requested by a MI
Dect_time Detection time of abnormal readings of the particular vital sign
Ig or Loc refers to the location of patient/MI
BP Blood Pressure
Temp Temperature
HR Heart Rate
RR Respiratory Rate
LSSS Linear Secret Sharing Scheme
TPA Third Parity Auditor

from outside of the system where the adversary can block pa-
tients from sending data to cloud servers. Also, the adversary
can send several files of the same data to consume high storage
which reduces the clouds efficiency. Moreover, the adversary
can capture the identity of the valid patient and breaches the
system while the original patient does not know about the revo-
cation of services caused by the adversary’s attacks. The patient
identity privacy is important to hide from both clouds and the
data contents privacy is also important to keep it secure from
TPCS where TPCS helps match with the stored signatures and
hash values of the specific data. The basic notations given in
this paper to explain their meanings, as shown in Table 1.

2.2.1. Access Structure (Definition 1)

We assume that E,={Py,...,P,} is the non-empty data set el-
ements representing the montonic strictly increasing function.
We also assume that A C 25+ must satisfy condition between B
and C elements, that is B € A and B C C, then C C A. Thus,
these relations are non-empty subset of A C 28 \ {@}. The
elements in set A represent authorization access.

2.2.2. Linear Secret Sharing Scheme (LSSS) (Definition 2)

LSSS scheme is a cryptographic primitive sharing a secret to
be distributed among a group of n parties Pj,...,P,. This LSSS
does not view and share the original content until it incorporates
ample additional shares of the participants. A secret-sharing
scheme IT is said to be a linear secret-sharing scheme for parties
P over prime number g under the following conditions.

e The secret sharing for P’s develops a vector over zq.

e The share-generating matrix generates for Il containing
rows [ and column 7 in matrix Mv. The row [ is i={1,...,1},
where i”* row is denoted by party p(i)= {I,...,l} — P used

for labelling. The column vector V={Sect,vy,...,v,}, where

sect (sect € zq) denotes the secret to be shared and vy,...,v,



€ zq are randomly selected and applied to / sharing secret
(sect € zq) of Mv according to II.

e According to [33], LSSS achieves the property of linear
construction and we assume that IT (LSSS) is for access
structure A and sect € A is an authorized set, as defined
Auth C {i,...,]1}, where Auth={i|P(i) € sect}. Moreover, there
exists constants {w; € zq}; ¢ 1, which will be a valid shares
{Vi} according to I, if }; ¢ ; w; V; = sect. For authorized
set access, the valid constants {w; € zq}; < ; can be identi-
fied in the polynomial time with respect to the size of the
share-generating matrix Mv. However, there no constant
exists for un-authorized sets.

2.2.3. Bilinear Maps (BM)

Suppose that G| is the multiplicative cyclic group of the large

prime number ¢g. The bilinear map e: G; x G| — G7 with the
following properties.
a): BM: BM e(Y{",Y]) = e(Y,,Y2)™ for all Y,Y, € Gr and
mn € zq*. While H {0,1}* — {0,1}" be a cryptographic hash
function. b): Computability: For all g; and g, elements € G,
and G, € e. There exists a computable algorithm to calculate
e(g and g,). ¢): Non-Degeneracy: S is the random number
generator and S € G thatis e(g, g) # 1.

2.2.4. CDH and DL Problem

We consider that X, Y € zg* are unknown elements and the
know element g € zg* can be equivalent of g¥ and g¥ for input
elements and gX7 is a output. Hence, the elements X, ¥ € zg*
is not feasible to compute in polynomial time. The unknown
element X € zg* and g € zq" isthe unknown element, which
can be considered as g* as input element and X is a output.
Therefore, it is not feasible to compute value of X in polynomial
time.

2.3. Efficient sharing of loT-Healthcare cross-domain data to
manage data duplication

The proposed work presents the following algorithms.

2.3.1. Setup (1%, KGC _Pubyey, KGC_Prtiey, Pxgc)

This algorithm runs by KGC and is a reliable entity for key
generation and authentication, as described in the following. i:
KGC selects K as a input security parameter and set the bilinear
map: e: G; X G; — Gr is a multiplicative cyclic group. Both
G X G are having the same cyclic large prime order g.

ii: KGC randomly selects a bilinear pair e and p be a generator
of G| with order g. KGC has three cryptographic hash func-
tions, as given below.

H, :{0,1} x G, — {0,1}F
H, : {0’]}17 - G1 X G]
H3 . {0,]}x — G1

iii: Furthermore, KGC selects randomly a number r,; € Zg*
as a private key (KGCpyey) and computes the public key
(KGCpypiey). Afterward, the KGC generated parameters are,
Pxge = {H1, Hy, H3, KGCpypiey, G1, p, g, e} and shares it with
TPCS, PCSS and MIPCS.

2.3.2. The generation of Private and Public key pairs
for Patients, TPCS and MIs (Pt_Puby,, Pt_Prtyy,
TPCS _Pubyey, TPCS _Prtyoy, MI_Puby,y, MI_Prty,y)

I: Patient’s Private and Public key pairs generation

This algorithm runs by KGC to generate key pairs for patients.
At the beginning of data transfer, there are n patients, Pt =
{P11,..., Pt,} send their identities, IDs = {IDy,...,ID,} along with
attributes containing activities (A), A ={ay,...,a,} refer to the
healthcare related various activities that are age, weight (wz),
height (ht) and location (Ig), to KGC. The patient (Pt;p;) sends
the following attributes to KGC for getting the partial public
and private key pairs, that are:

PtIDj = {(Aj,age, wt, ht, lg)KGC,Pubkey ,p,e,g}
Ptyasnj=H1(Ptip;)

The KGC decrypts the obtained attributes using its private key
by measuring p, e and g values. Additionally, the KGC com-
pares the generated hash (H;) with the received hash values. It
accepts if the match has been found, otherwise it rejects it. Af-
terwards, the KGC generates the partial public key pairs for Pz,
in the following steps. a: KGC sequentially generates a list of
virtual key, Vi, ={Vi,...,V,,} € zg" and assigns to each patient
on basis of first-come-first-serve. The Vi, helps in generation
of the partial key pairs. b: The KGC computes the private key
(Pt_Prtkey) for a patient (Pt;), as expressed below.

Pt_Prtkey = { (I D ®KGC _Pubkey®Vi,, ®agedA jowtdhtdlgdtime
@Nonce)P KGe2q* Nonce, Vkey,.}
Pt_PrtkeyHash = H, (Pt_Prtkey)
Noncey.s,=H (Nonce)
Vkeyrasn=H1 (Viey,)

where @ is used for concatenation of different elements. In the
same way, the KGC computes public key (Pt_Pubkey) for Pt;,
as expressed below.

Pt_Pubkey = {(ID;@KGC_Pubkey®dVy., ®A g
EBeGBgEBe@Nonce)ezq * N once}
Pt_PubkeyHash = H| (Pt_Pubkey)

Noncey.s,=H (Nonce)

Thus, the KGC sends the generated Pt_Prtkey and Pt_Pubkey
key pairs along with their generated corresponding hash values
to Pt;.

II: TPCS’s Private and Public key pairs generation

The TPCS is a trusted server to store hashes and data signatures
of the corresponding generated data. In addition, the TPCS
helps to handle the content-based emergency data access
control in a life critical state of the patient. TPCS sends its
identity, TPCS p= {TPCS pi,....,T PCSp,}, time, location,
and service_type to KGC using its public key of KGC to
encrypt, as expressed below.



TPCS pj= {(TPCS Djs time, location,

service_type)KOC-Pubkey ¢ o P}
TPCS ipjaash=H1 (TPCS 1p;)

The KGC performs decryption using its private key and com-
pares the decrypted information and hash values to the gener-
ated information. It is accepted if the match has been found,
otherwise it is rejected. The KGC generates the partial pub-
lic and private key pairs for TPCS in the following steps.
a: The KGC selects a Vi, sequentially for TPCS,Vrpcsiey
={Vrpcskeyls--» VTPcskeyn} € Zq* and allocates this key on the
basis of first-come-first-serve. The KGC generates the private
key (T PCS _Prty,y) for TPCS, as described in the following.

TPCS ,Prtkey = {(TPCS ,D,-GBVTPCSkl,yjeatimeéelocationea

service_type®Nonce )PxGe e Zq * }Vrpcs keyjs service,type}
TPCS frtkeyyash =H|(TPCS ,Prtkey)
service_typeHash =H/(service_type)

b: In the same steps, the KGC generates the public key
(T PCS _Puby,y) for TPCS, in the following.

TPCS ,Pubkey = {(TPCS ]DjEBVTPCSkeyj@tl'me@

service_type®Nonce®edg) xec € 20+, Nonce}
TPCS —PubkeyHash = Hl (TPCS ,Pubke_v)
Nonceyasn = Hi(Nonce)

The KGC sends the generated private and public key pairs along
with their corresponding generated hash values to TPCS, used
for integrity of the received key pairs.

III: MI’s Private and Public key pairs generation

There are n Medical Institutions, MI ={M1,,...,M1,}, which pro-
vides various healthcare services. Each MI registers different
Specialist Physicians, Phy = {Phy;,...,Phy,} to diagnose vari-
ous health conditions and to recommend appropriate care for
patients. First of all, the physicians provide the following infor-
mation to M1,, as expressed below.

Phy; ={qual, special, Exp, cont_Detail, address}
Phyitasn =H1(Phy;)

Where qual is a qualification, special is a physician’s spe-
cialty in treatment, Exp is the amount of experience gained,
and cont_Detail is the telephone information. This information
is processed by the physician in the hospital’s web portal and
stores it along with the corresponding generated hash values in
the local database (MIPCS). The physician can register with MI
if she meets the requirements of the relevant MI. In addition,
the S ecrtPhykey_MI is the secret random key generated by MI
for registration of the physician. Upon effective completion of
registration, MI assigns the physician ID (Phy,p) to the physi-
cian by choosing the first three alpha-numberic values of the
hash (Phy;p,sn) , last three digits of the cont_Detail, and year of

the registration of employment, such as 543202-020. Next is
the registration of the qualified MI to KGC on the basis of ser-
vices, medical equipment, and a qualified specialist physicians.
MI sends the information of M1, Phy and Services to KGC, as
given below.

Ml =(30, MI(1 <MI < Mln))KGCJ’“”"E-V
Phyp =( 3, Phy (1 < Phy < Phy,,))KGC-Pubkes

Services :(Z{m Serv (1 < Serv < Serv,))KGCfP””’“’Y

The above Equations can be written in one Equation, as ex-
pressed below.

m !

MI reg =( 2 MI((1 < MI < MI,) Z Phy(1 < Phy < Phy,) Z

i=1 j=1 s=1
KGC_Pubkey
Serv(l <Serv < Servl))e, g)

Now, the KGC generates the partial private and public key pairs
and returns to M1, as shown in the following steps respectively.
I: KGC picks up randomly a secret number, Sect = Y3 Secret
(I < Secret < Sect)e zq" and also generates a membership
key (Q), Q = X7 MI (1 < MI < memb) € zq" for MI in the
sequential order. KGC assigns Q to every MI on basis of first-
come-first-serve.

II: By using hash function, H_-MI = Hl( L MI(1 < MI <
Mln)) and the secret_key = (Sect ® KGC_Pubkey @ Q @ Y,

MI (1 <MI < MI, )). Thus, we get a private key (MI_Prtkey)
for MI, as expressed below.

MI _Prtkey ={secret_key,H_MI} )

KGC computes the public key for MI (M1_Pubkey), as shown
in the following steps. I: Computes the membership key, Q =
1 MI (1 < MI < memb) € zq", for MI. II: KGC selects a
secret number randomly generated as Sect-MI = Y,i{ Secret
(1 < Secret < Sect)e zq*, and finally get the public key for MI,

as shown below.

MI_Pubkey :(((S ect_-MI X Pgge ) ® Q ) e,g) 3)

2.3.3. Generation of the Common — session,, between Patient
and TPCS (Common — sessiong.yp;-Tpcs, Nonce)

The aim of the common session key generation between pa-
tient and MI is to authenticate securely each other for data
communication through KGC, as described steps in Fig. 2.
First, the Pt; sends i:(IDJ-@Vkeyi@time@NonceEBPtj’ubkey,
(Hi(Nonce)®H,(i)®H, (Pt_Pubkey))kK0C-Pubkey 1o TPCS, as
shown in step 1 of Fig. 2. TPCS wants to verify the received
information of Pt; from KGC. The TCPS forwards the received
information to KGC by including its /D and signing it on its
TPCS _Pubkey, as shown in step 2. Upon the successful verifi-
cation, KGC sends the generated Nonce, using T PCS _Pubkey
of the TPCS for authorization process, as shown in step 3.



Moreover, TPCS sends the generated Nonce,, TPCS _IDj, VI-
PCSKey, Time, Loc (location), and their generated correspond-
ing hash values signed on KGC_Pubkey of KGC for authoriza-
tion, as described in step 4. In step 5, the Pt; forwards the re-
ceived information in step 4 to KGC. Next step 6, KGC veri-
fies the received information and returns Nonce, along with its
generated corresponding hash values, which is signed on the
Pt_Pubkey) of Pt;. The Pt; sends Nonce, and Nonce, along
with their generated corresponding hash values to TPCS, signed
on using TPCS _Pubkey of TPCS, as shown in step 7. In step
&, the TPCS sends back Nonce, along with its generated cor-
responding hash values to Pt;, and signs on the Pt_Pubkey of
Pt; for authentication. After the computation processes, the
contract is finally made between Pt; and TPCS by generating
Common — sessioNieypi-TPCS -

2.3.4. Generation of the trusted-secure key between Patient and
MI (combined_securekey, Nonce;)

The Combined_secure key is generated between Pt; and MI;
for trusted-secure data communication and data downloading
from both public and private clouds. This combined_securekey
is used for data encryption, decryption, and data integrity
authentication. There are two major phases for obtaining the
combined_securekey included, authorization phase and the
secret key setup phase, as described below.

A: Authorization Phase

The aim of the authorization phase is to authenticate Pt;
and MI; through KGC as legitimated parties without fear of
adversaries. Fig. 3 shows the authorization process between
Pt; and M1}, as described in the following.

I: First, the Pt; sends i =(ID j®agedtime®NoncedPt_Pubkey)
KGC-Pubkey (H\(Nonce)®H, (i)®H, (Pt_Pubkey

))KGC-Pubkey 1o M1, as shown in step 1 of Fig. 3. This data
packet contains identity of the patient, age, time and the
generated nonce and its own public key. The Pf; encrypts
the whole data packets using public key of KGC. Moreover,
M1I; forwards the same information of the step 1 to KGC for
verification of the identity of the Pt;, as shown in step 2.

II: KGC  verifies successfully and it  sends
(Nonce ®H,(Noncey))"" " o MI ; for successful au-
thorization of the identity of the legitimate patient, as shown in
step 3. The MI; can decrypt if it is a legitimate MI.
II1: In step 4, the MI;
=((QeMI_ID&ServicedMI_Pubkey®Nonce,)
((H,(j)®H(Nonce,)®H;(MI_pubkey

)))KCC-Pubkey 1o Pt; and MI; encrypts this data packet using
public key of the KGC. The same data packet of the step 4 is
forwarded to KGC for verification purposes, as shown in step 5
of Fig. 3.

IV:  KGC  verifies successfully and it  sends
(Nonce,®H, (Nonce,))" "™ to Pt; for successful autho-
rization of the identity of the legitimate M1}, as shown in step
6. The Pt; can decrypt if it is a legitimate patient.

V: Upon the successful authorization of both parties, next step
7 of the Pt; forwards ((Nonce,@®Noncey),(H)
(Nonce,)®H;(Noncey)))M!-Pbkey 1o MI; for double autho-
rization of its identity. In the same method, MI; forwards

sends Jj

((Noncey), Hi(Noncey))'-P"%y o Pt; for authorization, as
shown in step 8.

B: Secret key setup Phase

Upon the successful authorization steps have performed
between Pt; and MI;, the next move is to calculate the
combined_secure key between Pt; and M1;, as shown in Fig. 4.
The steps for secret key setup phase generation are described
below.

I: Both parties calculate, (MLID*I' Pt ID + age + wt+Ht ]

+(Q+ Vke_‘,i))e*p, as shown in step 1 of Fig. 4. In step 2, we
calculate the floor of the output obtained values as mentioned
in step 1.

II: The next move is to step 3 by randomly choosing two
binary digits of the same length obtained in step 2 and perform-
ing OR operation on it. The same working procedure is used
to pick two different binary numbers that were not selected in
step 3. Thus in step 4, we got two sets of binary digits.

III: In this step 5, the binary multiplication (AND operation)
is performed on the obtained outputs in step 3 and step 4.
Through these steps, we obtain Combined_secure key for
trusted-secured data communication using public key of the
respective party for authentication, as expressed below.

“

MI_Pubkey\ Combined_securekey
Pt_Data= ((Data) )

Pt_Pubkey\ Combined_securekey
MI_Data= ((Data) )

)
Equation 4 shows that the Pt; encrypts data using MI_Pubkey
of MI and the generated Combined_securekey. While Equation
5 shows that MI encrypts data using Pr_Pubkey of patient and
the generated Combined_securekey. Upon receipt, each party
can use its respective private key to decrypt the data packets.

2.3.5. Data Blinding of the sensory data (Ptx_Datablind,
S1.f)

We assume that there are four BMSs deployed for mon-
itoring of vital signs of patient. The sensory data of
each BMS is divided into different chunks. For in-
stance, the Blood Pressure (BP) sensory data is, Senpp=
{Sengpy,...,S engp,}, Heart Rate (HR) measuring sensory data
is, Senygr= {Senggri,...,Senyr,}, the Temperature (Temp)
sensory data is, Senremp= {Senrempt,-...S €Nrempn}, and the
fourth sensory data of Respiratory Rate (RR) is, Sengg=
{S engg1,...,S engr,}. Moreover, the patient performs data blind-
ing (encryption) process with the selection of randomly gener-
ated secret number, S| € Zq* as a input for the pseudo-random
function (f) on the chunks of the sensory data, as described be-
low.

6)

)C ombined_securekey

PtXparaBlind =(S f 25, Data (i < Data < n)

The sensory data for all BMSs can be blinded and has repre-
sented in one Equation, as expressed below.
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Figure 2: The steps for common session key generation between Pt; and TPCS through KGC
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)C ombined_securekey

(N

Thus, the generic form of the above data blinding process can
be written as:

Senxmax
Ptxpatasiind :(S 1]( Z
i=1

®

. Combined_securekey
Senx (i < Senxpp, Senxgg, Senxrenp, Senxgr < Senxmax)))

The next step is the generation of hash values (H_Senx) of
the corresponding generated sensory data (e.g. Sensory data
of BP), as presented below.

H_Senx =({H\(S enxi),..., H, (S enx,)})mrned-securekey gy

Subsequently, the patient generates the second public and pri-
vate key pairs from the obtained public and private key pairs
of KGC with the intention of safely storing the hash values
and signatures of the corresponding generated sensory data in
TPCS. Later, the hash values and signatures are used to audit
the stored data in PCSS and MIPCS accordingly. The following
step is used to generate the patient’s second private as follows:

Pt_S econdPrikey= |(ID; + Vey; + Age + wt) x Nonce + (KGC_Pubkey) " (10)

The similar way is used showing generation of the second pub-
lic key for a patient, as expressed below:

P1_S econdPubkey= [(ID; + KGC_Pubkey) + (KGC_Pubkey x Nonce)| "

D

We assume the values for ID; = 4, Vi,,; = 4, age is = 43, wtis =
70, Nonce is = 10, KGC_Pubkey is = 3, e is = 3 and p is =0.5.
After calculation, we obtained the value for Pz_S econd Prtkey is
8090 and the value for Pt_S econd Pubkey is 1. Thus, the patient
generates hash of the blinded data using its second private key
as follows:

)Ptxj econdPrtkey

PtXpaaBlindHash =(H 1(Ptx_Datablind) 12)

2.3.6. PatientDataSig Generation Process (0seni, H1)
The patient generates signatures (6s.,;) for their correspond-
ing sensory data chunks produced by various BMSs. These
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Figure 4: The steps for computing Combined_secure key between Patient; and MI for securely data exchange

signatures are used to audit various data chunks stored in the
public and private cloud servers. The steps below demonstrate
the details for the generation of signatures.

I: The generated sensory data chunk (Sen_chunki) has its
representation identifier, N; € {0,1}*. This algorithm selects
a random number r; € Zq* and computes its identity to hide,
h_identity =r.q of the patient. The generated signature (6;) of
the sensory data can be expressed, as follows:

S enchunkmax
Oseni = Sen; (S encpmki < Sen; < S eNchunkmax)

)C 'ombined_securekey
S enchunii=1

(13)
Next step is to move for generation of hash values of the sen-
sory data chunk and signs it on Combined_securekey and the
Pt_S econdPtrkey of patient, respectively.

gs eniHash = (111 (GS en[))Combined.securekey
Os enitiash = (H1(8s eni))Pt—S econdPirkey

II: The whole set of the signatures for all sensory data chunks
can be expressed, as follows:

O eni =((S en_chunkmaxS en_chunki)

(S en_chunki<S en;<S en_chunkmax) >
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. . \Combined_securekey
N; .h,zdentlty)

The patient also signs the corresponding generated signatures
using key pairs of the Pt_Pubkey and Pt_S econd Pubkey, as de-
scribed below.

Pt_Pubkey Pt_S econdPubkey
(15)

Pt _6s,,i =(<(9S eni))



The patient sends the blinded data (PtXpaapiindtiash) to store in
PCSS and MIPCS of MI. In the same way, the patient stores the
corresponding hash values in TPCS and MIPCS, which are used
to audit data stored on cloud servers.

2.3.7. Data Integrity Auditing (Ptx, TPCS,MI, Chal)

This process shows data integrity auditing of the stored data
on cloud servers performed by the patient and the particular MI.
The patient sends a randomly selected signatures and hash val-
ues to the public cloud server as a Challenge (Chal) through
TPCS. While the MI sends the same types of information and
downloads the whole data for data integrity auditing. This data
auditing process is therefore divided into two stages, as ex-
pressed below.

I: Data Auditing conducted by a patient

The patient stores signatures and hash values of their generated
corresponding data in TPCS. The patient sends a Chal request
message to TPCS and verifies the TPCS with the stored sig-
natures and hash values. On the successful verification, TPCS
performs the following steps to submit a request for data audit
to the public cloud servers.

a: The patient selects randomly a sensory data chunk (senx,,)
from the generated sensory data X, where X € HR, RR,BP and
Temp. To generate a Chal, the patient selects randomly a subset
value, V; ={V},...,V,} from set, Ur ={1,2...,n} to get an element
of sensory data.

b: Next is to choose a number n; € Zq* for each element, e
7Zq*, so the patient adds the following information to Chal as,

Chal =(senx,,, V;)**? (16)

Subsequently, the patient sends the generated Chal_Pti_ T PCS
and Chal_Pti_MI to TPCS and MI, respectively, as shown be-
low.

Common — session TPCS Pubkey
Chal_Pti_TPCS :((Clml, Hy(Chal)) “) (17)

Combined_S ecurekey

MI_Pubkey
) (18)

Chal_Pti_MI :((Chal, H, (Chal))

The patient sends Chal_Pti_TPCS and Chal_Pti_MI to TPCS
and the TPCS forwards Chal_Pti_MI to MI to audit the
stored data in PCSS. In addition, the TPCS decrypts the chal
(Chal_Pti_T PCS) using its private key and the common session
key by comparing the received chal data information with the
stored chal data information. If the comparison is fulfilled, it is
sent to audit the stored data in PCSS. Otherwise, it is thought
that it was a fake chal with an adversary’s attack.

II: Data Auditing conducted by a M1,

The MI, receives a Chal_Pti_MI from a patient through TPCS.
In addition, the MI, decrypts the received chal using its pri-
vate key and the combined trusted-secured key. Next, the M1,
compares the received data information with the stored data in-
formation of MIPCS. If corrected information is found, it ac-
cepts, otherwise it is rejected. Further, the M1, will forward
Chal_Pti_MI to the PCSS and the PCSS will sends the whole
data stored of the particular patient to M1, once the obtained

chal has been successfully authenticated. Subsequently, the
particular M1, will again audit the data received with the data
stored and update the patient’s health record accordingly.

2.3.8. Data Audit ProofGenPCSS (Pf)

There are two parties (Ptx and MI) which have sent a Chal
request for data audits stored in PCSS as stated in Equations
17 and 18. The pubic cloud server will generate the replies of
Chal, as mentioned in the following steps.

i: PCSS generates a proof of the stored data in cloud to en-
sure the data integrity verification. First, PCSS computes a
linear combination of the sensory data chunks, Sen_Datax =
Zfﬁ?x””’“ Senxys (x < Senxys < Senxuq.), which is defining
the range of the particular vital sign.

ii: Next step is the generation of its corresponding signatures of
the S en_Datax of vital sign (x) by PCSS, as expressed below.

Sen_Ox= (de:”f”” S enxpys (0x1,...,9x,,))e><g€ Zg* (19)

iii: PCSS sends the computed sensory data (S en_Datax) and its
corresponding generated signatures (S en_6x) to the patient and
MI as proof(pf), as given below.

pf={((S en_Datax), (Sen_0x)) 7| (20)

2.3.9. Proof Evaluation (PE-ptx, ptXpuipata)

The patient is provided with the proof (pf) to verify the in-
tegrity of the stored audited data by the cloud server as given
below.

Pt_IDx
PE — ptx :(e(pl, PP e(py Y PLID (py, i)

i=1
x_Data X

e( Z (S sz Data(i < Data < n))a(i’hjenﬁamxllS Lf)Pl)S‘)"’DMX)

k=1 i=1 (21)
If this equation truly holds the verification, the patient will ac-
cept, otherwise, reject. Next step is the verification of the stored
data through Equation (18), which was sent by MIx to PCSS.
The PCSS sends the whole dataset of a patient in encrypted
form along with their generated corresponding signatures and
hash values to MIx, as shown below, respectively.

Sen_Max
PE — ptx z(( Z Sen,(i < Senxpp,Senxremp,S enxyg,

=l 22)

MI_Pubkey
PKGC
Senxgr < S enx,Max))

S enxpys

Sen_Data8 :( (S el’lXQBp’Temp,HR,RR(S enx_Ogp1,

Ox=1
Senx_Orempt, S enx_Oygr1, S enx_Oggi, ..., S enx_Opp,,

PKGC MI_Pubkey
Senx_Orempn, S enx_Oypn, S enx_GRR,,)

(23)



Table 2: The proposed novel data structure for handling patient’s data duplica-
tion

Patient . .
inlfo Data Payload info MI info Ptr(ABCMDx1y1...MDxnyn)
L Pt ID Se"?"'y—D,mit ) MI-ID1={MI-ID1,... MI-IDn,
e age ensoryislgna. uret Docl,...Docn, Services, Treatment }
b Loc Sensory_Hashi
File-ID(A)
o Wt N .
[ File-Version(B) Ptr(ABCMDx1y1...MDxnyn)
L VKeyi | File-Size(C) N )
File-r/s(MDxly1..MDsxayn) | M- IPn={MEIDL.... MI-IDn
. Docl,...Docn, Services, Treatment}
Date-Time:--

PKGC\MI-Pubkey
)" 4

Hash_h= ((H, (PE — ptx ), H\(S en_Dataf))

The MI, decrypts the received data files with its private key
and compares the outputs with the locally stored data files in
MIPCS. If the comparison is matched, then it is accepted for
patient care and file changes, otherwise, it is rejected.

2.3.10. Data Duplication and Updation Management (Patient-
info, Data-Payload, MI-Info and Ptr)

The physician treats patients on the basis of existing health
issues and medical history. That’s why it is necessary to keep
the medical history and update the health records of a patient
regularly. As a result, we have proposed a new dynamic data
structure containing blocks of the patient information, data
payload information, MI information and a pointer (Ptr) (Table

2). Moreover, the patient information header contains Pt_ID,
age, loc, wt, ht, and the Vi.;. The data payload informa-
tion header comprises of Sensory_Datai, S ensory_signaturei,
Sensory_Hashi, File—ID(A), File—Version(B), File—S ize(C),
File — r/s(MDxy1, ..., MDx,y,) and Date — Time. Where
”i” refers to the collection of sensory data of the partic-
ular vital sign, as aforementioned in Equation (7). The
File — r/s(MDxy1, ..., MDx,y,) refers to the relationship of
a patient’s data information with MI represented as x, which
invokes the information of MI — ID, and y is represented as
doctors, Doc =(Docy,...,Doc,). The Date — Time shows cre-
ation of this file structure. The third header information is about
MI containing "n” lists of MI — ID={MI — IDi,...,MI — IDn},
doctors Doc ={Docy,...,Doc,}, various services and treatment
cares for patients. The last header is Ptr with attributes
{A,B,C,MDy,yy1,.... MD,y,}. Where ”A” is employed for file ID,
”B” is used for file version, "C” represents the file size, "MD”
represents the Medical institute and the doctor, respectively.
The Ptr keeps track of the same patient’s updated health
records. Thus, this information updates the patient’s health
history without data duplication.

2.4. intelligent content-based Emergency Data Access control

There are n BMSs installed to monitor health conditions of
the patient. We consider a heart rate sensor (S engg), a respira-
tory rate sensor (S engg), a blood pressure sensor (S engp) and
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a temperature monitoring sensor (S eney,). It is also assumed
that the monitoring accuracy of these BMSs for vital signs is
adequate to make decision. Furthermore, we define the Criti-
cality (C) of the patient’s health status as low threshold values
and high threshold values. The reading of low threshold values
is more and critical than the reading of high threshold values.
Since the reading of the low threshold values is closed to zero
while the high threshold values are a long way from that value.
We define the expression for criticalities of low threshold and
high threshold values (Criticality_HR) for S enyg, as expressed
below.

Xy < HR < (HRy;; - X»); V_Clow — Very Critical in low threshold

(Ciow - X1) < HR < (VCioy - X1); C_low — Critical in low threshold
HRy,i < HR < HRy,j; Normal — Normal reading

X3 < HR < (HRy,j - X3); V_CHigh — Very Critical in high threshold
(Chigh - X3) < HR < (VChign - X4); C_High — Critical in high threshold

Criticality_ HR =

Fig. 5(a) shows the representation of Criticality_HR by clas-
sifying into four criticalities that are X;, X», X3 and X4. The
criticality of X; is high critical as compared to X,. similarly,
the criticality level for X3 is greater than criticality of Xj.

The criticalities for RR, BP and Temp are Criticality_RR,
Criticality_BP, and Criticality_T emp, expressed below respec-
tively. Figs. 5(b), 5(c) and 5(d) represent low and high thresh-
old values for RR, BP and Temp, respectively. Moreover, the
criticality of X, is always higher than X, in low threshold val-
ues. Similarly, the criticality of X3 is always higher than X4
in high threshold values. These criticalities characterize the
priority-based allocation of diagnosis and care resources to pa-
tients. As aresult, we are developing a intelligent content-based
emergency data access control for single patients and multiple
patients, as discussed in Fig.5.

X1 < RR < (RRy,; - X2); V_Clow — Very Critical in low threshold

(Ciow - X1) £ RR < (VCyoy - X1); C_low — Critical in low threshold
RRyi < RR < RRy,j; Normal — Normal reading

X3 < RR < (RRy,j - X3); V_.CHigh — Very Critical in high threshold
(Chiigh - X3) < RR < (VClign - X4); C_High — Critical in high threshold

Criticality RR =

X < BP < (RRy - X2); V_Clow — Very Critical in low threshold

(Ciow - X1) £ BP < (VCyyy - X1); C_low — Critical in low threshold
BPy,; < BP < BP;,j; Normal — Normal reading

X3 < BP < (BPy,j - X3); V_CHigh — Very Critical in high threshold
(Chigh - X3) < BP < (VClhign - X4); C_-High — Critical in high threshold

Criticality_ BP =

Tempy, + Tempy,j < Temp; Normal — Normal reading
Criticality Temp = { Cign - Xo < Temp < X5; V_CHigh — Very Critical in high threshold
X3 < Temp; C_High — Critical in high threshold

2.4.1. A single patient Emergency Data Access Control

Various criticalities are designed for reliable monitoring of
health. If there is a predication of criticality of some vital sign,
then that BMS will send an Emergency Alert (Em_Alt) message
in advance to MI through TPCS for the anticipated health con-
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Figure 5: The criticalities definition of various vital signs

dition.
EM_Alt :((Pt_ID + Vkeyi + Age + Loc + Time+

Noncey + MDxiyj + Criticality_vitalS igni

)C ombined_securekey )M [-Pubkey

(25)
EM _Althash =((H1 (EMAlt))Cumbined,Securekey)MIJ’ubke_v

This EM _Alt contains information about patient, critical-
ity level of the vital sign i, time of the detection abnormal
health condition, MI and a security code (Nonce,). The emer-
gency message is encrypted using Combined_securekey and
MI_Pubkey. To verify integrity, we create a hash of EM _Alt
and signed by trusted-secure keys. Through this EM _Alt, the
concerned M1 receives it and compares all patient’s information
with the stored patient’s information in database of MIPCS. On
the successful verification of patient’s information, the M1 for-
wards a request for downloading the full medical history and
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updated health track records from PCSS using Equation (25).
As a result, the M1 physicians in particular diagnose the degree
of criticality of the patient in a life-threatening condition and
recommend optimal care.

2.4.2. Multiple patients Emergency Data Access Control

There are n patients, Pt ={Pty,...,Pt,}, who have serious
health problems and need them to assign MI health facilities
on the basis of health criticalities. The advanced based infor-
mation circulation is sent to Mi specifying the criticalities of
HR,RR,BP and Temp, which are the main survival psychologi-
cal signs for healthy life. Therefore, we define the criticality of
one vital sign, as expressed below.

Pi_Criticality =(Criticality_vitalS igni, Patient — info, Dect_time,Pki_size # 0, MDxiyj) ~ (26)
Where Criticality_VitalS igni refers to the low or high threshold
values of the vital sign i, Patient — info refers to the patient
information, Dect_time is the time when irregular readings of
i are observed, Pkt_size should not be zero and M Dxiyj refers
to details of MI and doctor. In case of n patients are having
life threatening conditions, MI receives several criticalities of
patients by alert signals, as expressed below.

)('(7ml)med,.\e(’urekgy MI_Pubkey

EM_Alt :(( e Pt(Pt,Criticaliryl,M,Pt,Criticality,,) ) H, (EMAlt))

27

2.4.3. Allocation of Health Care and Treatment services based
on Health Criticalities

The allocation of the healthcare services and treatments pri-
oritization to patients in the life-threatening conditions is based
on the criticalities assigned by the concerned MI. The criticali-
ties define the ranges of the threshold values, the Time of Detec-
tion of Criticality (Dect_time) and Pkt_size should not be nega-
tive. We therefore propose algorithms to resolve the conflict on
allocation of healthcare services to patients. The first proposed
algorithm 1 briefly describes three patients (i,j,k) who have var-
ious criticalities of the low threshold values, as given below.
This algorithm 1 assigns the physician first to Pt;, second is to
Pt; and third is to Pt;. The reason for this is that the Pz; has a
very critical condition of HR compared to vital signs reading of
Pt; and Pt;. The second priority for the medical care to be given
to Pt; since this patient has a critical reading of blood pressure
and early detection time compared to Pt;. The second proposed
algorithm 2 describes the medical treatment allocation is first
assigned to Pt; due to the critical condition of HR and early
detection time compared to Pt;. The third proposed algorithm
3 briefly discusses the criticalities of the three vital signs with
low and high thresholds for three patients. The Pt; has the first
priority to assign medical care services compared to Pt; and Pt
due to very critical low threshold values of HR, low BP and the
critical condition of RR along with early detection of time. The
second priority is given to Pt; due to two vital signs are critical
with low threshold values and the third vital sign is temperature
with high criticality. The Pt is also critical with vital signs of
high threshold values but less important compared to other two



patients. There are specific definitions for priority-based triage
and care of patients.

Algorithm 1 Criticality of one vital sign among the three pa-
tients (Low)

If(Pz,- —VSyr==V_Clow & Dect_time =4pm & Pkt_size > 0) and(Ptj —VSyr==C_low

& Dect_time =4:03pm & Pkt_size > 0) and(PtA —VSgp== C_low & Dect_time=4pm &

Pkt.size > O)Then

Decision: Criticality based Prioritized Triage and Treatment
First Priority to: Pt;,Second Priority to: Pt,Third Priority to: Pt;

Algorithm 2 Criticality of one vital sign among the three pa-
tients (High)

If(Pt; —VSgp== V_Chigh & Dect_time =3:57am & Pkt_size > O) and(Pt,- —VSyg==

C_high & Dect_time =3:55am & Pkt_size > 0) and(Ptk —VSremp== C_high &

Dect_time=3:55am & Pkt_size > O)Then

Decision: Criticality based Prioritized Triage and Treatment
First Priority to: Ptj,Second Priority to: Pt;,Third Priority to: Pty

Algorithm 3 Criticalities of three vital signs among the three
patients (Low-High and High-Low)

If(Pl,- —VSpr== V_Clow & VSpp== C_low & VSreu,== C_high & Dect_time=
7:0lam & All-Pkt_size > O) and
(Pfj —VSgp== V_Clow & VSur== V_Clow & VSgg== C_high & Dect_time=
7:02am & All-Pkt_size > O) and
(Ptk —VSur== V_high & VSpp== C_high & VSr.up== C-high & Dect_time=
7:0lam & All-Pkt_size > O)Then

Decision: Criticality based Prioritized Triage and Treatment
First Priority to: Ptj,Second Priority to: Pt;,Third Priority to: Pt;

3. Security and Privacy Analysis

3.1. Data Auditing

The data auditing request is generated by a Pt; to ensure the
integrity of the stored data in PCSS. The Pt; selects randomly
a sensory data chunk (S en_xi) of the sensory data X, where X
is represented as HR, RR, BP and Temp. Where i represents a
selection of values from subset, V; ={V},...,V,,} € Ur and the Ur
is denoted as data elements of sensory data X. Further, the Uy
contains (S f(i,name)) to compute the data blinding of sensory
data. Where S is a secrete number, f is a pseudonym random
function, i,, denotes the specific chunk and name is used to hide
the data identify along with maintaining the correctness of data.
The data blinding process is given below.

n
PtxDataBlind =S lf( Z Sen_xi(1 < Sen_xi <n)** p) (28)

x=1

Next is the generation of the signatures of this data chunk as
expressed below.

n
Osenxi =( E
chunk=1

Sen_xi(l < Sen_xi < n)) (29)

The Pt; generates hashes of this data chunk of Equation (35), as
given below.

X TPCS _Pubkey
Hash S enxi :((Hl (QS enxi), oS enxi)C()mm(mS essiongeyPt — TPCS
(30)
5 . MI_Pubkey
Hash_6S enxi :((H 1(6S enxi), 6S enxi)Combined-securekey ) 31

The Pt; sends Equation (36) and Equation (37) to TPCS and
M1, respectively. Both TPCS and MI validate the signatures and
hash values with the stored data information.Subsequently, the
TPCS forwards Equation (36) to PCSS and the PCSS performs
the following data audits process.

— Senppi, PIXpataBlinds enxbPx — S enpp1, PtXpatabiinds enxBPx
ay = | | Opev,, = G ,
DeV,, DeV,

Vix$§
Hl (g” ”S €npgpi, Pl-xDataBIindSeanPx)

(32)

— Sengpy, PtXpataBiinds enxBPx — S engpa, PtXpatabiinds enxBPx
a = | | Opev,, = G, )

DeV,,» DeV,,
Vix 8,
H(g||...IIS engpy, PtXpatapiinds enxapx)
(33)
Pi= , Vix S
@ :e(pl_[ p ,Prs"”) (34)
Pr=1
e(0,g) =(a1are1, Hy(a1az0)) (35)

These equations show the proof of the stored data integrity ver-
ification performed by PCSS. Moreover, MI forwards the fol-
lowing equation (detailed in Equation (35) ) to PCSS for data
integrity verification.

. PKGC
MI_audit =(65 ensi Hy Os nsi). (MI1p). €.8) (36)

Upon the successful verification of the Equation (42) by PCSS,
PCSS performs a linear combination for the required data
chunks needed to ensure data integrity and also generates the
required signatures respectively, that are

Sen_Datax = Z Sen_ VSBP(i < Sen VS BP < max) (37)

i=1

Sen_0VS BP =( Z Ovspp(1, ...,9,,)””) (38)
j=1

The PCSS sends both equations to M1, where the MI performs

data auditing of integrity verification and finds the stored data

to be right.



3.2. Homomorphic Verification

The homomorphic verification is an authentic way for data
integrity auditing stored in PCSS without being downloaded.
This process can be initiated by the patient, TPCS and MI.
The following discussion discusses the homomorphic verifica-
tion process. In Blockless Verification, the file identifiers are
Sengpp, and Senpp,, and their corresponding generated signa-
tures are 6Sengp,, and 6Senpp, , generated with the support
of the pseudo random fI and f2 functions, respectively. The
Pt; sends Senpgapp, =(f1Sengpn, + f2 Senpuasp,) to PCSS

m

through TPCS for verification, as described below.

(05 ensn " 0 engp, 2. 8) = (Hi(S ens,
(39)

. s PLID Common_S essionkeyPtT PCS
en , Pt_IDi
V', Hi(Sengpy, )7, o oestn )

The correction of the stored data can be verified with the help
of bilinear map, in the following definitions.

e(0S engpy,”!, 0S engp, ., ) = (e(Hl

(Sengpy, Y'os enBPnlﬂ'SMBpn]) + e(H (S engpy, Y265 e”BPn;Q'SMBPM, Gy
(40)
Thus, it has been shown that the proposed schemes support ho-
momorphic methods for data verification. In Non-Malleability,
we assumed that the Adv, has generated the valid signatures
(6S enpya,) of the sensory data (S enpq,,) with the support of
the pseudo random function (fn), as described below.

exp
e((GS enDutax)fn’ g) = (Hl (S enDatux)ﬁla (HS enDaraX)) (41)

The TPCS will not authenticate this generated signature be-
cause it was not signed using Common_S essionkeyPt — TPCS .
Therefore, it has also been shown that the proposed schemes
support homomorphic methods. The same steps can be taken
between TPCS and MI to check of the corrected data stored in
PCSS.

3.3. Attribute-based Privacy Preserving

We assume that the Pt; stores signatures and hash values of
the corresponding generated blinded sensory data chunks in
TPCS. The Pt; signs the data signatures and hash values us-
ing secondary generated private key (Pz_S econdPrtkey), as de-
scribed in Equation (10). Through these steps, it hides the ac-
tual contents of sensory data. Moreover, the P¢; hides its iden-
tity by including Pr_ID, lg and A refers to the healthcare activ-
ities of Pt;. Finally, the Pr; signs the whole data packets on the
Common — S essiony., as a chal and sends it to TPCS for data
integrity auditing, as described below.

Pt_S econdPrtkey
Ptictat =((0VS1,0VS 1,0V 11) :

(42)
H\(8VS ), H(6VS 1), Hi(6VS 11), Ptip, Ig, A

)Common — Sessiongey

The TPCS decrypts the whole data packets using its corre-
sponding keys options. and compares them with the corre-
sponding stored signatures and hash values. The same steps
can be taken between TPCS and PCSS to hide the actual data
and the real identity of patient with zero knowledge.
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3.4. Data Duplication and Updation

The M1, creates a file containing patient information, data

payload, MI and Ptr headers stored in PCSS. Previously, the
Pt; was diagnosed by MD27 — 00 and the updated ptr was
Ptriip-27-00. This Pt; is then referred to MD31 — 00 by
the MD27 — 00. Thus, the MD27 — 00 updates the ptr to
Ptri(1+i3-27-31 which shows the recent diagnosis of Pt; done
by MD27 — 00. Through this process, the Pt; health records
are updated to prevent duplication of data if the same patient is
handled by multiple medical institutions.
Game: It is assumed that the Adv, behaves as a Pt; and that
Combined_S ecurekey is compromised between Pt; and MI,.
Furthermore, the Adv, generates a fake Ptr1-21-o0 along with
MD21 - 00 and shares with MI,. When M1, searches for and
does not find the relevant information in MIPCS. Then, the M1,
prevents contact with Adv, tells the network of Adv,.

3.5. Verification of the valid Emergency data

We assumed that Pf; has a criticality prediction for the vi-
tal sign x, where x corresponds to HR, RR, BP and Temp. In
this life-threatening scenario, Pf; will produce an alert signal
(Em_Alt) and will send it to TPCS. TPCS will check if it comes
from valid Pt; or Adv, as expressed below.

Em_Alt = ((Pt,info =Pt ID; + VKeyi + Wt + Age + Ht + Ig + Nonce, + Nonce,+

MDxiyj6Sen_VS x + H(6S en_VS x)), (Criticality VS x > 0+
time_Detect = 16 : 21 + H|(Criticality_-VS x > 0 + time_Detect = 16 : 21)+

Pt_info + Nonce,+

C _sessionkeypti - TPCS
Combined_securekey +MI_Pubkey) """ "¢ * Ot
Noncey)

43)
The TPCS decrypts the Pt_.info along with the generated
nonces (Nonce,+Nonce,) between Pt; and TPCS and also ver-
ifies the corresponding generated signature and hash values.
Upon successful authentication, the 7PCS immediately for-
wards the Em_Alt to the relevant M Dxiyj, where the M Dxiyj
verifies the patient’s complete details.

4. Simulation Results and Discussion

This section presents the simulation results performances of
the proposed work compared with the existing schemes. It
presents simulation results of the proposed work and compares
with [20] and [13] schemes. The Pairing Based Cryptography
(PBC) library [34] has used in NS-2 simulation environment
using a ubuntu operating system with 4GB RAM, as shown in
Table 3. Moreover, the base field size is 512 bits, jS| size is 160
bits related to Zg, |G1| and |GT| size is 1024 bits. The length of
each ID is 145 bits long, as described in Table 3.

The generation of keys for Pts, TPCS, MIs in the proposed
work consumes 10.2 msec (millisecond),which is the lowest
time consumed and performed efficiently compared to [20] and
[13], as shown in Fig. 6. The scheme [20] consumes 15 msec,
which is the second lowest time consumption. In comparison,
[13] consumes 28.5 msec, the highest time consumption in the
key generation process. To evaluate the performance of the data
blinding (encryption) process of the proposed work, we con-
sider an average of 2,000 data blocks generated and encrypted



Table 3: Simulation Parameters

Parameter Description
NS-2 Network Simulator 2
RAM 4GB
Operating System Ubuntu
Base field size 512 bits
[S| size 160 bits
|G1] and |GT| 1024 bits
Length of ID 145 bits

with the lowest computing time is 40 msec compared to [20]
and [13], as shown in Fig. 7. As we note, the time for com-
puting is increasingly increasing as more data is generated for
encryption. The [20] consumes 80 msec for data blinding, and
[13] requires more than 95 msec for data blinding, as shown in
Fig. 7.

|+'HIDE f Pﬂ"&qﬁ — e Attr]13] |

Time (msec)

Qi
=
w
~

15 25 33 39 45 50 55
Average number of keys generation (KB)

Figure 6: Impact of computation overhead-Execution time for Keys generation

The physician of MI performs the decryption of the blinded
data during the data auditing and the patient’s treatment. Fig.
8 indicates that the cost of computing the proposed scheme is
16 msec, with the lowest cost of computing compared to [20]
and [13]. This step-by-step increase has occurred due to several
MIs activities. However, the highest overhead cost of comput-
ing is [13], which is 30 msec, while [20] consumes 26.5 msec
in the decryption process, which is the second lowest cost of
computing. Fig. 9 shows the cost of computing involved in var-
ious steps for the generation of the Combined_S ecurekey and
Common_S essionkey. The Combined_S ecurekey is generated
between Pt; and M1, through KGC with consumed 15.5 msec
while Common_S essionkey is generated between Pt; and TPCS
through KGC with consumed 23.9 msec. Fig. 10 is showing
the computation cost of On_Demand Data, Emergency_Data
and Data_Duplication. The lowest cost of the computing for
On_Demand Data service is 7 msec because the MI physician
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Figure 7: Impact of computation overhead-Execution time for data blinding
process
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Figure 8: Impact of computation overhead-Execution time for decryption

sends information of the specific vital sign and few other spec-
ifications to Pt. The Emergency_Data consumes 14 msec of
computation time during the preparation and transmission of
the alert signal to MI when the threshold value of the patient
exceeds the normal range. However, the data duplication and
updation take about 25 msec of computation time to prepare
and update the patient data in different versions, as shown in
Fig. 10.

5. Conclusion

This paper has contributed to the innovative HIDE frame-
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Figure 9: Impact of computation overhead-Execution time for generation of
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Figure 10: Impact of computation overhead for generation of different activities

work development for the IoT-Healthcare domain to trustwor-
thy and secure patient data in cloud storage. The first trusted-
secure scheme is the attribute-based privacy-aware, which per-
forms encryption and decryption of patient’s data by incorporat-
ing the idea of shared (mutual) keys among different entities. In
addition, this method effectively manages and stores the same
patient file data in different versions to prevent data duplica-
tion aimed at tracking MIs and their respective individual physi-
cian(s) who treat patients. The second revolutionary scheme is
intelligent content-based emergency data access control, which
effectively controls single and multiple patients’ health critical-
ities in life-threatening circumstances using alert signals with-
out human intervention. The MI allocates healthcare services to
patients based on their health criticalities. The security analysis
and experimental results show that the proposed schemes have
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performed efficiently and have obtained the desired results. Fu-
ture research will expand it to link hospitals and patients with
efficient security mechanisms using a deep learning algorithm.
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