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Abstract—By 2050, there will be a 50% rise in energy demand,
and existing natural and renewable resources will be under
extreme scrutiny. Optimizing current power generation and
transmission to reduce energy consumption, cost, and other
factors is equally vital to upgrading methods for effectively
harvesting renewable energy. However, it gets more challenging
for conventional computers to perform optimization as the
number of factors affecting power generation and transmission
rises. Extreme environmental cases will consequently lead to
the imperfect functioning of IoT systems. By utilizing quantum-
mechanical properties, such as superposition and entanglement,
quantum computers can computationally outperform classical
computers while consuming much less energy. In this paper,
we investigate various quantum machine learning algorithms
on two datasets (TWTDUS and SDWTT18) related to IoT
extreme environment and study the effect of a noisy quantum
environment. We observe that for the TWTDUS dataset, the
variational UU' with analytical clustering methods achieves the
highest accuracy of 98.10%. Similarly, for the SDWTT18 dataset,
the UUT method with k-Means clustering achieves an accuracy
of 94.43%. The results show that the accuracy of the proposed
quantum algorithms outperforms the existing classical methods
and can be utilized to forecast output power generation daily by
measuring the metrics required in energy sector decision-making
situations. This will be useful to save energy and costs in an IoT-
extreme environment, where energy organizations must decide
instantly whether to start or stop generating units.

Index Terms—IoT Extreme Environment, Quantum Energy
Utilization, Quantum Neural Network, UU ' Method, Variational
UU'T Method

I. INTRODUCTION
A. Quantum Computing and its Applications

Quantum computing uses quantum mechanical phenomena
to perform computational tasks. The information is stored as
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quantum bits (qubits) and processed using unique quantum
properties, such as superposition, entanglement, and interfer-
ence [1]. Qubits require fewer resources than classical bits
to store the same information. Indeed, quantum algorithms
can solve some problems with lower time complexity than
classical algorithms [2], [3], which have been realized by
several quantum supremacies [4] (the demonstration of quan-
tum computers solving problems that no classical computers
can perform in a feasible time). Shor’s factoring algorithm
[5] and Grover’s search algorithm [6] started a major move
in quantum computing by demonstrating efficient quantum
solutions to problems believed infeasible to solve. Since
then, various applications of quantum computation have been
realized, including artificial intelligence (AI) [7], quantum
chemistry [8], financial modeling [9], drug discovery [10],
weather forecasting [11], traffic optimization [12], intrusion
detection [13], and modeling medical data [14].

B. Challenges in IoT Extreme Environments

According to the Energy Information Administration, global
energy consumption is increasing by around 2.3% annually
and is projected to surpass 700 quadrillions in 2040 [15].
The data required to manage power systems efficiently will
grow rapidly in response to increasing global energy demand
[16]. Despite being cost-free, renewable energy sources are
unpredictable due to various factors, including variations in
solar radiation, weather, and wind speed [17]. Internet of
Things (IoT) systems are used for various applications, each
with specific requirements and goals. [oT devices are partic-
ularly important and prioritized in various locations due to
weak or deteriorating physical infrastructure, high demand,
and extreme operating conditions caused by climate change.
However, extreme weather, winds, flooding, storms, and other
phenomena may affect the regular operation of specific infras-
tructure components and the employed IoT devices. In this
environment, robustness/resilience scenarios that are typically
neither random nor catastrophic but may experience varied
degrees of area damage regularly are of relevance. Because of
the growing demand for renewable energy, highly optimized
energy management systems are required to identify the least
expensive combination of all power generators (conventional
and renewable) and storage capacity that can meet the antici-
pated demand with the bare minimum of security. Finding the
ideal balance between dependability, availability, efficiency,
and cost requires optimization strategies to support the net-



work or “smart grid” function [18]. Unfortunately, large pro-
cessing power is required to accomplish such optimization on a
large scale [19], including power generation, transmission, and
distribution [20]. For example, optimizing a shale-gas supply
chain network that spans 10,000 km? may require more than
50k variables and 50k constraints. Modern supercomputers
may sometimes take many days or more than 15 hours to
generate a solution [21]. The high computational cost limits
the effectiveness of national and worldwide energy system
optimization.

C. Quantum solutions

In addition to delivering a crucial speed advantage over
traditional computers, quantum computing offers a new strat-
egy for tackling some of the most challenging issues [22].
Energy resources, including power grid location, wind turbine
placement, transmission costs, solar panel alignment, and other
factors must be optimized to reduce energy waste, capital, and
operational costs. The computation time required to find a
solution increases exponentially with more power-producing
facilities [23]. For the energy sector, quantum simulation
and energy system optimization are the most beneficial in
providing workable solutions with reasonable runtime for such
energy system optimization challenges [24]. For example, a
single-core CPU takes almost 11 hours to solve a simulation
problem to find the best location for 14 facilities compared to
16 minutes on a quantum processor [25].

Unit commitment is another optimization problem for ap-
plying quantum computation [26]. A typical power company
runs hundreds or thousands of generation units with dis-
tinct costs and capacities, continuously changing the need
for power. Companies must make instantaneous decisions
about turning on or off generation units based on a variety
of factors, including fixed and variable costs, grid and unit
constraints, load forecasts, heat rate curves, and sustainabil-
ity considerations, to meet power demand while minimizing
operating costs [27]. The growth of generation units makes
traditional computing-based decision-making methods inef-
fective. Recently, Microsoft has shown its quantum-inspired
unit commitment algorithm, which operates significantly more
quickly than traditional solvers [28]. In particular, Microsoft
researchers found the required cofactor chemical to simulate
the complex Haber process, which does not apply to classical
computers [29]. However, the quantum advancement of Haber
is still about ten years away. Similarly, quantum computing has
been used by many industries, such as Mitsubishi, to develop
battery technology [30] and NASA to organize a series of
high-battery-power actions carried out by planetary explorers
to achieve mission objectives [31].

Clustering is another potential application of quantum com-
puting in the energy sector, which divides the data points
into subgroups based on their similarity. It is often defined
by the Euclidean distance between points in m-dimensional
space. Furthermore, classification can be defined by such
clustering, which can assist in creating focused models for
predicting future outcomes within each subgroup. However,
it is NP-hard to compute the partitioning of n data points

into k clusters since there are k™ possible partitioning options
and this number grows exponentially with n [32]. Instead,
oftentimes, a heuristic approach is adopted, where algorithms,
such as k-Means, discover local minimum solutions but could
overlook subtle and significant similarities, which improve
categorization and the accuracy of ensuing model predictions.

The contributions of this paper can be summarized as
follows:

e Various quantum machine learning methods, namely
UU*, variational UU' and quantum neural networks are
applied to perform binary classification of two power
generation datasets (TWTDUS and SDWTT18) related
to IoT extreme environment.

o Two types of clustering, named k-Means and Analytical
methods, are used to cluster the datasets for the UUT and
variational UUT methods.

o The robustness of the algorithms is checked in the pres-
ence of different noisy channels such as bit-flip, phase-
flip, amplitude damping, phase damping and depolarizing.

D. Organization

The rest of the paper is organized as follows. Section II
discusses related works, followed by Section III, where the
methodology of the algorithms is described. In Section IV, the
results are presented and discussed with the given datasets.
Finally, Section V discusses the results and provides a few
concluding remarks as well as suggestions for extensions to
this work.

II. RELATED WORK

Clustering and nearest-neighbor algorithms have been inves-
tigated and tested on adiabatic quantum computers [33], [34],
which are based on minimizing the energies of Ising models
[35]. In this case, a clustering problem is transferred to a
quadratic unconstrained binary optimization (QUBO) problem
and utilized for pattern recognition and binary classification
[36]. Instead, new quantum algorithms, such as quantum
collaborative k-Means [37] and g-means [38] are proposed
for unsupervised learning. The enhancement of the encoding
approach to perform the required function adequately on an
IBM quantum computer is investigated in [39]. Similarly,
achieving data categorization by employing a nearest-neighbor
classification and providing an optimal technique for encod-
ing 8-dimensional classical data into the quantum computer
using the IonQ quantum hardware is demonstrated in [40]. A
generalized quantum k-Means clustering and popular swap-
test-based distance estimation approaches for classification
and clustering are explored in [41], which demonstrates how
clustering might be used to classify energy grids.

IoT deployment has become a collaborative effort, and its
integration provides new opportunities to investigate contem-
porary challenges in IoT systems from various perspectives.
However, due to the distributed nature of IoT devices, which
present a vast and vulnerable surface, this integration intro-
duces new challenges. Therefore, the current IoT architecture
must undergo changes and improvements to enable an effective
operation and meet the needs of the IoT ecosystem. Quantum
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Fig. 1: Quantum Machine Learning for IoT System.

machine learning (QML) is one of the most potent data
exploration approaches for understanding regular interaction
patterns and performing tasks such as classification or predic-
tion, which can outperform classical techniques. IoT system
architecture employing a QML technique is shown in Fig.
1. The schematic diagram provides a general overview of
collecting data and applying QML algorithms for data classifi-
cation. In the first step, IoT chips connected to appliances like
refrigerators, cars, bulbs, etc., measure and store data retrieved
from IoT devices and analyzed. After that, quantum machine
learning algorithms can be applied to perform classification
tasks on this data.
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Fig. 2: (a) Generalized circuit for UUT methodology. The qubits
are prepared in |0)®™ state. A general n-qubit unitary gate is used
to encode the testing data, and its dagger is applied to encode the
centroid data. In the end, measurement is performed, and the inner
product between the centroid and testing data is calculated. (b) An
example circuit for our dataset, where one feature is used for the
classification. Us is used, where the data feature values are encoded
in angles of Us(0,0,0) gate, and the analytic cluster centers are
added in Ut(—6,0,0) gate. Finally, the inner product is calculated
by measuring the quantum circuit.

III. METHODOLOGY

This section proposes the working principles of various
clustering methods such as analytical, k-Means, and classi-
fication algorithms like UUT, variational UUT, and quantum
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Fig. 3: (a) Generalized quantum circuit for the variational UUT
method. One layer is given by applying a Hadamard, U gate, and
their inverse form the whole circuit. (b) An example circuit for our
TWTDUS dataset consists of four data features encoded in angles
and added into two Us(6,0,0), and two controlled Us gates. While
the cluster centers for respective data features are added in two anti-
controlled U; , and two U;’ (0,0,0) gates. To make n layers, the
structure of (HU) will be repeated n times, and then (U'H) will
be repeated n times.. The inner product between the testing data and
centroid data is calculated from the measurement of the quantum
circuit.

neural network. Also, the noisy environment’s effect on these
algorithms has been demonstrated.

A. Clustering Methods

1) Analytical

We designed a clustering algorithm for our datasets, namely
analytical clustering, in which the power generation will be
divided into two groups based on the behavior of power
generation dependencies on various features. The analytical
clustering method computes the average of the generated
power of a dataset’s maximum and minimum values. It divides
the dataset into two groups based on the closest value to the
average, saying a (above a in one group and below a in another
group). The characteristics responsible for power generation,
such as wind speed, wind direction, pressure, temperature, etc.,
correspond to a, are extracted, and the cluster’s centroid is
selected. One of the cluster centers is the nearest value to the
average sum of the previously obtained feature values and the
minimal value of the feature in the dataset. At the same time,
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Fig. 4: The variational circuit model. First, the quantum state |z)
is prepared by preprocessing all the input data x on a classical
device. Then, the quantum hardware computes the unitary operation
with the quantum state |x) along with variational parameters 6.
This unitary operation is evolved to achieve the expected output.
After measurement, the cost function is calculated and the variational
parameter 6 is updated to minimize the cost function. After that, the
state |x) along with the updated variational parameters 6 passed to
a unitary operation, and the process is repeated until the minimum
cost function is achieved. The output corresponding to the minimum
cost function provides the solution to the required problem.
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Fig. 5: Circuit of QNN with the input |z). The qubits are initialized
in the |0000) state, the data is encoded and an entanglement layer
is applied. After measurement, the loss function and accuracy are
calculated.

the other one is the nearest value to the average sum of this
feature value and its maximum value in the dataset. The two
values of cluster centers are fitted into the U with the test
data values encoded into the U to calculate the inner product.
The test data value is assigned to the cluster center with the
highest inner product value.

2) k-Means

k-Means clustering is an unsupervised learning approach
that separates a dataset into many groups. Here, k represents
the number of clusters into which the dataset must be divided.
Without training, it enables us to divide a dataset into clusters
where each cluster has a centroid. The primary goal is to
reduce the sum of the total distance between each data point
and its matching cluster. It begins by dividing the dataset into
clusters based on the value k and repeats the procedure until
obtaining the optimal cluster. In this paper, our dataset is
clustered using the k-Means technique with & = 2, and the
quantum circuit is built after observing the two centroids of
each column in the dataset.

Algorithm 1: UUT classification algorithm.

Input All the features of the dataset and their centroids
Output Accuracy of the classification
1 Construct the circuit with n-qubit unitary operation U and
n-qubit U operation
2 Encode the testing data in the U operator, resulting in the
state |¢;), and the centroid data in the U operator,
resulting in |¢1)and [t)2) representing cluster 1 and 0.
3 Measure the quantum circuit with the first centroid data and
then with the second centroid data
4 If (¢i|Yh1) > (¢i|1b2), then corresponding training data
€ cluster - 1
5 Else corresponding centroid data € cluster - 0
¢ EndIf
7 Compare the result with analytical clustering/ k-Means
clustering
8 If ¢ number of correct matching of cluster found with
analytical clustering/ k-Means clustering, then calculate the
accuracy using the relation
< x 100

Total number of data

Algorithm 2: Variational UU classification algorithm
for m layers.

Input All the features of the data and their centroids ;
Output Accuracy of the classification;
1 for m € N do
2 Construct the circuit containing n Hadamard gates,
n-qubit unitary operation U, and the dagger of all gates
sequentially ;

3 Encode the testing data in the U operator, resulting in the
state |¢;), and the centroid data in the U T operator, resulting
in |¢1)and |¢)2) representing cluster 1 and 0. ;

4 Measure the quantum circuit with the first centroid data and

then with the second centroid data;

If (¢i|tp1) > (Pilth);

then corresponding centroid data € cluster - 1;

Else corresponding centroid data € cluster - O ;

EndIf ;

Compare the result with analytical clustering/ k-Means

clustering ;

10 If ¢ number of correct matching of clusters found with the
analytical clustering/ k-Means clustering, then calculate the
accuracy using the relation ;

R B

x 100

c
Total number of data

B. Classification Methods

1) UU' Classification

In this classification technique, the circuit is built after
selecting the centroid of each column either using Analytical
or k-Means clustering. In the quantum circuit (generalized
Fig. 2a), two Us gates are applied to each of the two qubits,
followed by a controlled Us gate and an anti-controlled Us
gate. Data for each of the four characteristics were encoded
into the four gates, and the corresponding centroid of the data
value in their dagger is the mirror image of each gate. The k-
Means clustering method creates two centers; as a result, the
four dagger gates encode the initial centroid of each factor
involved in power production, and the associated U gates
encode all data characteristics that were calibrated to angle



value between 0 and 7 (i.e., wind speed and wind direction
in two Us gates, pressure in C'Us gate and air temperature in
CUs; gate). Accordingly, the probability of |00) is calculated,
and similarly, the second centroid of each factor was encoded
in every gate’s dagger. If the probability (|00)) using the
first centroid is greater than the probability (|00)) using the
second centroid, then the encoded test data belongs to the first
cluster; otherwise, it belongs to the second cluster. The Ut
method of classification using k-Means clustering is applied
for the TWTDUS dataset. However, in the SDWTT18 dataset,
only two features contribute to the low voltage (LV) active
power. The two features are placed in the 6 values of two
Us gates and their centroids in the two U; gates, which are
identical mirror copies of the two Us gates. Here, the state
|¢;) is prepared using the U gate. Similarly, [¢1) and [¢2) )
states are prepared using U gate. After that, measurement is
done, the inner product between |¢;) and |1)1), and between
|¢;) and |ipo) is calculated. If {¢;|vh1) > (¢s|tba), the data
point belongs to cluster 1, otherwise cluster 0, as shown in
Algorithm 1. The required steps, generalized, and an example
circuit for analytical clustering are presented in Fig. 2a and
Fig. 2b respectively.

2) Variational UU' Classification

Variational UU' classification follows the same process
as the UUT method, except the Hadamard gate is placed
after |0) state and just before the measurement box. The
circuit consists of equally repeating layers of (HU) and
(UTH) gates. The variational UUT circuit for one layer is
shown in Fig. 3b. To increase the layering of the circuit,
(HU) operation for n number of times followed by (UTH)
are applied. Then, the measurements are performed, and the
probability of |00) is calculated. If the probability (|00)) using
the first centroid is greater than that using the second centroid,
the data belongs to the first cluster; otherwise, it belongs to
the second cluster. After that, the two clusters are compared
with the k-Means clustering, and the accuracy is calculated
using the beforementioned techniques (UUT classification). If
(@i|th1) > (@s|1h2) then the data point belongs to the cluster
1, otherwise 0, as shown in algorithm 2 and its generalized
quantum circuit in Fig. 3a.

C. Quantum Neural Network

1) Variational Quantum Circuits

A variational quantum circuit (VQC) [42] is a quantum
circuit that has several rotation operator gates to perform
various numerical tasks such as classification, optimization,
and approximation. The algorithm utilized in the VQC is
known as the variational quantum algorithm and is a classical-
quantum hybrid algorithm since a classical computer con-
ducts its parameter optimization. It approximates function by
parameter learning; hence it is comparable to an artificial
neural network but differs owing to many quantum comput-
ing characteristics. Entanglement layers (Fig. 5), rather than
activation functions, are used to create multilayer structures
in quantum neural networks since quantum gate operations
are reversible linear processes. The rotation angles of some
quantum gates are used to encode the variational parameters

in VQC, which are present in the form of quantum circuits.
The parameterized single-qubit rotation gates (R, (6), R, (0)
and R.(0)), controlled-Not gates, and controlled-Z gates are
the most often used quantum gates.

RO = |50h et )
100 0

exor — o100
00 1 0
100 0

o i e
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The parameterized quantum circuit U (z, ) [43], the quan-
tum output g, and the updating method for the parameter
6 comprise the variational circuit’s three basic components.
The data, z, is first preprocessed on a classical device to
identify the quantum input state. Then, using randomly ini-
tialized parameters 6, the quantum hardware computes U (x; 0)
with a quantum state |z). The classical component analyzes
the measurements following several U(z;60y) executions and
produces a prediction, g. The parameters are updated in a
closed loop between the classical and quantum hardware, and
the entire cycle is repeated several times.

2) Cost function

In machine learning, the loss function [43] calculates the
difference between the actual and predicted value and mea-
sures how well the machine learning model performs. The
loss function is calculated as follows:

loss = (9; — y:)? 2

where g is the predicted value and y is the actual value.

A loss function is produced for the complete training
dataset, and its average is known as the cost function C'. The
below cost function is also known as mean square error (MSE).

1
C==> -y’ (3)

3) Back propagation with Gradient Descent
The update rule for weights in QNN is given by

e
i 50,

0; =0 “4)

The chain rule can be used to find the partial derivative.
The detailed procedure is given in algorithm 3 and Fig. 4.

D. Noise Models

We adopt five different forms of noise models: bit-flip,
phase-flip, amplitude-damping, phase-damping, and depolar-
izing noise are discussed [44].



1) Bit-flip noise model

In bit-flip noise, the quantum state |0) is changed to |1)
and the quantum state |1) is changed to |0). The probability
of a state change is np, while the probability that it stays the
same is (1 — np). The operations of this model on qubits are
characterized by the Kraus operators, which are provided by:

Algorithm 3: Algorithm for quantum neural network
method for m hidden layers.

Input All the features of the data ;
Output Accuracy of the classification;
1 Initialize all the qubits in |0)®™ state ;
2 for m € N do
3 Construct the circuit containing n R, gates. Add one

hidden layer with n CNOT gates and n R, (6;) gates
for i = 0,1,2....,n — 1, where n is the number of

1 0

Ey = 1-ns H:\/l_nB[O J
0 1
Ef = 1-np X:\/UBL 0]

where 0 < np < 1 represents the bit-flip error probability,
which indicates the probability of an error happening in the
quantum state as a result of a transferred qubit.

2) Phase-flip noise model

When phase-flip noise occurs, the qubit’s phase shifts from
|1) to -|1) and stays the same if the qubit is in |0). The Kraus
operators of the Phase-flip noise model are provided by:

features used for classification. Similarly, add m hidden
layers. ;

4 Convert all the feature values from O to 7. ;

5 Use analytical clustering 1 and O for target data.;

6 Encode the four features of the data in the 6 position of four
R, operators, respectively;

7 Measure the quantum circuit, calculate the loss function,
update the weights and calculate the accuracy. ;

acting on the qubits is 77 /3. The following matrices give the

Kraus operators

1 0
By = 1_77PH:\/1_77P|:0 1}
Ey = Vnpl=/np [O 1}

where 0 < np < 1 represents the bit-flip error probability,
which indicates the probability of an error happening in the
quantum state as a result of a transferred qubit.

3) Amplitude damping noise model

In many different quantum systems, the amplitude damping
process is crucial for predicting energy dissipation, and the
following matrices give their Kraus operators,

A _ 1 0

0 0 V1—mna

0 na

A
where the decoherence rate of amplitude damping is given by
0 < na < 1, which indicates the possibility of occurring an
error in the quantum state as a result of a travel qubit.

4) Phase damping noise model

This noise model loses relative phase information about a
quantum state. The Kraus operators for this noise are given

by,

1 0
Ey = 1-np 0 1]
= [0
p _ |0 0
E2 - |:0 \/ﬂiP_ (6)

where the decoherence rate of the phase damping is given by
0 < np < 1, which indicates the possibility of occurring an
error in the quantum state as a result of a transferred qubit.

5) Depolarising noise model

In a depolarising noise model, the likelihood that the quan-
tum state’s qubits will get depolarized in a noisy environment
is np, while the probability that they will remain invariant is
1 — np. The probability of the Pauli operators X, Y, and Z

B o= Vicwly |

- %[0 |

# =7l

g = 2 Y ™

IV. EXPERIMENTAL RESULTS

To evaluate the models, the IBM Qasm simulator is used to
run the circuit by employing 8192 shots to take measurements
for calculating the accuracy of UU' and variational UUT. In
comparison, 10,000 shots are used for QNN. In this section,
the results of our evaluations are presented.

A. Dataset

In this paper, we evaluate our models on two datasets:
TWTDUS and SDWTTI18.

1) TWTDUS Dataset

This dataset contains the hourly time-series dataset for
Texas, US, across an entire year and was generated by National
Renewable Energy Laboratory (NREL) software named Texas
Wind Turbine Dataset, US (TWTDUS). It has 8760 rows and
5 columns describing various weather properties that may be
categorized using different QML approaches. Sample records
and their detailed statistics from the TWTDUS dataset are
shown in Tables I and II, respectively. The system power
generation versus all the features for the original dataset
without clustering is shown in Fig. 6. It is evident that the
relation of power generated to wind speed is linear, while the
other graphs do not state any strong relationship between the
features and power generation.
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(c) Pressure, and (d) Air Temperature. The red and green dots indicate the two clusters to which every dataset has been assigned.

Time stamp System power gener-  Wind speed | (m/s) Wind direction | (deg)  Pressure | (atm) Air temperature| (C)
ated | (kW)

Jan 1, 12:00 am 1766.64 9.926 128 1.000480 18.263

Jan 1, 01:00 am 1433.83 9.273 135 0.999790 18.363

Jan 1, 02:00 am 1167.23 8.660 142 0.999592 18.663

Jan 1, 03:00 am 1524.59 9.461 148 0.998309 18.763

Jan 1, 04:00 am 1384.28 9.184 150 0.998507 18.963

TABLE I: A sample of the TWTDUS dataset.

2) SDWTTI8 Dataset

The data in this dataset was acquired from a wind turbine
Scada system that operated and generated power in Turkey,
named the 2018 Scada Data of a Wind Turbine in Turkey
(SDWTT18). The SCADA system measures various features
like wind speed, wind direction, generated power, etc., in 10-
minute intervals. It contains 50530 rows and 4 columns. Sam-
ple records and their detailed statistics from the SDWTT18
dataset are shown in Tables III and IV respectively.

B. Clustering

1) TWTDUS Dataset
The dataset includes five columns: timestamps, system
power generated, wind speed, wind direction, and pressure.

We aim to classify the generated power based on factors
contributing to power generation, such as wind speed, wind
direction, pressure, and air temperature. The generated power
by the system is divided into two categories: above 1501.66
KW and below 1501.66 KW, where 1501.66 KW is the closest
average power value. The generated system power versus wind
speed increases linearly in the case of clustering by the ana-
lytical method. However, the generated system power versus
other factors cannot draw any conclusions while fluctuating,
as shown in Fig. 7, so they are not classified according to the
UUT classification method. Fig. 8 demonstrates that generated
system power of a value lower than 1500 and greater than 1000
has become the barrier that separates the two clusters when
applying the k-Means clustering method.




Features Counts Mean std min max

system power gener-  8760.000000 964.467934 878.558112 0.000000 3004.010000
ated (kw)

Wind speed (m/s) 8760.000000 7.376120 3.138291 0.119000 19.743000
Wind direction (deg) 8760.000000 146.616210 84.678754 0.000000 360.000000
Pressure (atm) 8760.000000 0.992368 0.005332 0.974514 1.014510
Air temperature (°C)  8760.000000 22.147298 4.855232 3.263000 32.963000

TABLE 1I: Statistics of the TWTDUS dataset.

Date/Time LV Active Power | (kW) Wind Speed | (m/s) Theoretical Power Curve Wind Direction | ()
(KWh)

01 01 2018 00:00 380.047791 5.311336 416.328908 259.994904

01 01 2018 00:10 453.769196 5.672167 519.917511 268.641113

01 01 2018 00:20 306.376587 5.216037 390.900016 272.564789

01 01 2018 00:30 419.645905 5.659674 516.127569 271.258087

01 01 2018 00:40 380.650696 5.577941 491.702972 265.674286
TABLE III: A sample of the SDWTTI18 dataset.

Features Counts Mean std min max

LV Active Power (kW) 50530.000000 1307.684332 1312.459242 -2.471405 3618.732910

Wind Speed (m/s) 50530.000000 7.557952 4.227166 0.000000 25.206011

Theoretical Power Curve  50530.000000 1492.175463 1368.018238 0.000000 3600.000000

(KWh)

‘Wind Direction () 50530.000000 123.687559 93.443736 0.000000 359.997589

TABLE 1V: Statistics of the SDWTT18 dataset.
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Fig. 9: The relation of the generated power without clustering for the

SDWTT18 dataset against (a) Wind speed and (b) Wind direction.

1808.30895996093 KW and below 1808.30895996093 KW
with analytical clustering for the SDWTT18 dataset against (a) Wind
Speed and (b) Wind Direction.
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Fig. 11: The relation of the generated power with k-Means clustering
for the SDWTT18 dataset against (a) Wind speed and (b) Wind
Direction. The red and green dots indicate the two clusters to which
every dataset has been assigned.

2) SDWTTI8 Dataset

The dataset contains five columns: date/time, LV active
power, wind speed, theoretical power curve, and wind di-
rection. The main goal is to classify the dataset based on
the features contributing to the LV active power. The LV
active power versus wind speed curve shows an almost linear
dependency, as shown in Fig. 9, and this feature will be only
considered for UU classification. The average value of LV
active power’s minimum and maximum values is calculated,
and the nearest point to that value is chosen, which is
1808.30895996093. Therefore, the LV active power is split
into two categories: over and below 1808.30895996093. The
clustering using analytical and k-Means is shown in Fig. 10
and 11 respectively.

C. Classification Techniques

1) UU' classification

In this classification, the centroid point for each feature
responsible for power generation is chosen, the total data
values for each factor are mapped from 0 to 7 and encoded
into the 6 of the U gate, and the ¢ and A values are set
to zero. A U' unitary operator is created with parameters
(0,0,0,0) using the previously defined centroid, and various
0 valued U unitary operators are created from the encoded

data corresponding to each 6 value. A quantum circuit is
created to measure the probability of |0) by applying U and
U'T gates respectively. The |0) probability is measured for
each data point with each centroid. Then the data value is
assigned to the classified category with the highest probability
with the centroid. In the TWTDUS dataset, which contains
8760 entries, the generated system power is divided into two
categories using the analytical method (where the nearest value
to the generated average power equals 1501.66 KW),

o power generated is more than 1501.66 KW (labeled 1).
o power generated is less than 1501.66 KW (labeled 0).

Similarly, in the SDWTT18 dataset, which consists of 50530
entries, using analytical clustering, the LV active power is
divided into two categories based on,

e LV active power is more than 1808.3089599609 KW
(labeled 1).

e LV active power is less than 1808.3089599609 KW
(labeled 0).

Corresponding to the average generated power, the
wind speed (9.52 m/s for the TWTDUS dataset and
8.49664497375488 m/s for the SDWTTI18 dataset) is deter-
mined. Accordingly, the wind speed is classified into two parts
in each dataset individually: (i) a wind speed of more than
9.52 m/s for the TWTDUS dataset and 8.49664497375488
m/s for the SDWTT18 dataset, (ii) a wind speed of less than
9.52 m/s for the TWTDUS dataset and 8.49664497375488
m/s for the SDWTTI18 dataset. The centroid point for the two
categories (which is calculated based on the nearest value to
the average value of the sum of 9.52 m/s and the minimum
value of the wind speed, the nearest value to the average value
of the sum of 9.52 m/s, and the maximum value of the wind
speed, and the same for the SDWTTI18 dataset) is selected
using the same analytical method. The selected centroid points
are already encoded into # angle of the U gate. The wind
speed data is encoded into the U gate and the probability of
|0) is measured for each data value with the two centroids.
The centroid that gives the maximum probability with the data
value is accepted. If the maximum probability came from a
fixed centroid, then the corresponding data value is labeled
1; otherwise, 0. Hereafter, the result of the power-generated
data columns labeled using 0’s and 1’s are compared to the
analytical clustering to get the accuracy of the classification
technique. The accuracy is 97.96 % for the TWTDUS dataset
and 92.55 % for the SDWTT18 dataset.

2) Variational UU' Classification

Here, the selected centroids are used, and one layer of the
circuit is developed by employing a Hadamard gate, a unitary
gate U, a Ut gate, and a second Hadamard. In the case of
measuring n layers, n Hadamard gates, n U gates, and the
conjugate of these gates, i.e., the mirror image of the initial
2n number of gates, are applied. The dataset’s feature values
which are mapped from O to , are the # value of each U
gate, and the ¢ and A\ values are set to zero. The feature
values were selected for each circuit iteration as the 6 value of
each U gate. The centroid values were set in the @ value UT
gates. The process begins by measuring one layer of the circuit
and continues up to 10 layers with a pause of 1 layer for the
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Datasets Clustering Methods | No. of Layers | Accuracy (%)
97.98
26.21
98.08
26.21
98.03
26.21
98.00
26.21
98.10
26.21
89.22
79.26
74.16
75.56
54.52
67.77
48.45
56.87
47.39
49.61
67.38
63.78
57.04
58.94
63.95
54.58
80.34
76.65
53.93
61.76
94.42
10.72
9.49
13.43
36.23
20.57
53.62
65.68
54.35
50.57

TWTDUS Analytical

TWTDUS k-Means

SDWTTI8 Analytical

SDWTTI18 k-Means
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TABLE V: Accuracy of each layer of the variational UUT method of
classification with analytical and k-Means clustering of the TWTDUS
and SDWTT18 datasets.

TWTDUS dataset and the same for the SDWTT18 dataset. The
accuracy score of each layer (Table V) is determined such as
finding the accuracy in the UU' method of classification, and
each data point is assigned to a cluster, i.e., either cluster 0
or cluster 1. If ¢ number of data matches with the analytic
method, then accuracy= §760CToml mfmber ofdam X 100 (as an
example, this is for the first dataset.). The accuracy score
versus the number of layers for the variational UU* approach

using the analytical method for the TWTDUS and SDWTT18
datasets is shown in Fig. 12a and 12c, and using the k-Means
clustering method is shown in Fig. 12b and 12d. The best
accuracy achieved in layer 9 for the TWTDUS dataset is
98.10% by analytical clustering and 94.42% for the SDWTT18
dataset in layer 1 by k-Means clustering.

3) Simulation of Quantum Neural Network

In both datasets, the input parameters are scaled from O to
7. Furthermore, training data from 67 % and testing data from
33 % of the dataset are randomly selected. The 7 value is set to
be 0.03, and the input parameters are encoded into the correct
qubit state with the appropriate number of qubits (4 qubits
for TWTDUS and 2 qubits for SDWTT18) in the circuit, as
shown in Fig. 5. Consequently, the qubit states are modified
using entangled layers and parameterized rotation gates for a
specified number of layers. In this paper, 15 layers are chosen
for the TWTDUS dataset and 5 layers for the SDWTTI18
dataset due to a lack of computational power. The transformed
qubit state is measured using the IBM Qasm simulator by
obtaining the expected value of a Hamiltonian operator, such
as Pauli gates. These measurements are decoded and converted
into relevant output data. The evaluation of the loss function
versus epochs for the TWTDUS dataset is shown in Fig.
15a, and the accuracy versus the epochs for this dataset is
shown in Fig. 15b. It is apparent that as the number of epochs
increases, the loss function is decreased, and the variational
circuit is optimized for the training data. Similarly, for the
SDWTT18 dataset, the loss versus epochs and accuracy versus
epochs are shown in Fig. 15c and Fig. 15d, respectively. It can
be observed that the highest accuracy, 91.63%, is achieved
for epoch 16 for the TWTDUS dataset and 81.32% for the
SDWTT18 dataset for epoch 2.

4) Noise models

Various types of noise in a quantum system (bit-flip, phase-
flip, depolarizing, amplitude damping, and phase damping)
were applied to the two datasets and the accuracy deviation
was compared. The probability of noise errors has been varied
from 1 = 0 to 1, with an interval of 0.1. The accuracy vs
noise model of the TWTDUS and SDWTT18 datasets for UUt
using analytical clustering, UUT using k-Means clustering,
variational UUT using analytical clustering, and variational
UU?' using k-Means clustering are shown in Fig. 13 and 14,
respectively. Obviously, for the UUT using both analytical
and k-Means clustering methods, a general tendency is that



the bitflip noise model shows a sharp decline in accuracy
with increasing the probability of the noise parameter (7).
Furthermore, the depolarizing and amplitude-damping noise
model shows a decreasing accuracy tendency with increas-
ing noise parameter probability. However, the phase-flip and
phase-damping models show little to no effect on accuracy
with increasing the noise parameter probability. Unfortunately,
we cannot draw any conclusive observations for the variational
UU' circuits of analytical and k-Means clustering since all the
noise models show no particular trend.

Datasets Clustering Classification Accuracy
Methods Methods (%)
TWTDUS Analytical UuUt 97.96
Dataset
Variational UU T 98.10
k-Means vuUt 87.69
Variational UU T 89.22
QNN 91.63
SDWTTI8 Analytical vut 92.55
Dataset
Variational UU T 80.34
k-Means vuUt 94.43
Variational UU T 89.22
QNN 81.32

TABLE VI: Experimental quantum results of all methods of classi-
fication.

Datasets Classification Methods Accuracy
(%)
TWTDUS Linear regression 91.10
Dataset
KNeighborsRegressor 93.18
Support vector regression -6.92
SDWTT18 Linear regression 83.37
Dataset
Descision tree regressor 83.72
Support vector regression -0.17

TABLE VII: Experimental classical results of all methods of classi-
fication.

V. DISCUSSION AND CONCLUSION

IoT systems are being deployed in various applications
with unique requirements. Extreme events such as extreme
temperatures, winds, flooding, and snow storms can adversely
affect the infrastructure and IoT systems. Therefore, it is
essential to assess damage effectively and with minimal man-
ual involvement to minimize service degradation, maximize
coverage, and optimize the services offered. Additionally,
extreme heterogeneity in population and wealth distribution
and associated demographic, socio-economic, and business
considerations must be considered.

In this paper, we proposed a classical-quantum hybrid
system to efficiently cluster and classify IoT extreme events.
Two classical clustering methods; the analytical and k-Means
are used to cluster the dataset into two groups classically.
In the analytical method, the dataset is divided into two
categories (i) from minimum to average of the maximum
and minimum power generated, (ii) from the average of the
maximum and minimum power generated to maximum power
generated. k-Means is an unsupervised learning algorithm;
it divides the data points into two clusters based on the
minimum Euclidean distance from the cluster centroids. After
the clusters’ centroids were obtained using classical methods,
the datasets were encoded along with their features into
a quantum circuit to obtain prediction accuracy of various
quantum algorithms. Here, three types of quantum algorithms
for data classification are used: UUT classifier, Variational
UUT classifier, and Quantum Neural Network (QNN).

For the UU' method, a single data feature is encoded in
U, and a centroid point corresponds to the data feature in
Ut. Then the inner product with UU' is calculated for each
centroid, and the cluster is assigned to each data point based on
the highest value of the inner product with each centroid. This
is compared with the classical clustering methods to compute
the accuracy. The same approach is applied in the variational
UUT method but with more qubits and numerous layers to
encode all the data features. The QNN method comprises
variational circuits that use rotation gates to encode and
approximate a unitary operation on quantum states. The vari-
ational circuit aims to minimize the cost function for a given
learning model by updating the gradient after each iteration
until the cost function is minimized. The learning model after
the cost function minimization provides the desired solution. It
is shown from Table VI that the accuracy for UU T variational
UUT classification with analytical clustering is 97.96% and
98.10%, respectively. The accuracy for UUT, variational UU T
classification with k-Means clustering is 87.69% and 89.22%,
respectively. While the accuracy for QNN without any pre-
clustering is 91.63%. The UU, variational UUT classification
with analytical clustering provides perfect prediction accuracy
in all the above methods. Therefore, our proposed classical-
quantum hybrid model achieves outstanding prediction accu-
racy compared to the classical methods (Tables VI and VII)
and under Noisy Intermediate Scale Quantum (NISQ) era.

However, the maximum quantum speedup still needs to
be achieved due to the one-to-one encoding of classical
information into quantum systems. The proposed model has
two main advantages against the classical methods: first,
the classical techniques require a large space to store and
manipulate the dataset, whereas, in quantum methods, only
a small number of qubits is needed. Secondly, the accuracy of
quantum methods (especially UUT) for both datasets is much
higher than comparing the classical techniques. The proposed
classification techniques can be extended to classify datasets
having a large number of features into different categories
for energy utilization and conservation of the IoT systems
in extreme environments. This will open new approaches to
forecast output power generation daily, save energy waste and
costs in an IoT-extreme environment and provide accurate
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