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Abstract—This paper investigates covert communication in
simultaneously transmitting and reflecting reconfigurable intelli-
gent surface (STAR-RIS) assisted non-orthogonal multiple access
(NOMA) systems, assuming for the sake of being more practical
that the successive interference cancellation (SIC) is defective.
To assess the covertness performance of the considered system,
we first derive closed-form expressions for the detection error
probability, the optimal judgment threshold and the average
minimum detection error probability of the warden, as well
as the outage probability of the NOMA user pair. Then an
optimization problem to maximize the effective covert rate (ECR)
is proposed. Simulation results verify that the maximum ECR of
the considered system could be increased by varying the different
proportions of transmission and reflection components of the
STAR-RIS.

Index Terms—Covert communication, detection error proba-
bility, effective covert rate, NOMA, STAR-RIS.

I. INTRODUCTION

Reconfigurable intelligent surfaces (RIS) is one of the
outstanding technologies to enhance wireless network perfor-
mance. The RIS contains a large number of passive reflective
components that can dynamically modify the radio channels
by altering the phase shift and amplitude [1]. However, most
of the existing research works consider that the transmitter
and receiver must be located on the same side of the RIS,
but this geographical limitation may not always be met in
practice and severely limits the flexibility and effectiveness
of RIS deployment. To break the bottleneck of the coverage,
the authors of [2] proposed a novel idea of concurrently
transmitting and reflecting RIS (STAR-RIS). The STAR-RIS
provided full spatial coverage by reflecting and refracting the
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incident signal to the users on the same and opposite sides of
the source [3].

Meanwhile, non-orthogonal multiple access (NOMA) is
widely regarded as a promising multiple access candidate
for the sixth generation networks due to its high spectral
efficiency [4]. The introduction of STAR-RIS in NOMA
networks will have the advantages of enhancing the coverage
area, improving the quality of service and reducing power
consumption [5]. Indeed, several studies have recently been
conducted to demonstrate the superiority of the combination
of STAR-RIS and NOMA [6]. The authors of [7] analyzed
the outage probability (OP) and ergodic rate of a pair of
users in a STAR-RIS NOMA network and showed that the
network can enhance the reliability of the communication
link. Furthermore, Liu et al. [8] used the effective capacity
(EC) as a metric and analytically concluded that the EC of
the considered system was superior to that of the STAR-RIS
orthogonal multiple access network and the conventional RIS
network. Wang et al. [9] proposed a mode switching STAR-
RIS NOMA network over spatially correlated channels and
show that channel correlation degrades performance in terms
of OP. Considering residual hardware impairments (RHIs) at
all nodes, the authors in [10] explored the secure performance
of downlink STAR-RIS NOMA networks by deriving secrecy
outage probability (SOP).

In recent years, covert communication has emerged as a
new security paradigm to ensure that the information trans-
mission between two users has a negligible probability of
being detected at the warden. The studies on covert com-
munication in NOMA-based networks have shown that one
can not only satisfy the covert nature of the communication
but also increase the rate of information transmission [11].
In [12], Zhang et al. investigated covert communication in
the NOMA system with user’s channel knowledge uncertainty
and considered the situation where the optimal antenna is not
accessible for selection in a multi-antenna transmitter. On the
other hand, without having to change the associated protocols
and hardware, the addition of RIS to an existing system
can enhance covert communication performance. For example,
the authors of [13] revealed that the integration an RIS into
communication networks can enhance covertness performance.
Moreover, due to the inherent uncertainty in non-orthogonal
transmission and RIS phase shift uncertainty, implementing
covert communication in a combined RIS and NOMA scheme
is more practical and simpler to accomplish [14].

Although there are many benefits to combining STAR-RIS
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Fig. 1. System model of STAR-RIS NOMA network.

with NOMA, the investigation of covert communication in
STAR-RIS NOMA networks is still in its infancy. Compared
to the existing works in [8] and [10], this paper has three main
differences. Firstly, we consider the covert communication
problem in STAR-RIS assisted NOMA networks, which has
not been studied in previous literature. Secondly, this paper
proposes a covert communication strategy that uses non-
orthogonal transmission and STAR-RIS techniques without
external interference sources. Moreover, we also consider non-
ideal factors that exist in practical communication, such as
imperfect successive interference cancellation (SIC). There-
fore, this paper carries out the covertness analysis in STAR-
RIS assisted NOMA networks. The main contributions are
as follows: 1) the detection error probability (DEP) of the
warden is determined analytically; 2) an optimization problem
to maximize the effective covert rate (ECR) is proposed; 3) the
impact of the number of STAR-RIS elements on the covertness
performance is analyzed. Finally, our analysis is verified by
numerical simulations.

II. SYSTEM MODEL
A. Network Model

We consider covert communication of relatively station-
ary nodes in downlink STAR-RIS assisted NOMA networks,
which consists of a source (Alice), a STAR-RIS with K
elements, a warden (Willie), a covert user (Bob) as the near
user and a public indoor user (Carol) as the far user [151. A
more general communication scenario are designed in which
Bob and Carol can receive signals from both Alice and STAR-
RIS. Specifically, Bob and Carol are located at opposite ends
of the STAR-RIS and they can independently receive the signal
due to the reflective and refractive transmission of the STAR-
RIS. In addition, Willie is located on the front of the STAR-
RIS and can receive signals from both Alice and the STAR-
RIS.

In this study, we have the following assumptions: 1) We
use the STAR-RIS mode switching protocol since it is con-
venient to deploy, thus splitting the K elements into two
subsets, i.e., K, elements serving Bob and K,, elements
serving Carol; 2) Each channel follows as Rayleigh fading

!"This work can be extended to multiple users, but to give a clear analysis
and design, we just use two users here.

channel.? The channel coefficients of the Alice-STAR-RIS
link, STAR-RIS-Bob link, STAR-RIS-Willie link, STAR-RIS-
Carol link and Alice-Bob link, Alice-Willie link are expressed
as h; ~ CN (0, \1)), @ € {ar,rb,rw,rc}, j € {Kpn, K},
hy ~ CN (0,Xf), f € {ab,aw,ac}; 3) The distances of the
above links are respectively denoted as d; and d¢; 4) All nodes
are single antenna devices except STAR-RIS; 5) Alice only
knows the statistical channel state information (CSI) of the
Alice-Willie link.

B. Transmission Phase

Alice sends a common signal s.(n) and a covert signal
sp(n) to Carol and Bob with E (|s.]?) = E (|sb|2) =1,
respectively. Consequently, the signals received at Bob and
Carol are respectively given by

hay  hZ ©gph,,
Y (n) = < b + ‘1(117" arp

d.; dar d,.g (D
X (\/Pcsc (n) +v/ Posp (n)) + 2y (n),
and
hac hgr 6 hTC
g (n) = |~ + o ad
dal do? dré ()

X (\/P»)CSC (n) +v Bpsp (n)) + 2. (n),
where P. = (1 — p)P, and P, = pP, are the average trans-
mitted power levels for s.(n) and s, (n) (n=1,2,...,N),
respectively. P, represents the total transmission power of
Alice and p indicates power allocation factor, i.e., 0 < p < 0.5.
This setup can utilize s.(n) as a cover for s; (n). z. (n) ~
CN (0,02) and 2, (n) ~ CN (0,07 ) denote the additive white
Gaussian noises (AWGNSs) for Carol and Bob, respectively.

Or = diag (\/B{ej(’;,...,w/ﬂ;ejez, . /gg(nej@%n) and
O7 = diag <\/6fejei,. . 1/ﬁ,tcej9£, ey /B%mejekm> de-

note as the reflection and transmission coefficient matrices
of STAR-RIS, respectively, where /37, \/ﬁz € (0,1}, 6,
0} € [0,2n) represent the amplitude and phase shift of the k
th STAR-RIS element, respectively. «; and oy are the path
loss exponents.

C. Detection Metrics at Willie

To detect the existence of covert information, Willie at-
tempts to differentiate the following two hypotheses:

Yu (n) =

( haw L thIGRhm)
o i o
X/ Pese (n) + 2w (1),
( haw L hg«19thw>
ot dad drd Hy,
x (JESC (n) ++/Pyst (n)) + 20 (n),
(3)

To obtain a tractable solution and show insights, we choose Rayleigh
fading in this work. In the future, we will further investigate generalized
channel models such as Rician and Nakagami-m fading model.



where z, (n) ~ CN (0,0%) is the AWGN at Willie. Hy
and H; represent only common signal transmission and joint
common and covert signal transmission, respectively. For

convenience, we assume that o, = Qpp = Qpe = Qg =
2 2
Oy = Qap/2 = @, dgpdyp = dabNand dordye = d5...
Using the definition T, Z |yw (n)] /N and letting
n=

N — oo, we can express Willie’s average received power as
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4)
In the STAR-RIS NOMA network, the decision rule for
solving Willie’s DEP can be defined by
D
Ty 2, 4)
Do
where 7 is the judgment threshold to be determined. D, and
D; indicate decisions in favor of Hy and H, respectively.

III. PERFORMANCE ANALYSIS AND OPTIMIZATION
STRATEGY

A. Detection Performance at Willie

The prior probabilities of Hy and H; are assumed to be
equal. Based on this assumption, Willie’s DEP is defined as

§:Pf+Pm7 6)

where Py = Pr(D;|Hy) and P,, = Pr(Dgy|H;) denote
the false alarm probability (FAP) and the missed detection
probability (MDP), respectively.

Remark 1. With the CSI of the Alice-Bob and Alice-STAR-
RIS-Bob lmks an optimal ©p can be designed, such that
|h
only the statistical characteristic of |har1® Rhm,{ known to
Willie. This ensures a low possibility of discovering the covert
communication to Bob. This is because when Willie detects
its received power; it cannot determine whether the change in
received power is the result of a common signal transmission
or a covert signal transmission.

am@RhTw| becomes a random variable at Willie, with

For convenience, we set Hyx = hml@ rhy. Since Willie
has no knowledge of the instantaneous CSI of Alice-STAR-
RIS. Therefore, in order to compute the detection performance,
according to the central limit theorem (CLT), the cumulative
distribution function (CDF) of Hg can be approximated as a
complex Gaussian random variable with mean 0 and variance
Aar Aew K, 1€, Hig ~ CN (0, Agry A\rw Ky) [16]. Next, we
have the following characterizations.

Lemma 1. The DEP at Willie is expressed as

1) 77£Q1|haw|2+‘712m
£=19 g1, Qilhawl® +02 <0< Qolhaul® +02, (D)
g2, n > Q2|haw|2+0'12m
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Q. = Pedyy, Q2 = (P+hB)d,,, @ =

P.d d 0 Aar Arw K, Qa = (P4 Py) do drs Aary Arw K.
Proof: The Py = Pr(T, >n|Hp) and the P,, =
Pr (T, <mn|Hi) as well as (6) can be determined readily

(under the Gaussian approximization for Hg) to obtain (7).
]

_n-02-Qilhaw!?
where g1 =e Qs

Theorem 1. Considering the detection metrics above, the
optimal judgment threshold for minimizing & is given by
2
M — 0
* ) h’ 2 < 7107
0= o haul” <75, (8)
02 + Q2|haw!’, otherwise,

and the corresponding minimum detection error probability
(MDEP) can be expressed as
2

—0
" 1_93 + g4, |haw‘2 < %a 9

p— 2
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e (PotPe)s otherwise,
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where g3 = e Q4 ,gs=¢€ Q3 , Mo =
ol +[Q3Q41n (Q3/Q4)] / (Qs — Q).

Proof: See Appendix A. [ ]

Alice does not have known the instantaneous CSI regarding
of hg, and we use the average minimum detection error
probability (AMDEP) with respect to |hq., \2 as a performance
evaluation metric. Under the optimal judgment threshold, the
AMDERP can be easily obtained utilizing the total probability
theorem.

Theorem 2. Willie’s AMDEP is obtained as (10), which is
shown at the top of the next page.

B. Outage Probability Analysis

According to the NOMA protocol, Bob first decodes Carol’s
signal, then removes it from the received signal and detects
its own signal. Thus, the signal-to-interference-plus-noise ratio
(SINR) for decoding s. (n) and s, () at Bob can be expressed
as

2, e
(1 - ,U/l ’hab + hH G)Rh?"b‘ dab2
Tose = e D
ppi1|hap + bl Orhyy|d,

ary

and
pi|hap + 0 Oghy, d 2"
= | 5 e 02
’w(].* /L1|hab+har1®thb| d
where p; = P,/ ab denotes the average transmitted signal-to-

noise ratio (SNR) from Alice to Bob. @ € [0,1] stands for
the coefficient of imperfect SIC due to implementation issues
such as shadow decline and error propagation [17].
Similarly, the SINR for decoding Carol’s own information
is given by
. (1= p) p2 |hac +hi @Thrcy d;cza

arg

;o (13)
P2 |hac + hm«2 @Thrc| d(;c
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where yp = P,/o? is expressed as the average transmitted
SNR from Alice to Carol. )
According to [16], |hqp + hZ o Rh,,b] obeys an exponen-

ary

tial distribution with a parameter of A = Agp + Agr, A K,
then we can obtain the CDF of |hab +hf @thb|2. We

ary
following derive the OP to measure the system reliability.

Lemma 2. The OPs of Bob and Carol are respectively
expressed as

1, p = prorp < ¢,
’Yzh/
0p = 1—e QaptrariArpKn)diurd , Az < p < ¢y,
At
1—e apFAary App Kn)Aopurd 2® P2 < p < Ag,
(14)
and
1, p=>grorp=0,
66 — _ ’Yf{h
1—¢ (MactXarg Are Km)Agpodge™ , 0<p< o1,
(15)
where 'y};h = of _q, ’yzh = 2Fe _ 1, while Ry, and

R. are the predefined target rates for signals s, and s
respectively. ¢, =1 (1+7éh), 0o = w*ygh/(l—kwyih),
Ay =1—p—p Dy = p—w(1—p)y" and Az =

(i + oy ) (VI + A+ A+ it

Proof: An outage event occurs at Bob when it can not
recover s, (n) at Bob or when Bob fails to decode s.(n).
Hence, the OP at Bob can be expressed as

8 = Pr (Yomse < A) + Pr (v < %", Yomse > 1)

=1—Pr ("Yb_>c > ’72h77b > ’Yih)
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Case 1: When p > ¢ or p < ¢o, we have §, = 1.
Case 2: When Az < p < ¢1, the OP can be derived as

(16)

2
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op=1—-P hay +1h Orh 2 7th
a ar Rilrw > £
b r <’ b 1 | 1 A 1 l 2a)

=1 —/ yth f‘hab"‘hﬁlekhrw\z (z)dzx
ST
Case 3: When ¢ < p < Az, we have &, = 1 —

Pr ([hap + 0l Orhyu|” > 5" / (11 Aad72?) ). The proof s

ary
similar to Case 2.

The outage event occurs when Carol fails to decode s. (n),
which can be represented by &, = Pr (7. < 4."). Lemma 2
can be obtained through the above series of calculations. N

C. Maximization of the Effective Covert Rate

In this subsection, we optimize the covertness performance
of Bob while ensuring the reliability requirement of Carol
and the covertness requirement of the STAR-RIS NOMA
networks. We introduce the ECR, defined as T = Ry, (1 — dy),
as a metric of the covertness performance of Bob. Then, the
optimization problem that maximizes the ECR is given by

max Y = Rb (1 - 51))
P

st & >1—¢
5c§5th

(18)

where ¢ is a pre-determined covertness threshold and its value
is sufficiently small, and J;,, denotes the maximum allowed
OP at Carol.

Theorem 3. For a given covertness constraint € and a
reliability constraint d;p, the optimal power allocation factor
p for maximizing the ECR is given as

p* = min (ps, pe, Az) . (19)

where p. is the solution of £&* = 1 — ¢ for p, and ps is the
solution to 6. = by, for p.

Proof: For a given ¢, £* is a decreasing function of p
in Eq. (10). We can obtain the maximum p, i.e. p: (p: i
the solution of £* = 1 — ¢). Similarly, for a given d;,, .
is a increasing function of p in Eq. (15). We can obtain the
maximum p, i.e. ps (ps is the solution to 6. = d;). Therefore,
p < min (p., ps) can be obtained by concurrently satisfying
the above two constraints. Furthermore, since there are differ-
ent intervals for d;, the optimal factor p* = min (ps, pe, A3)
can be obtained by analysing the following two cases i)
As < min (ps, pe) < ¢1 and ii) ¢o < min (ps, pe) < As,
which concludes the proof. [ ]

IV. NUMERICAL ANALYSIS

In this section, numerical results are provided to verify
the detection performance of Willie and the covertness per-
formance of the system under consideration. The simulation
parameters are set to )‘arl/g = 1.6, Aap = 2, Age = 2.6,
Arb = Apw = 2.2, Ape = Mg = 3. dgr =0 M, dgoy = dye =3
m, dpp = dpypy = 4 m. a = 2.5, R. = R, = 1 bps/Hz,
ot =02 =02 =20 dB [18].

Fig. 2 depicts the DEP as a function of the judgment
threshold 7 for different transmission power P,. We set
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K,, = 64 and p = 0.4. Firstly, the result shows that the DEP
first decreases and then increases as 7 increases. Hence, there
exists a minimum DEP. Furthermore, it is observed that the
simulation curves are in perfect agreement with the theoretical
ones, thus verifying the characterization in Lemma 1. We also
find that although the optimal judgment thresholds to achieve
the minimum of £ (i.e., ") are different, £* has the same
value in different transmission power options, verifying the
result in Theorem 1. In addition, it can be further observed
that the DEP varies significantly with the judgment threshold,
which illustrates the importance of optimizing the judgment
threshold at Willie.

In Fig. 3, we demonstrate the three-dimensional relationship
between AMDEP and different p and the number of elements
K, used by STAR-RIS for reflection. We first observe that
AMDEP decreases as p increases. This is because the larger p
is, the more transmission power is allocated to Bob, causing
P, to increase, making it more likely for Willie to detect the
covert communication process. It is worth noting that P, has
no effect on AMDEP. According to the NOMA principle, it
can be readily seen from (10) that AMDEDP is only a function
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Fig. 5. Maximum Y versus P, for different values of ¢, K, and K.

of p and K,,. Furthermore, for a fixed p, AMDEP increases
with increasing K. This can be attributed to the fact that
the increase in p helps to generate a large STAR-RIS phase
shift uncertainty to confuse Willie and thus worsen detection
performance of Willie.

Fig. 4 shows the curves of OP versus p for different users.
We set w = 0.02. It can be observed that Bob’s OP first
decreases and then fast increases with the increase of p. When
p = Ag, the OP of Bob reaches the minimum value. This is be-
cause according to the NOMA principle, Bob needs to decode
the public signal s. (n) before decoding its own signal s, (n).
When p — 0, the transmitted power of s. (n) is the maximum
and Carol has the best communication quality. In this case, the
transmitted power of s; (n) is minimum, resulting in §, — 1.
With the increase of p, the transmitted power of s, (n) will
decrease, and 6. — 1 when p — 1 / (1 +’y§h). Within this
range, there must be some value that makes the OP of Bob
minimum. Furthermore, perfect SIC can better improve the
system performance. When when Bob has perfect SIC, its OP
is lower than that of imperfect SIC.

Fig. 5 plots the variation of the maximum Y versus different



transmission power P, under € and the number of elements
K, and K,, of STAR-RIS serving Bob and Carol, respec-
tively. We set K = 160 (K = K,, + K,;,), w = 0.01 and
dtn = 0.3. We can observe that the maximum Y is positively
correlated with P, and . As P, increases, maximal Y tends
to a constant value. In addition, increasing [, significantly
increases the maximum Y when ¢ and P, are fixed constants.
This is because the higher the number of elements used
for reflection in STAR-RIS, and the higher the number of
covert signals received by Bob, which ultimately leads to an
increase in the maximum Y. When P, is fixed, the optimal
power allocation factor corresponding to the maximum Y can
be obtained, which verifies the analysis of Theorem 3, i.e.
p* = min (ps, pe, Asz). Furthermore, higher levels of cover
performance can be achieved by setting different numbers of
reflection and transmission elements in the STAR-RIS NOMA
networks.

V. CONCLUSION

This paper investigated the covertness performance of
STAR-RIS NOMA networks by deriving analytical expres-
sions for the DEP, AMDEP and OP. To be pratical, the
assumption of imperfect SIC is taken into consideration. An
ECR maximization problem was then developed to balance the
reliability and covertness of the considered network. Finally,
in the numerical results, the influence of Alice’s transmit pow-
er, power allocation factor, covertness constraint and STAR-
RIS element number on the covertness performance of the
proposed system was investigated. Moreover, the maximum
ECR converges to a specific constant when Alice’s transmit
power is sufficiently large. Our work provided a beneficial
theoretical reference for the study of covert communication
systems. It can also be extended to enable multi-user covert
communication in the STAR-RIS NOMA networks, which will
be focused in our future research works.

APPENDIX A

Based on (7), we seek to find the optimal judgment thresh-
old that minimizes DEP.

Case I: When 1 < Q1|haw|2 + 0121,,
optimal 7.

Case 2: When Q1|haw|® + 02 < 1 < Qalhaw|” + 02,
& is a monotonically decreasing function with respect to 7,
son* = Q2|haw|2 + 03} is chosen as the optimal judgment
threshold that minimizes &.

Case 3: When 1 > Q2|haw \2 —|—c712u, we derive the first order
derivative of ¢ with respect to 7, which is expressed as
¢ 1 o2+4Qalhawl®=n 1 o2+Q1lhawl®—n

= = ¢ Q4 — —e Q3

o Q4 Qs
Letting (20) be equal to 0, we can get to the solution as 1y =
02 +[Q3Q41n (Q3/Q4)] / (Q3 — Q4). By using the results of
(20) and 7y, we explore the monotonicity of & as follows:

1) When 19 > Q2|haw|2+a12u, for Q2|haw|2+ai <n<no,
0¢ /01 < 0, so & is decreasing monotonically with 7. However,
for ny < n < +00, ¢ increases as 7 increases, and hence the
optimal judgment threshold to minimize Willie’s DEP is 7.

& = 1, there is no

(20)

2) When 7y < Q2|haw|2 + o2, for n > Q2|haw|2 + 02,
£ is a monotonically increasing function, and therefore n* =
Q2|haw| + 02, is the optimal judgment threshold to minimize
DEP.

The optimal judgment threshold for each case is brought
into (7) to obtain the corresponding MDEP. With the above
characterizations, the proof of Theorem 1 is completed.
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