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Abstract: Levels of interest in; and curiosity about; cryptoassets have been high in many
emerging economies. An example is Turkiye; an economy where some investors have used
cryptoassets as a hedge against the volatile fiat currency and as an alternative to the traditional
investments in gold. Many find that cryptoassets offer transactional ease and that; among
cryptoassets; stablecoins can potentially be solid stores of value; yet other aspects of
cryptoassets can present dangers; including a lack of understanding of their nature. Many can
be led into unwise investments through expectation gaps based on suppositions that the
safeguards that apply to other investment opportunities will be present. Others will have
expectation gaps based on stories of success for others bringing survivorship bias combined
with a fear of missing out. Personal fortunes can be put at risk without any hope of redress.
Stablecoins; although regarded as a safe investment; can on closer inspection be found to
lack the protections that might be expected. This article builds on a qualitative study in the
empirical legal tradition involving Turkish crypto industry professionals and investors which
highlighted the potential for expectation gaps in cryptoasset investments. It then considers
three expectation gaps in more detail; considering consumer protections in other contexts and
building upon a textual analysis of risk disclosures in the terms and conditions of the 10
leading Turkish crypto exchanges and other sources. The article then identifies a model of
vulnerability for Turkish consumers arising from expectation gaps and family circumstances
and considers possible consumer protection responses; to suggest a pluralistic and decentred
regulatory approach to consumer protection; in order that consumer choice is not unduly
hampered; and innovative markets can develop.

Keywords: Tlrkiye; cryptoasset; stablecoins; expectation gaps; consumer protection; decentred
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1. Introduction

Cryptoassets present both opportunities and threats for consumers, with prospects of greater
financial inclusion [1] and prosperity, but also the risk that consumers can be lured into
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unwise investment decisions. Levels of ownership and curiosity about cryptoassets have been
strong in emerging economies, including as a hedge against volatile fiat currencies [2].
However, the lack of regulation of cryptoassets has also meant that expectation gaps have
emerged. In this context the term “expectation gap” refers to a fundamental gap between the
protections that consumers might expect and those, if any, that they actually get. Consumers
may expect that safeguards that would apply to other public investment opportunities,
including controls on advertising and insider dealing and disclosure requirements, are
applicable. The reality is that these controls are often absent [3,4], leaving expectation gaps
as consumers lack the protections that they might normally expect to be in place [5 - 7].
Unrealistic expectations can also arise from media stories and social media posts about
successful investments leading to behavioural bias [8]. Rash investments can be prompted
by a fear of missing out [9].

To date, regulation in many countries has focused on the wider public harms posed by
cryptoassets, such as their use as a vehicle for money laundering [10], and a lack of clarity in
advertising [11,12]. Other regulatory approaches respond to the risk of cryptoassets
presenting systemic risks to the financial system. Beyond this there is a danger that regulation
of cryptoassets can exert a chilling effect on the more positive aspects of cryptoassets, and
that keeping pace with developing harms, is a careful balancing act, a problem noted by
Trubnikov in relation to telecommunications [13]. As Abbott has noted, the regulation of
emerging technologies presents significant challenges that are not always best met through
strict regulation and are more suited to a pluralistic and decentred approach, including soft
laws [14]. This paper builds on this approach and focuses on the consumer to consider how
expectation gaps might be addressed under a similar approach.

In order to identify expectation gaps, the study draws upon original interview and textual
analysis data, using the example of Turkiye, a major crypto investment jurisdiction. Turkiye
was selected as an important example as it is a country where consumers have used
cryptoassets as an alternative to a volatile fiat currency, the lira, the government-issued
currency which fluctuates in value [15 - 17]. The paper considers the Turkish context and
identifies some of the reasons why Turkish citizens invest in cryptoassets as well as some
positive benefits found by these consumer investors. It identifies expectation gaps and how
they might be addressed. Although Tirkiye has enacted a strict new law, also considered in
this paper, our paper looks backwards to shed light on consumer conduct in a system without
significant regulation. It also looks forward to highlighting a weakness of the new law and
suggests a more pluralistic and decentred approach to consumer protection.

The paper begins by outlining the Turkish context of a fiat currency crisis and consumer
traditional saving preferences which have in many cases been replaced with crypto
investments. It outlines existing literature and the novelty of this study. It then develops the
expectation gap concept, identifying how these gaps can arise in the context of consumers
buying cryptoassets. It outlines consumer protections in other areas to demonstrate the
mismatch between those protections and the limited protections available in relation to
cryptoassets. It then draws upon the original findings of the financial industry and investor
interviews, as well as a textual analysis of the terms and conditions of 10 leading Turkish
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crypto exchanges to discuss the three expectation gaps, namely 1) the lack of legal protections
that might have been expected, 2) how survivorship bias in news and social media content
can lead to unrealistic expectations of likely gains and 3) how stablecoins can give an
impression of robust financial arrangements that are lacking in reality. It concludes that
consumers may be vulnerable due to expectation gaps. It then develops a pluralistic and
blended approach to consumer protection, with a focus on consumer education. This
approach can potentially act as a blueprint for the approach to cryptoassets in other countries
with volatile fiat currencies.

2. Turkish context: currency crisis and consumer saving preference

To provide some context as to why cryptoassets have become popular in Turkiye this section
starts with some economic background. Turkiye is the 19th largest economy in the world and
with a Gross Domestic Product (GDP) of roughly US$720 billion [18]. Although the country
was one of the success stories of the early 21st Century! [19], current circumstances in the
country’s economy are more difficult [20]. In November 2022 hyperinflation in the country
hit its highest level since the 2002 economic crisis and although inflation fell during 2023 it
climbed again in 2024 [21]. As discussed by Askew, this economic downturn pushed many
Turkish people to the brink of financial catastrophe [22]. The country’s dependence on
external financing has led to vulnerability as the repayment costs of debts denominated in US
Dollars have risen steeply as the lira has lost value against the dollar [23]. Manifestly, while
the lira was at 12.85 for one US Dollar in November 2021, the value of the Lira plunged and
in December 2024 stands at 34.86 Turkish Lira for one US Dollar. In the Consumer Price
Index, the level of inflation in the country hit a 24 year high of 85.5% in October 2022 [24].

As hedges against the weak lira citizens have long used other more stable stores of value
and in recent years some have invested in cryptoassets for the same purpose, often in
surprising and concerning ways. Traditional consumer saving behaviour in Turkiye has
tended to be based on a range of investment possibilities of stable values, including foreign
currencies such US Dollars or Euros kept in bank savings accounts, or gold in the form of
coins or jewellery, kept at home. Gold has long held a culturally significant status and is also
used by investors as a hedge against inflation [25]. Cansunar identifies that gold is
particularly important for those who find the banking system difficult to access [26].

There are crude parallels between these traditional approaches and the way that
cryptoassets are being used by some investors now, but potential concerns arise where
consumer behaviour moves from investment of life savings in a relatively stable asset like
gold, kept under the control of the individual, towards volatile assets traded through
intermediaries without a strong regulatory culture, where there is an expectation gap that
greater protections are applicable. Crypto investors may hope through smart investment to
become rich in a short period of time, but as Friedrich et al discuss, investment can be

! For instance, the substantial increase in Turkey’s economic growth, which stood at 5% per annum from 2003 to 2010,
along with the impressive performance of its industrial sector, has spurred the country to explore new markets. With its
economic and commercial adaptability, the country has been able to realign its economy and effectively compete on a global
level [19].
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prompted by a fear of missing out and the reality does not always meet expectation [27].
Financial security can become precarious, depending on which assets are invested, and
dangers arise from a lack of understanding of crypto investments. The risk is that a lack of
understanding can lead to an expectation gap, and there is already evidence that this can lead
some to sell family assets [28,29], borrow or use life savings or lump sums borrowed as
student loans [30] for crypto investments in the hope of quick gains.

According to a global cryptoasset user distribution survey conducted by Statista in 2020,
Tirkiye placed as one of the top five crypto owning countries around the world with 16% of
cryptoasset ownership. User numbers are striking and show strong consumer uptake. One
recent industry study by Kaiko Smart Data, found increasing and fairly consistent interest in
cryptoassets in Turkiye since 2021, in spite of market volatility [31]. A 2024 Turkish industry
study by Paribu found, based on survey and interview data, that 30% of those surveyed
preferred to invest in crypto rather than traditional investments, attached to short term trading
by prospects of high returns and often influenced by social media [32].

Table 1. Explanation of unbacked cryptoassets and stablecoins.

Unbacked cryptoasset Stablecoin

Properties A digital currency enabling individuals A cryptoasset whose value is fully or partially tied to
to trade directly with each other or via a reserve asset, such as a fiat currency or precious
an exchange. Typically, unregulated and metal [33], or which uses an algorithm to adjust the
with no intrinsic value. Can be highly number of coins in response to demand. Less volatile
volatile in value. than conventional cryptoassets but not as regulated

as many other financial investment opportunities.

Examples Bitcoin (BTC), Ethereum (ETH), Tether (USDT), USD Coin (USDC,) Binance USD
Dogecoin (DOGE), Solana (SOL) (BUSD) Dai (DAI), True USD (TUSD)

Reason for An alternative to investments requiring A less volatile alternative to conventional

creation traditional financial intermediaries cryptoassets

Usage Trading and online payment via e.g. a Online payment via e.g. a crypto debit card or

crypto debit card or directly with some directly with some vendors. Can be used as a
vendors. gateway for trades with fiat currency or other crypto.

Investment if aiming for a stable value.

At this juncture, the two major types of crypto investments will be explained, to provide
context for what follows. Table 1 above outlines what may be termed “unbacked
cryptoassets” and compares these with the features of stablecoins, which have emerged as
collateral-backed alternatives.
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Undoubtedly there are many for whom cryptoassets offer positive benefits [34]. Some
are drawn to crypto on account of convenience as compared to traditional banks [35].
Stablecoins are appealing as a store of value that is a hedge against the volatile fiat currency
that is also outside the financial mainstream. Stablecoin usage is often for transactional
reasons, as those with stable values can be suitable for exchanges with fiat currencies or
exchanges between different cryptoassets. The article shows later how stablecoins are
favoured by many in Turkiye and that although stablecoins can hold their values reliably,
there are expectation gaps as to how some stablecoins operate. There is also, however,
evidence of strong levels of interest in Tlrkiye in memecoins: unbacked cryptoassets often
based on cartoon animals and other appealing imagery [36]. Since these are unbacked their
value depends on market sentiment and can rise and fall sharply and very rapidly.

To sum up, high inflation in Tirkiye, a loss of trust in the stability of the national
currency, the lira, and ongoing uncertainty in the country’s economy are the driving forces
that motivate many Turkish nationals to invest in cryptoassets, with many favouring
stablecoins but also strong interest in unbacked crypto, including memecoins. This represents
a changing pattern for some investors, from preferences for relatively stable foreign fiat
currencies and gold as hedges against instability of the lira, towards cryptoassets, some of
which offer potential for high gains, yet also significant risks. Although stablecoins do not
have the same inherent volatility, due to their asset reserves, there is often an expectation gap
as to how they are regulated.

The aim of this project is to investigate further the influential factors that operate in
practice to identify expectation gaps and how they might be addressed in regulation in a way
that offers consumer protection without stifling the positive aspects of cryptoassets. This
latter aspect is a concern after the introduction of a strict new law in Turkiye, as discussed next.

Current legal and regulatory framework

In the summer of 2024, the regulatory authority in Tirkiye introduced the long-awaited
cryptocurrency legislation with the enactment of Law (No. 7518) [37], which amended the
Capital Markets Law. This law grants the Capital Market Boards (CMB) exclusive authority
to regulate and supervise cryptoasset service providers operating within the country. One of
the key features of the new law is a mandatory licensing requirement for cryptoasset service
providers operating in TUrkiye and strict associated liabilities in article article 35(c)/4, under
which cryptoasset service providers are responsible for cryptoasset losses resulting from
actions such as technical system failures, any form of cyberattacks, information security
breaches or the conduct of their personnels within the scope of Article 71 of the Turkish Code
of Obligations No. 6098 [38]. We consider below the possible impact of these liabilities. We
discuss this law in more detail in Part 6 and examine how a more pluralistic and decentred
regulatory approach would have been preferable and can yet still develop.

The study on expectation gaps and consumer protection in Tirkiye was conducted prior
to the introduction of new regulations and the principal decisions issued by the CMB. A
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follow up study is planned, which could provide a deeper analysis of the impact of this
legislation, assessing whether it successfully responds to the gaps identified in this study.

3. Previous studies on consumer cryptoasset investments

Consumer related aspects of cryptoassets have attracted significant academic attention in
recent years. Much of the literature from a legal perspective has addressed sophisticated
regulatory approaches in the US and EU [39,40], rather than emerging economies such as
Tlrkiye. There are also numerous studies that consider impacts on consumer cryptoasset
decisions from a behavioural bias perspective.

Studies from a legal consumer protection perspective include Kokorin’s [41] review of
the contract terms of crypto providers, which found that although these contract terms were
likely to be important in practice, such as in the bankruptcy of a crypto service provider, there
are limitations to the entitlements that consumers would have under these terms. Haentjens,
de Graf and Kokorin’s study of the custodial arrangements of crypto exchanges also
highlighted significant risks for crypto investors that might arise in insolvencies [42].
Another study of contract terms of crypto custodians, by Zetsche and found that important
details were missing in the terms of many crypto custodians, certainly when compared with
the approaches of traditional finance [43].

Alekseenko, in a study of several jurisdictions, has identified that the insolvencies of
crypto businesses raise international complexities around the location of assets and applicable
law, as well as presenting various risks for unwary consumers [44]. Sancak notes that
although cryptoasset investments can be high risk there can be significant regulatory gaps [45].

Also of relevance to the present study are papers that highlight weaknesses in stablecoin
regulation. Notably Bruce, Odinet and Tostato [3], emphasise the lack of legal protection in
contracts with stablecoin providers, as well as ways in which the terms can contradict
statements in websites and Li, highlights that a lack of disclosure requirements in relation to
stablecoins can undermine consumer protection [4]. Arner, Auer and Frost discuss a need for
consumer risks to be addressed in stablecoin regulation, including through joining
technology, regulation and supervision [46]. The EU approach is considered by Martino [47].

Similarly, Shi, He and Liu [48] emphasise that consumer protection can be enhanced by
implementing legal obligations on stablecoin projects, including ensuring sufficient and
secure collateral, mandatory white papers as binding promises, and periodic audits of
financial and smart contract security, while also highlighting the need for a global regulatory
framework to address the cross-border nature of stablecoins and emphasising that
international cooperation is essential to harmonize regulatory practices and protect
consumers effectively.

From these studies it is clear that the cryptoasset investments can be risky and that

the terms and conditions of crypto service providers can offer weak protections to

consumers even in high income economies, such as the EU. This article contributes

to the literature in examining how these weaknesses can lead to expectation gaps

among consumer investors in the emerging economy of Turkiye.
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Other relevant literature, which informs the present study, considers behavioural biases
in the context of crypto investment. Behavioural economics research has shown that
consumers can often make irrational decisions due to various behavioural biases. Consumers
can be led to invest by fast, instinctive and emotional responses, rather than more considered,
deliberative and logical thinking [49]. Several behavioural finance studies are cited by Ballis
and Verousis, noting that cryptoassets and markets differ significantly from traditional finance
assets and markets [8]. Gurdigev and O’Loughlin examine behavioural drivers of herding bias
and anchoring bias, where undue weight is given to initial information [50]. Some studies
(Kraaijveld and De Smedt [51], Poongodi et al [52], Naeem et al [53]) have examined the
impact of social media or news media (Caferra [54]) on market sentiment in influencing the
prices of cryptoassets.

Existing studies however are often lacking closer perspectives on individual consumer
choices. One exception is Al Mansour, in a questionnaire-based study of Middle Eastern
investors, found evidence of herding, where people act impulsively and without regard for
their own opinions, as well as prospect bias, where potential gains are of greater influence
than potential losses, and heuristic impacts on investment decisions [55]. The Financial
Conduct authority’s study of cryptoasset users also demonstrated growing interest and
understanding of cryptoassets in the UK, with lower levels of understanding among non-users [56].

The present project adds to the empirical understanding of consumer expectations in
crypto investments through two related studies: one based around interviews with crypto
industry professionals and crypto investors in Turkiye; the other based on a textual analysis
of the terms and conditions of the 10 leading crypto exchanges in Turkiye. These studies
offer fresh insights into crypto investment in an emerging economy with an unstable fiat
currency, where some investors have used cryptoassets as a hedge against the volatile lira.
They highlight how there can be expectation gaps for consumers and how, through a
pluralistic and decentred, regulatory approach crypto exchanges and others can do much
more to relate the risks of cryptoassets and address the expectation gaps that are identified.

4. Methodology

The project began with a broad exploratory focus employing qualitative research methods in
relation to the investment patterns exhibited by Turkish citizens [57]. An approach based on
elite interviews, and in the tradition of empirical legal scholarship [58], was selected for the
initial phase of this study. Interviewees were selected based on their positions and
professional involvement in crypto transactions and included some with legal backgrounds
(e.g., lawyers), commercial backgrounds (a director of a cryptoasset service provider),
experts with scientific qualifications in the field of blockchain, a journalist in the cryptoasset
industry and a technology and social media specialist.

The number and profile of the participants selected was considered likely to present a
sufficiently diverse and representative range of experiences. Based on the review of literature
an interview schedule was drawn up that was designed to gain insight into and obtain a better
understanding of cultural investment trends in Turkiye. Questions related to the factors
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leading people to crypto investment, consumer protections against crypto fraud and possible
regulatory responses to best inform crypto users against the risk of loss and the influence of
social media on crypto consumers’ investment decisions. A qualitative semi-structured
interview technique was used in view of its flexible and fluid structure when compared with
the structured interview technique [59]. In January 2021 there was an initial scoping exercise
in Istanbul, Turkiye with 6 interviews. These were followed up in July 2022 with three further
interviews, to make a total of 9 industry experts interviewed. The size of the project was
constrained by the resources available, and we discuss the limitations of the study in Part 7.

The scoping element of this research project enabled initial insights to be gained as well
as testing the adequacy and capability of the research questions designed for this research
paper. The initial phase of elite interviews enabled the potential for expectation gaps
regarding cryptoasset investments by Turkish citizens to be identified as a key issue and a
follow up study then employed interviews with 11 cryptoasset investors in May 2023. Three
key expectation gaps were identified for further examination relating to 1) legal protections,
2) survivorship bias and 3) stablecoins for further consideration. The article also draws upon
a textual analysis of limitations on liability and risk disclosures in the terms of 10 crypto
exchanges. First, we consider expectation gaps more generally.

5. Expectation gaps

In this paper we focus on expectation gaps as a problem of imperfect consumer information
requiring a consumer-focused response [60]. This section considers the expectation gaps that
were identified in the two studies, as well as in existing literature. The concept of expectation
gaps is first introduced before examples in the crypto sphere in Tirkiye are identified through
a comparison with protections available to considers in other investments. The article then
discusses how they might be addressed under a pluralistic and decentred approach in Part 6.

5.1. Expectation gaps overview

Expectation gaps have been widely discussed in relation to auditing [61,62] but can also
provide a useful framing enabling risks to consumer interests to be identified. Such a gap
arises in this context where customers have expectations as to products or services but have
a different experience in reality, for example in relation to misleading food labels [63]. An
example of where a label might create expectations is where the word “organic” is used, as
this leads to consumer expectations as to how food was produced and what its quality will be
like and can lead to a higher price being paid. Where terms are misused, an expectation gap
arises, and consumers can be misled.

A regulatory response to an expectation gap can lead to controls, for example on the
usage of particular terms in food labelling to address expectations that products and services
are subject to a regulatory regime. A similar recent example relates to greenwashing, which
has been the subject of a regulatory response by UK agencies [64,65], partly out of concerns
that consumers tend to take at face value the information that they are given and are being
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misled, for example by fuel companies that advertise green initiatives without acknowledging
their larger polluting operations [66,67].

Next, we consider some of the main expectation gaps in relation to cryptoassets that
emerged in our study or are identifiable in literature and we consider how they might have
been addressed in Turkiye. Attention to this area is important. Expectation gaps can lead
consumers to make rash investments. Whilst for many the sums involved will not impact
significantly on their or their families’ finances there are already examples of consumers who
have lost life savings in crypto insolvencies and scams [28 - 30]. What may have contributed
to expectation gaps is a mismatch between the protections available when purchasing cryptoassets,
as compared with the protections available to consumers in relation to other investments.

5.1.1. Protections of other investments and selection of expectation gaps

Interviews carried out as part of this study revealed three expectation gaps: expectations of
legal protections, survivorship bias, and expectations of stablecoin regulation. As to the first
of these, there is a risk that consumers can misunderstand the nature of cryptoassets, viewing
them as having similar protections to those available for other financial investments [68].
There are greater levels of protection that are available in respect of other assets, such as bank
accounts, and that this may contribute to consumers being misled. Notably in Turkiye there
are significant protections for deposits in Turkish Lire, foreign currencies and precious metals
up to a value of 400,000 Lira (around $11,000 USD) [69]. Cryptoasset deposits would not
appear to fall within this protection, and this could lead to expectation gaps. In addition, many
crypto consumers may believe that, in situations where an exchange is hacked, their assets
are lost, or the exchange becomes insolvent, they can simply file a complaint and/or seek
compensation from these crypto exchange platforms. In reality, there is often a mismatch
between what consumers expect and what the exchanges disclose in their legal documents.
The gap between expectation and reality exposes consumers to significant risks, such as the
inability to recover funds in the event of exchange failures, failure of cryptoassets or
fraudulent activities.

We chose survivorship bias as the second expectation gap because interviews revealed
that many crypto consumers, influenced by media reports or stories shared within their social
circles, tend to hear only about the success stories of crypto investments while ignoring the
numerous failures and losses experienced by others. This selective exposure creates a
distorted perception of risk, leading consumers to enter the crypto market with an inflated
sense of confidence in their ability to replicate these success stories. We propose that one
effective way to counteract survivorship bias would be to be to include clear disclosures of
the risks associated with cryptoassets, including the likelihood of losses, in a prominent
disclosure. Yet we will show that disclosures do little that is effective towards this.

The final expectation gap we chose for this study concerns the regulation of stablecoins,
which remains both ambiguous and incomplete in Tirkiye. The current legal framework does
not explicitly distinguish stablecoins from other digital assets. Instead, it applies general
provisions that govern all types of cryptocurrencies. We argue that this creates an expectation
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gap, where consumers mistakenly believe that stablecoins are inherently safer and free from
the risks associated with unbacked cryptocurrencies. This misconception leads to misguided
investment decisions, as consumers may assume that stablecoins are immune to the
regulatory and market risks that significantly affect other cryptocurrencies. We argue that the
absence of specific regulatory guidelines for stablecoins may foster a false sense of security,
potentially resulting in financial losses, especially for unsophisticated investors if a
stablecoin were to fail or its underlying assets were to devalue.

5.1.2. Expectation gap 1: expectations of legal protections

We have already noted the greater levels of protection available in relation to bank deposits.
We can also note that in many jurisdictions, consumer protections exist to ensure consumers
are not misled or have protections and remedies if they are misled. In Turkey, there is the
Consumer Protection Law (Law No. 6502). These protections include deceptive advertising
and unfair commercial practices. Many of the underpinning rights of consumers reflect the
principle that if provided with appropriate information consumers are better capable of
making informed choices [70], although admittedly biases can distort decisions.

In the crypto context there can often be a lack of clear and reliable information, and we
have found that there is much that the typical consumer is likely to misunderstand about the
nature of crypto and crypto service providers. This statement is best exemplified by the view
of Respondent 20, who receives emails and text messages from crypto exchanges and
strangers on Instagram [71]:

These people ask me to use their platforms, but I am very concerned about of these
exchanges. This is because a friend of mine had a bad experience with these
exchanges when trying to withdraw his cryptocurrencies from these platforms in
the past. My friend told me that whenever he wanted to withdraw his assets from
these exchanges, they came with excuses such as storing his cryptos in secure cold
wallets or having experienced technical issues with their website etc. Although they
promised to resolve the issue promptly, the real intention of these exchanges is to
keep people engaged in crypto market as they do not have sufficient funds to return
profits to customers upon withdrawal.

Consumers may believe that they have rights under their contracts with crypto
exchanges, based on previous experiences when buying goods or services (including implied
guarantees), and that if something were to go wrong, they could complain to the exchange
where they made their investment [35]. As is highlighted below, in fact typical exchanges
operate wide exclusions of liability.

Other studies have also highlighted gaps and ambiguities in the terms of many crypto
service providers [3,42,44]. The lack of contractual protections for crypto consumers is
particularly unfortunate in the context of insolvencies. This is illustrated by the cases of
Celsius and Gatecoin. These cases show that contractual terms may determine whether a
customer has proprietary claim or only a personal claim to be paid alongside other creditors [41].
In the light of these cases Kokorin has highlighted that, although contractual terms proved

10



Law Ethics Technol. Article

important in determining the entitlements of customers in those cases, typical crypto service
provider terms are often uncertain as to whether they give rise to proprietary rights, rather
than personal rights against the crypto exchange [42]. Kokorin also notes that the contracts
typically give few rights in the event that terms are breached [42]. There can also be
expectation gaps based on what crypto exchanges, coins and tokens offer in their fine print
as compared with what they offer in more prominent materials [3] and no guarantee that a
poorly run crypto business will actually comply with the terms [72].

Consumers may also believe that the exchanges that they are dealing with are regulated
in the same way as banks and financial investments [44, 73]. However, a lack of similar
regulatory control mechanisms puts crypto consumers at risk [74], as illustrated by the failure
of several cryptoasset exchanges in recent years (e.g., Blockfi, Celsius Network, VVoyager
Digital and FTX2) [75,76]. The manner in which crypto firms, as well as crypto custodians,
hold customer fiat and cryptoassets can vary with some segregating customer accounts from
firm funds but others commingling consumer funds and firm funds. Zetsche and
Nikolakopoulou have identified that there is often a lack of clarity in terms of use as to which
of these is the case [44]. Even where terms indicate that assets are segregated the reality may
be different.

The approaches in this regard differ markedly from ways in which banks hold and
account for customer funds, particularly as assets held with crypto businesses are not covered
by Tiirkiye’s Savings Deposit and Participation Fund Insurances [77], as bank deposits are,
yet customers may not appreciate that the position may be different. Typical terminology
used in relation to cryptoassets can also contribute to a misleading impression as to the rights
that customers will have, such as entitlement to compensation in the event of a failure of a
crypto service provider [78,79]. The term ‘cryptocurrency’ may suggest that the asset is legal
tender, has underlying value and can freely be used in trade and we instead in this paper use
the term ‘cryptoasset’ for this reason. In most countries, however, cryptoassets are not legal
tender and cannot be used in trade and some types of crypto utility token will have very
limited usage or value [80]. The term ‘crypto investment’ may similarly lead consumers to
believe that they will have protections on the same footing as other investment products.

In fact, cryptoasset secondary markets such as exchanges are often not subject to capital
markets, securities regulation or other financial regulations, as was the case in TUrkiye at the
time of our initial study. There is therefore no insider trading system and larger and more
sophisticated crypto investors are able to sell their cryptoassets just ahead of significant price
drops, while less experienced small crypto investors continue to buy [81]. As Merkley et al
discuss, insiders may pump and dump crypto, sometimes having received inducements to do
so [82]. The lack of an insider trading regime may be contrary to customer expectations.

Another expectation gap relates to the possibility that there will be someone to complain
to or to sue if things go wrong. Turkish consumers will typically purchase cryptoassets

2 We note here the prominent Larry David Superbowl commercial for the exchange FTX, which aired not long before the
collapse of the exchange [75].

3 This fund offers deposit protection of up to 650,000 Turkish Lira for deposits with credit institutions and participation
fund accounts [77].
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through a centralised exchange and may expect that if something goes wrong, they will have
the same consumer rights that we have noted in other contexts. To assess whether Turkish
exchanges are likely to accept liability for things that have gone wrong the second study
discussed in this article featured a comprehensive thematic content analysis of the terms of
use of 10 centralised crypto exchanges established in Tilrkiye in accordance with Turkish Law.

As regards disputes there was a common approach for the terms of crypto service
providers to require any disputes to be resolved by arbitration and to specify which arbitral
tribunal will handle the case. It is common for cryptocurrency exchange platforms to include
arbitration clauses in user agreements. Nevertheless, the validity of such clause may be
unenforceable if it is found to have been improperly included [83]. For instance, crypto
exchange platforms frequently modify their user agreements often without giving proper
notification to their users [84].

Undoubtedly, this unilateral modification leads to confusion and uncertainty about which
version of the agreement is in effect and which terms govern any potential disputes [83]. In
Trkiye, some of the centralised crypto exchanges have opted to include arbitration clauses
in their user agreements and selected Istanbul Arbitration Centre for resolving disputes [84].

However, others opt for Istanbul Caglayan Courts and Enforcement Offices as the
competent judicial authority to resolve the disputes arising from or in connection with user
agreements [85 - 87]. Whilst arbitration is a common dispute resolution mechanism, we note
that here consumers are given no choice and that also arbitration is potentially very
expensive. Once they have agreed to accept the terms, they also agree to accept the method
of settling the disputes.

It is also notable that Turkish exchanges, alongside many other international exchanges,
will have broad-ranging exclusions of liability as well as broad grounds for force majeure in
the event of their non-performance. The table below demonstrates that among the ten
exchanges that were studied is a high level of consistency in terms of excluding liability.
While customers are also provided in the terms of service with information about the specific
risks involved in cryptoassets in risk disclaimers, the risks associated with cryptoassets are
often followed by these exclusion from liability statements, based on similar factors+ [88,89].
Informing and warning are two different concepts. The former serves as a gentle reminder
and is often accompanied by exclusion from liability statement. However, the latter aims to
caution consumers against risks associated with crypto investment only.

The table below demonstrates an overview of the identified customer warning risks, and
it also highlights whether the selected crypto exchanges in Turkiye exclude themselves from
these risks and any associated liability.

4 The section aims to provide general overview of potential risks associated with cryptocurrency investments, such as
volatility risk, regulatory risk etc. However, the risk disclaimer section presents these risks in a single paragraph without
delving into further explanation.
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Table 2. Exclusions from liability in the terms of 10 crypto exchanges in Turkiye.

Crypo Exclusion from Liability

xchanges
Market  Availability Liquid  Security Internet Fiat Legal/ Theft/ Third
/Volatil Risk (service ity risk  risk risk Currency  Regulation Cyber- party risk
ity risk  update) risk risk attack (custodian,

risk payment
providers)

BTC Turk U U U U U U H] H] U

Binance TR 0 0 0 0 0 0 0 0 0

Bitlo B U U U 0 U B B B

Bitci U U g g g g ] ] 0

Tiirkiye

Bitexen 0 0 0 O 0 g 0 B U

Bitturk 0 0 0 0 O O O O O

Coin TR O O O O O O O O O

Gate TR O O O O O 0 0 0 O

Paribu O O O O O 0 0 0 O

ICRYPEX [ O O O O 0 O O O

The table illustrates that there is a high level of consistency across the major Turkish
crypto exchanges in terms of excluding liability from risks such as the potential volatility of
crypto prices, possibilities of down time due to service updates, liquidity, security and
internet, fiat currency, regulatory changes, cyber-attacks-theft and third-party risks. In Table 2
above the term “market/volatility risk” was used to categorise clauses that warned of risks of
changes in transaction prices and volatility. Customers are warned to be aware of the high
volatility risk in the crypto market, which may result in significant losses for holders. The
label “availability risk” was applied where a clause warned that service updates and network
congestion may occur on the exchange's platform. The term “liquidity risk” was used for
clauses which had a warning that assets may not be sold as quickly as expected due to limited
demand in the crypto market. The label “security risk”, was used where there was a warning
in respect of exchanges and transmissions. Security risk clauses would urge customers to take
all necessary security measures, such as choosing strong passwords and double-checking
wallet addresses, when withdrawing or transferring their assets to another wallet.

Clauses that relate to "internet risk™ highlighted potential communication issues, network
failures, or delays that may occur while using crypto exchange platforms. Internet risk clauses
also cautioned users about the possibility of trojans, viruses, worms, or other types of
malwares that could affect their computers. The label, "fiat currency risk™ was applied to
clauses which warned customers of potential shortfalls or fluctuations in the value of the fiat
money they use to purchase cryptoassets.

Clauses termed as relating to "Legal/regulatory risk" highlighted that the current
regulatory landscape for cryptocurrencies is uncertain in many jurisdictions. These clauses
typically raised the possibility that in the future, certain laws or regulations may be adopted
by one or more jurisdictions that could impact cryptocurrencies’ prices, accessibility of
crypto exchanges and users. Other clauses warned of possibilities of “cyberattack/theft” in
relation to cryptocurrencies, threats and vulnerabilities, such as the risk of hacking, that could
compromise the security of digital assets and user data. Finally, clauses addressed "third
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party/custodian risk" to warn of the risks of relying on external parties for essential services
such as the storage, management, and protection of digital assets.

We have also identified that some of the crypto exchanges have a broad interpretation of
force majeure [90]. They consider these events such as cyber-attacks, communication issues,
internet failures and legal, administrative and regulatory restrictions as force majeure
incidents. These clauses state that users acknowledge, declare and agree that the exchanges
cannot be held accountable [90]. As a result, exchanges will not be held liable for any direct
or indirect claims for compensation arising from losses or damages caused by any failures or
delays in fulfilling their contractual obligations caused by the broadly defined force majeure
events [90]. By doing so, they exempt themselves from any liability associated with these
risks. There is also an imbalance. In other contexts, in the event of a force majeure, parties
have the right to terminate the agreement depending on the impact of such an event. However,
in practice, only exchanges have the authority to terminate the agreement, while users do not
have the same right [85].

Understandably when the definition of force majeure is narrow, the non-performing
crypto exchange will shoulder a higher level of risk, whereas consumers bear greater risk if
the definition is made broadly. It is unfair to expect that consumers shoulder the loss/damages
whenever cybersecurity incidents occur, however. Providing a secure platform and
maintaining the availability of services on these platforms are the sole responsibilities of
exchanges not users. Similarly, some exchangess explicitly state in their terms and conditions
that they cannot be held liable for any losses arising from cyberattacks or theft. This means
that crypto users cannot be eligible for a refund if their assets are stolen.

There has often tended to be a lack of cybersecurity requirements mandated by any
regulators or central authorities that crypto exchanges should follow [91], although in the EU
some will be subject to the DORA requirements [92] and the new Turkish law also includes
provision for monitoring technological infrastructures and security [93]. Even prior to this
law it would reasonably be expected that is the responsibility of crypto exchanges to
implement adequate security measures to protect their customers’ assets. Admittedly, there
is no one size fits all solution to protect consumers against cyber-attacks. However, it is the
responsibility of exchanges to provide assurance to their users that they take all necessary
security measures to protect their customers assets against cyber-attacks risks and prompt
and adequate refunds will be provided to their customers in the event of cyberattack to
compensate customers’ losses/damages. This approach can bridge the gap in expectation that
may arise in the future as users generally assume that their investments will be safeguarded
by exchanges if something goes wrong.

It is also notable that decentralised approaches in many aspects of crypto service
provision will bring complexities that consumers may not anticipate if something goes

5 For example, both Bitci Tirkiye and Gate TR, as crypto exchanges, include provisions in their user agreements that
consider cyber-attacks as force majeure events. These provisions, specifically Section 13.1.3 in the Bitci Tiirkiye agreement
and Section 7 in the Gate TR agreement, relieve the exchanges from liability for any delays or disruptions in fulfilling their
obligations caused by such attacks. These sections also highlight that non-performance should not be interpreted as breach
of their agreements.
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wrong. For example, EI Menshawy highlights that if a problem arises with a coding error in
an unpermissioned blockchain or decentralised exchange it may be difficult to attribute fault
to anyone involved in the blockchain or decentralised exchange [94]. Similar issues may arise
where the crypto is controlled by a DAO, a ‘decentralised autonomous organisation’, such as
the DAI Stablecoin operated by Maker DAO.

A DAO operates using smart contracts to determine governance issues. It may be
difficult for consumers to gain redress in the event of a problem with the DAO due to its
dispersed nature and lack of separate legal personality. Many DAOs will operate through a
legal wrapper such as a Swiss foundation, which could ease some attribution issues. Not all
will do so however, and this presents the question of how a DAO should be regarded, for
example as an ordinary partnership or an unincorporated association, as discussed by the UK
Law Commission [95]. There is presently a lack of case law on how DAOs would be treated
in any jurisdiction and any consumer who addressed the issue might have to be a trailblazer.

A further expectation gap for consumer holders of cryptoassets in Turkiye that was
highlighted by an interviewee during the first study [96] arises from the legal status of
individuals holding cryptoassets being classified as that of an investor, subject to commercial
laws, as opposed to that of a consumer, subject to consumer-related legislation. There are
currently two codes protecting investors’ rights in Tiirkiye, namely the Code of Obligations
and the Commercial Code [96]. Therefore, if a dispute arises between the parties (i.e. crypto
service providers and digital asset investors), the competent court (if arbitration isn’t required
under the terms of the crypto service provider) would be the civil courts of first instance, not
the consumer-protection court [96]. Whilst this would still give an avenue for redress, in
practical terms it could lead to a frustrating wait. Cases that reach the consumer-protection
courts are dealt with relatively swiftly, whereas disputes before the commercial courts take
5-6 years on average to be resolved [95]. Arguably this position might be reconsidered.

5.1.3. Expectation gap 2: survivorship bias

News and social media content can potentially overemphasise the benefits of crypto
transactions without paying sufficient attention to risks and challenges [96]. This can lead to
what may be regarded as survivorship bias. For instance, where a surge in crypto prices is
reported this often attracts crypto investors to enter into the crypto market with an expectation of
making fast and substantial capital gains from their investments, discussed by Cornelli et al [98],
whereas Miller shows the reality can be different [99]. Survivorship bias is a cognitive fallacy
that arises when an individual perceives the success of a subgroup as representing the success
of the entire group, ignoring that there are examples of failure within the entire group [99]. A
cross-section of the fields of behavioural psychology and finance, a survivorship bias framing
can be used to analyse how psychological factors influence the decision-making processes of
individual investors or groups in relation to their crypto investment commitments.
Kengatharan and Kengatharan [100] used the concept to understand how emotion and
cognitive error affect stock exchange investment behaviours.
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In the context of the present study survivorship bias occurs when investors focus solely
on the success stories of successful individual investors [101] that have outperformed the
norm to the exclusion of conflicting evidence of those whose experiences were less positive.
According to social media expert Deniz Unay:

People generally want to hear what they wanted to or focus on the news that they
are interested. The news on social media effectively increases survivorship bias
risk. Most crypto people (particularly they are called small investors) want to adopt
the story of successful people as a model for themselves. They do not want to
accept the fact, the possibility of losing their assets one day by investing in a risky
crypto currency which luckily made some small investors rich in the past. It is
almost impossible to see about success story of crypto investors on tv channels
because they have their own daily schedules to follow, and they have more
responsibility against the public. But these kinds of news are mostly published on
social media platforms or unserious online newspapers.

One possible way to counteract survivorship bias would be disclosure that this type of
asset can be risky, and losses are likely. Study two also therefore considered the risk
disclosure statements in the terms of each exchange selected for this study, although
accepting that this disclosure would not be likely to be read by most consumers.
Subsequently, researchers systematically coded and carried out a deductive review, resulting
in the identification of 9 recurring customer warning themes that frequently appeared in the
risk disclosure documents.

Table 3. Terms of 10 crypto exchanges in Tirkiye warning customers of risks of crypto
investments. Compiled by the authors.

Crypto Consumer Warning themes

Exchang

es
Mark  Availabil Liquidi  Securit Internet Fiat Legal/ Theft/ Third party
et/ ity tyrisk  yrisk risk Currency  Regulation Cyber- risk
Volati  Risk risk risk attack (custodian,
lity (service risk payment
risk update) providers)

BTC O 0 0 0 0 0 0 U 0

Turk

Binance O 0 0 0 0 0 0 O 0

TR

Bitlo O 0 0 0 0 0 0 O 0

Bitci

Tiirkiye X X X X X X X X X

Bitexen 5 X X X X X X X X

Bitturk 5 X X X X X X X X

Coin TR O O O O 0 0 0 O 0

GateTR X X X X X X X X

Paribu X X X X X X X X X

ICRYPEX — x X X X X X X X X

The table above uses the same concepts as in Table 2 above and illustrates identified
consumer warning themes against certain risks in risk disclosure documents of these selected
centralised exchanges for each theme.
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It will be observed from Table 3 that exchanges either warned of the full range of risks
or failed to identify any risks at all. There were therefore some cryptoasset exchanges that
did not provide risk disclosure statements to warn consumers about potential risks at all,
either on their websites or in their terms and conditions. Notably, BTCTurk, Binance TR,
Coin TR and Bitlo are the crypto exchanges that did provide risk disclosure statements on
their websites.

Furthermore, among the 10 crypto exchanges, Bitexen and Bitci there was evidence of
differential treatment in different geographical regions. Bitexen has established ‘“Bitexen
Europe” in Lithuania, in accordance with the Lithuanian law. The Bitexen Europe entity
provides to its customers a comprehensive risk disclosure statement on its website. However,
the Bitexen entity that operates in the Turkish territory, when consulted did not offer the same
level of transparency and consumer warning to its customers [102].

Moreover, Bitci is a centralised Turkish crypto exchange that manages two separate
crypto exchanges called Bitci Global and Bitci Brazil [103]. It was also found that unlike
Bitexen Europe, neither Bitci Global nor Bitci Brazil offer any risk disclosures for consumers
on their websites or in their legal documents. This may indicate that crypto exchanges
operating in countries with lax regulatory oversight are less likely to provide risk disclosures
on their website or in their legal documentation as opposed to exchanges established within
European Union member states, where there are stringent regulatory and compliance checks.

At this stage the most effective approach to address influences of survivorship bias would
arguably be to focus on public understanding of crypto investments. This approach could
deepen public understanding of the risks that they are taking on when they invest in these
complex products [96,101,104]. Study Two focused on the terms of use of the crypto
exchanges as one way to emphasise risks and counterbalance survivorship bias. This would
not tend to be the most effective approach, however, as Bakos, Marotta-Wurgler and Trossen
highlight that many consumers will not read these terms [105]. An informative approach might
most effectively be highlighted through public announcements on social media and news
platforms [96]. Warnings about risks to assets could be presented through targeted content for
those who show interests in cryptoassets. This informational approach could focus on the
volatility of crypto market and lack of consumer protections to enable consumers to make
more informed investment decisions. In Study One some interviewees also supported a
greater informational approach to raise awareness of the potential for crypto frauds [96,104].
These possibilities will be considered further in Part 6 when we discuss our favoured
approach.

5.1.4. Expectation gap 3: stablecoin regulation

Another expectation gap can arise in relation to stablecoins, which may be seen as a less risky
option due to their normally having an asset backing, but where reality might not match this
expectation [3]. In Bruce, Odinet and Tostato’s extensive United States study, stablecoins
were found to lack real stability and reliability [3]. It is true that most stablecoins do not suffer
from the same volatility as unbacked cryptoassets but this type of cryptoasset can also carry risks,
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as illustrated by the death spiral of the stablecoin Terra UST and its stabilising algorithmic token
Luna, leading to Terra UST becoming depegged, as described by Briola et al [106].

Li has identified that consumers may believe that a stablecoin’s underpinning assets can
offer protection and that they will be able to readily exchange their stablecoin holdings for
fiat, and that there are requirements as to underlying assets and how they are to be kept [46].
In reality the level of protection offered by stablecoin providers can be very patchy and there
will often be a lack of regulation [3], although this position is rapidly changing. Few crypto
exchanges warn against the unregulated nature of stablecoins and in a study of the terms and
conditions of 50 crypto exchanges conducted for another project by the authors and others [107],
only one addressed stablecoin risks at length [108] and only two others addressed these risks
at all [109]. Where a stablecoin is operated by DAO protocol a purchaser may, as already
noted, not even be able to identify an operating entity in the event of a dispute [3].

Nonetheless, the interviews carried out for this study revealed a preference among some
crypto investors for stablecoins as an investment option for several reasons. Stablecoins were
favoured due to their lower levels of volatility, expected to be approaching those of gold or
foreign currency investment providing a means to safeguard their assets. In addition, as these
stablecoins are often backed by real-world assets such as U.S dollars, this can potentially
give crypto users a safeguard that the value of stablecoins will hold over time, even if the
spectacular gains of more volatile unbacked crypto are unavailable. Some crypto investors
that were interviewed in Study One also expressed a preference for stablecoin investments
because of their speed and efficiency in cross-border transactions and transactions involving
different cryptoassets [111]:

My diamond supplier in India introduced me to Tether. | have been actively using
this stablecoin in my business’s commercial activities since then. I owed my
diamond supplier $38.000 after purchasing diamonds from him last year. The
supplier knew that 1 was into crypto investment and suggested me to make the
payment with Tether instead of international bank transfer. He said that Tether’s
transaction cost was less expensive and much faster than normal bank transfer. |
must admit that the most attractive side of Tether is that it appears in the recipient’s
digital wallet within 10 seconds. After transferring the money, the diamond supplier
contacted me to confirm that he received the amount. To be honest, if | had sent this
amount via an international bank transfer, it would have taken at least three days to
reach the recipient’s bank account.

The stablecoin Tether has emerged as one of the most favoured cryptoassets, partly due
to its usefulness in intermediate transactions where a cryptoasset is converted into fiat
currency. In Tarkiye, it is also favoured on account of the pegging of its value to the US
dollar, although other stablecoins also do this. This pegging provides crypto consumers with
an expectation of the security afforded by a relatively stable fiat currency. There is strong
potential for an expectation gap in relation to stablecoins as there presently no global
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regulatory requirement as to how the security should be held or composed, although some
stablecoins have been treated as securities in the USs.

Stablecoins are also prominently addressed under the EU’s Regulation on Markets in
Crypto-assets, ‘MiCAR’, Title III as ‘asset-referenced tokens’. Under this Part MiCAR will
require registration, the production of a white paper, as well as conduct and governance
requirements and prudential requirements to ensure sufficient liquidity and the ability to meet
redemption requests [113]. There might have been hopes that MiCAR could more generally
have an ‘EU-effect’, as described by Crippa et al [114], similar to the effect of the GDPR in
influencing higher data protection standards outside the EU, as discussed by lus Laboris
[115]. Faced with stringent regulatory requirements, however, many crypto businesses will
engage in regulatory arbitrage and exclude customers in the highly regulated jurisdictions.
Study Two already hinted above in relation to customer warning clauses that standards within
the EU will not necessarily result in higher standards outside it.

An analysis of the Turkish experience suggests that consumers seeking a long-term store
of value may avoid rash and hazardous speculation and invest in cryptoassets that are likely
to be less volatile. There can however be an expectation gap that stablecoins are on regulated
footing as to the underlying assets. The adoption of stablecoins could also ultimately
destabilise fiat currencies. Stablecoins would therefore be a more suitable target for
regulation, such as to require that underpinning asset reserves are regularly audited and
whether there are sufficient reserve funds in place to maintain value stability in the event of
a transaction error and to protect customers in the event of insolvency on the part of stablecoin
issuers [116].

6. Regulatory challenges

This article has identified the potential for expectation gaps in relation to Turkish consumers,
focusing on three points 1) a lack of regulatory protection, as well as 2) instances where
consumers are being misled by survivorship bias, whilst not understanding the inherent risks
in their investments 3) being misled about the assets underpinning stablecoins, as well as
their broader regulatory framework. Attention is drawn to this area in this article as there are
potentially serious consequences of financial precarity in some instances based on investment
of lifesavings, significant assets such as a car or finance such as a student loan in crypto, or
household budgets which can impact on families, pensions and livelihoods. There were
examples of such significant assets being used to buy crypto in our initial research and
interviews, as noted above. Whereas many consumers in Tarkiye still use gold as a store of
long-term value, others will see cryptoassets, including memecoins, as a way to grow their
resources exponentially but may not realise the risks involved. Others may be vulnerable to
scams [117]. In this part the article turns to possible regulatory responses, considering how
cryptoassets and crypto businesses are presently regulated, considering the current Turkish

¢ In the US, the focus of the SEC has been whether stablecoins are to be regarded as securities and therefore subject to
stringent requirements. The UK Financial Conduct Authority and Bank of England have consulted on plans to regulate
stablecoins [110,112].
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approach, as compared with the EU’s MiIiCAR, and explaining why, we favour a more
pluralistic and decentred approach to supplement a hard law approach.

6.1. Crypto regulation

If considering regulation, one starting point, as identified by Black, is to consider where the
market has failed to address risks and whether regulation can achieve what the market has
not [118]. Prior to the revised crypto law there were examples of hard laws” [119] applicable
in the crypto sector responding to specific risks, including money laundering regulationss [120]
and macroprudential limitations placed on financial intermediaries, such as banks, to prevent
cryptoassets bringing systemic riskse [121]. Attention in this latter respect has been driven at
a global level by the Financial Stability Board, which adopted a functional approach in looking
at crypto risks and applied an approach of “same activity, same risk, same regulation” [122],
so that crypto, in particular stablecoins, which pose threats to financial stability will be
considered closely. There are also laws such as the EU’s Markets in Crypto Assets
Regulation, MiCAR, noted previously. This is a harmonising instrument which will bring
many aspects of crypto onto a regulated footing, in particular asset referenced tokens
(referred to in this paper as stablecoins) and e-money tokens, which are to be subject to
registration requirements and other registration requirements for cryptoasset service
providers. As a complex regulatory instrument we briefly compare the MiCAR with the new
Turkish law in the next part, focusing on their approaches to exchanges.

6.2. Turkish approach and brief comparisons with MiCAR

As discussed above, a recent development in Turkish law considerably tightens up the
regulation of exchanges and it does address some of the consumer protection issues discussed
above. As previously outlined, exchanges are now required to register and are put on a similar
regulatory footing to banks, with regulation and supervision by the Capital Markets Board,
‘CMB’. In this section we briefly highlight some strengths and weaknesses of the new
Turkish law compared to MiCAR, as it applies to crypto asset service providers, ‘CASPs’. A
more detailed comparison has been done by Demitras and Karatay [123]. One limitation to
this part is that the Turkish law is much less detailed in many respects than MiCAR, including
in relation to safeguarding and custody of client assets, governance and prudential
requirements, addressed under articles 75, 68 and 67 respectively [113]. Notably, however,
further regulatory details will be issued by the CMB [38]. In this regard, in September 2024,
the CMB issued outlining guidelines for the issuance, distribution, trading, custody of
cryptoassets, as well as rules regarding advertising and consumer fund protection [124].
Many further details are yet needed and it may be that some points identified below will be

7 There are also laws clarifying the status of cryptocurrencies for payment purposes [119].

8 Money laundering aspects are addressed under Financial Action Task Force (FATF) Recommendation 41 report, which
has been followed in Turkiye’s Regulation [120].

9 Regulations on Prohibiting Payments with Cryptoassets. This law prohibits licensed payment institutions and electronic
money institutions from the direct or indirect use of cryptoassets. It therefore does not impose any restrictions against crypto
exchange trading platforms using cryptoassets in their daily operations, nor does it restrict individual investors [121].
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addressed in the same way later to bring it up to the level of detail of MiCAR. We focus on
CASP regulation in this part, rather than MiCAR’s approaches to stablecoins and e-money,
since those do not feature in the Turkish law, nor can we consider every aspect in detail.

Both laws take a regulatory approach to CASPs based on licensing and authorization.
MiCAR’s authorisation requirements for CASPs, include varying minimum capital
requirements under Annex IV, depending on the size of the CASP [113], as well as a stronger
regime under article 85 for significant CASPs [113]. There are other requirements for
stablecoin issuers and e-money issuers, under Articles 16 and 48 of MiCAR, which we do
not discuss here [113]. The Turkish law under article 35/B requires CASPs, including trading
platforms, custodians, transfer services and issuance platforms, to obtain licenses from the
Capital Markets Board [38] It is also clear that the Turkish law is not a complete and detailed
system in itself, as matters such as the minimum capital requirements for CASPs have been
left under article 35/B(1) to secondary legislation [38]. Nor does the Turkish law follow the
EU’s approach of identifying significant CASPs. There are strict penalties under article 109/A
for those who trade in cryptoassets whilst unauthorized [38], including under article 110/A(3)
where activities are carried on after a license has been revoked [38]. There are also
specifications under Article 35/B(2) as to information systems and regulation, which is a
point of key importance for online businesses and is addressed by is addressed by The
Scientific and Technological Research Council of Turkey, TUBITAK [38]. The requirements
also apply to foreign CASPS, under article 35/B(1), which addresses a possible loophole [38],
although enforcement may be a challenge.

In putting CASPS on a regulated footing the new Turkish law represents a strong
consumer protection approach, addressing some of the issues that we highlighted above. The
contractual terms that were noted above in Table 2 as broadly limiting CASP liability are no
longer valid: article 35/C(1) [38]. There are rules under article 35/C(1) and (5) as to clear
written contracts with customers and transactions being securely and accessibly recorded
[38]. There are requirements under article 35/C(6) that crypto assets are either to be stored in
the customer’s own wallet or at a bank [38], under article 35/C(3) that steps to be taken in
the event of price distortion [38], under article 35/C(7) there are requirements for segregation
of customer cash, which will not be available to meet the claims of the CASP’s creditors in the
event of an insolvency [38], and there are audit requirements under article 99A(2)[38]. There
are also failure prevention mechanisms under article 99A(2) and CMB can order the CASP
to strengthen their financial structure if there is a risk of defaulting on liabilities [38]. Article
66 of MICAR however provides greater clarity as to the information that is to be given to
clients and warning about potential risks [113]. There is also a requirement in the new Turkish
law under Article 35/C(1) for CASPS to establish effective internal complaints handling and
dispute resolution procedures [38]. This provision is notably vague, however, and again lacks
the detail that is provided in Article 71 of MiCAR [113].

The Turkish law arguably goes too far however in providing a wide potential for personal
liability for those involved with the exchange, described by Demirtas and Karatay as very
strict [123]. Itis unsurprising that CASPs are liable for losses resulting from illegal activities,
and the individuals associated with the crypto exchanges may be held accountable for the
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extent to which the damages can be attributed to them, considering their faults and the
specific circumstances of the situation, but the same applies to an inability to pay debts, which
may not be within the control of those running the CASP [38]. CASPs are also liable for
losses arising from acts such as the operation of information systems, all kinds of cyber-
attacks and information security violations and there is personal liability for employees where
they are at fault [38].

The Turkish law goes beyond liability under MiCAR, which is more precise as to the
scope of liabilities [113]. MICAR in Title VI sets out anti money laundering, prudential and
conduct requirements, as well as provisions against market abuse and insider trading, as well
as actions that can lead to price manipulation. It is more detailed than the Turkish law in
relation to these offences and associated liabilities. MICAR also sets out enhanced
requirements for significant cryptoasset service providers, which shows a more nuanced
approach than under the Turkish law.

Potentially the Turkish approach to liability could deter innovative businesses from
doing business in Tirkiye, resulting in less choice. Inevitably there will also be greater
administrative costs in running a regulated business, including annual fees [38], and a
possible need for insurance to cover potential liabilities, so some firms may leave the market.
In addition, there would not seem to be any policy need for a strong regulatory response to
liability. As will be discussed, the approach presents a threat of reduced choice and damage
to innovation and a pluralistic and decentred approach to regulation would have been preferable.

6.3. A pluralistic and decentred approach

Our approach responds to the danger is that excessive regulation, in this case the broad
potential scope for liability identified above, can potentially hamper the development of the
Turkish crypto environment. New technologies are still in a state of development and a
responsive regulatory approach is arguably preferable to enable the technology to develop
without being stifled by strict regulation. In offering an alternative to traditional finance
crypto investments are innovative and many can invest in these assets without great risk of
financial precarity. Study One revealed that many Turkish users are finding that cryptoassets
offer transactional convenience compared with traditional finance and similar benefits may
be found in other emerging economies. These and other positive aspects of transactions
without traditional intermediaries may develop further in ways that are unexpected. Lighter
touch regulation can be a starting point with educational and advice-based approaches only
being followed by escalating means of enforcement in the event of problems [125].

Taylor found that consumer behaviour inherently includes risk taking with uncertainty
as to likely outcomes and consequences [126]. Many will invest manageable sums in
cryptoassets, and our study has found that cryptoassets offer practical alternatives to banks and
traditional assets. It is often only in cases of clear public risk, particularly health riskst, that
consumer choice tends to be restricted for paternalistic reasons [130]. Indeed Lande notes

10 There can be restrictions on consumer choice in some societies based on morality, and we noted above Islamic scholarship
considering a ban on crypto investments. We do not consider this aspect further here [127-129].
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that regulation primarily strives to promote consumer choice to create a healthy market, so
that worthwhile options are available to consumers to choose from [131], and cryptoassets
can be regarded as potentially offering that as long as consumers are able to understand the
choices before them as regards cryptoasset purchases. As we note, a broad scope of liability,
as under the new law, could result in reduced consumer choice. Even if it drives away bad
actors, good options could be lost.

A preferred policy objective is therefore to address expectation gaps through raising
public understanding of cryptoassets, both through state and non-state actions, in order that
risks can be more properly understood and assessed. This pluralistic soft-law informational
and educational approach is preferred to a more market-interventionist regulatory approach,
for several reasons. Firstly, as perceptively noted by Abbot, there are aspects of fast-moving
technologies such as cryptoassets that may be difficult for state-led regulation to effectively
address, that would be better addressed through blended regulation involving a variety of
state and nonstate agencies [14]. State regulators can suffer from resource asymmetry as they
tend to lack the specialist expertise that those in the industry have and therefore regulators
may find it difficult to keep pace with fast moving industries:: [132]. Therefore, even if there
are clear policy objectives that underpin a hard law approach there is a danger that harder
regulatory approaches can fail to address risks effectively, as there may be gaps, loopholes
and aspects can become outdated, as the technology develops faster than a pace to which
regulation can respond.

A related point is that regulatory choices may be regarded as endorsing some types of
investment, even if they are not optimal. Shelanski also suggests that markets may evolve in
ways that address risks [133]. For example an accreditation system for crypto exchanges
could be offered by an independent body to provide assurance for customers that crypto
service providers have reached and complied with good standards. Such an approach would inform
customers and would be independent of whether governments have taken regulatory action.

There have also been arguments by Shetty [134] and by Kruger [135] regarding caution
in regulating digital industries, for fear that it stifles innovation. A high regulatory approach
would also be administratively burdensome to implement in emerging economies, potentially
likely to go out of date at a faster pace than it can be revised, as well as potentially resulting
in regulatory arbitrage that can harm consumer choice, as discussed by Draganidis [136]. In
any case consumers may find other options through VPN usage and this is another reason to
favour an educational approach. The new Turkish law does apply to foreign CASPs offering
services in Turkiye but, as we have noted, there may be difficulties in enforcing this approach.

There might be some scepticism as to an informational approach, and we have previously
noted studies of how consumers tend not to be rational decision makers. Although we
examined terms of service and found significant limitations of liability in Table 2, a point
addressed under the new law, we do not focus on improvements in the contents of terms as a
means of improving consumer information. Whilst the terms can be of importance in the
event of a failure of a crypto firm, in disclosing risks and establishing rights of the consumer,

11 In some areas this asymmetry can be addressed by information sharing between firms and regulators.
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they are not suitable to address information needs [137]. Typically, terms are too long and
technical for consumers. There can be better approaches to an informational response, however.

Our favoured approach is a blended one as the informational aspect is arguably also the
responsibility of crypto businesses as they may find that their business prospects are
enhanced by informed consumers who are less prone to fall for hype and scams. In an
adaptation of the ‘technology acceptance’ model to cryptoassets Shahzad et al identify the
development of deeper knowledge of cryptoassets as a necessary step for those who are
interested in promoting cryptoassets [138]. Primarily the task of informing the consumer can
therefore be for crypto service providers as part of their building of business and there are
many which already do promote consumer awareness through offering foundational guidance
on cryptoassets and crypto businesses [139,140]. It is arguably in the interests of other crypto
businesses and financial institutions to do more to highlight risks and enable customers to
understand them, with other roles to be played by policymakers and educators.

7. Limitations of this study

Study One was based on interviews in Istanbul with industry professionals and individuals
who have purchased cryptoassets. The sample size was relatively small given the resources
available to the project and a greater number of interviewees and a greater range, including
users in other parts of Tirkiye would preferably have been used. Study Two examined the
terms and conditions of ten exchanges and this represents the main exchanges by trading
volume in Turkiye. Both studies were carried out before the new crypto law was introduced
but are of value as a snapshot of consumer behaviour before the revised law and it would
preferably be followed up later to examine the impact of this law, combined with a
quantitative study.

8. Conclusion

This paper has shed light on approaches to cryptoasset investments in Turkiye, identifying
expectation gaps that can influence investments by consumers. It has identified dangers of
rash investments prompted by survivorship bias, as well as misunderstandings of stablecoins,
although noting that there are also many other possible influences. These types of investment
are often poorly understood by consumers, leading to expectation gaps. Consumers can be
misled as to the protections available if things go wrong with cryptoasset investments,
believing that the protections are the same as in relation to other financial investments. Crypto
exchanges in Turkiye at the time of the study did little to warn of the risks and they took a
broad approach to limit their liability and excuse non-performance with wide force majeure
clauses. The amended Capital Markets Law addresses some of the expectation gaps but
generally lacks the detail and complex development of the EU’s MiCAR. We have
demonstrated how many of the issues identified in this article can be addressed under
consumer education approaches and crypto service providers have a part to play in this.
Providing consumer education in a pluralistic and decentred way would complement
regulatory efforts and mitigate misleading marketing and information asymmetry. Tightening

24



Law Ethics Technol. Article

up of the law to bring the regulation of cryptoassets investments alongside the framework for
banks, including a severe approach to liability, has arguably gone beyond what is needed.

The authors of this research paper hope that this study has successfully addressed the
key expectation gaps identified and that the analysis provided stimulates further research into
related issues which have not been discussed or to apply methodology which has not utilised
for this article. This research links crypto adoption with the traditional saving preferences of
Turkish consumers, providing valuable insights into how cultural and economic factors
influence consumer behaviour from the perspective of an emerging economy. Further studies
on cryptoassets and consumer protection might look further afield to other emerging
economies where cryptocurrency adoption rates are also high and to employ a comparative
approach to better understand factors influencing crypto consumers behaviours. The
transferability of the research findings could be enhanced by extending the sample interviews
with more diverse crypto consumers from different countries.
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