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Abstract

This thesis details a comprehensive investigation of polynomial resultants, ad-
vancing algebraic techniques for non-commutative skew (Ore) polynomials and
their novel applications in cryptography. It addresses critical needs in symbolic
computation for effective non-commutative tools (such as resultant) and in cy-
bersecurity for enhanced cryptographic primitives, including novel secret sharing
schemes and key-exchange protocols.

A core component is the development of skew resultants for multivariate (ini-
tially bivariate) skew polynomials, extending existing univariate theories. Key
algebraic contributions include new formulations, elimination methods, and es-
tablishing links between resultants and operator evaluation maps. Two primary
computational methodologies are detailed; a direct matrix approach and a modu-
lar method using evaluation and interpolation. Applicability is also demonstrated
for solving skew polynomial systems and within structures such as almost com-
mutative rings.

Building on this algebraic foundation, the study introduces the application of
polynomial resultants in cryptography. It presents a detailed development of two

novel (¢,n)-threshold secret sharing schemes and also proposes a Diffie-Hellman-
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like key-exchange protocol that utilises the inherent commutativity of skew re-
sultants. The two schemes offer different trade-offs; one uses numerical shares
for efficiency, while the other employs symbolic polynomial shares for enhanced
security and potential post-quantum advantages. The basis for these schemes
is a specialised algorithm, also developed in this study, for constructing input
polynomials with precise resultant properties. Both schemes incorporate built-in
verification and adversary detection derived from these fundamental properties.

The theoretical correctness and practical feasibility of all developed methods
are validated by thorough proofs and illustrative examples, including adversar-
ial scenarios. This work significantly advances non-commutative resultant the-
ory and its practical application, offering new tools for symbolic computation
and cryptography while also suggesting avenues for future research into n-variate

generalisations and further cryptographic development.
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Notations

Notations

This section provides a list of common mathematical notations used throughout

this study. Specific notations may be further clarified within the context of their

introduction.

Symbol Description

N,Z,Q,R,C The sets of natural, integer, rational, real, and complex numbers.
F A (skew) field, also referred to as a division ring.

K A field, often used when F is specifically a skew field.

F* The multiplicative group of non-zero elements of F.

[F>, F*] The commutator subgroup of F*.

R A general ring, possibly non-commutative.

R0 The ring of polynomials in the indeterminate 6 over the ring R.
Fo) The ring of polynomials in 6 over the field F.

F(0) The field of rational functions in 6 over the field F.
Floy,...,0,) The ring of polynomials in n indeterminates 6,,...,6, over F.
F(O1,...,0,) The field of rational functions in n indeterminates over F.
Fl0;0,0] The Ore polynomial ring over F in 6 defined by the pair (o, d).
F(0;0,0) The skew field of fractions of F[0;a, d].

RI[01;01][- - |[0n; 0n]) Iterated Ore polynomial ring in n indeterminates.

EIF A field extension £ O F.

M,(R) or R™*" The ring of n X n matrices with entries in R.

GL,(R) The general linear group of invertible n X n matrices over R.
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Notations

The special linear group of n X n matrices over R with determinant
1.

The companion matrix of a polynomial P.

The transpose of matrix A.

The standard determinant of matrix A (for commutative entries).
The Dieudonné determinant of matrix A (for skew field entries).
dy divides d,.

N is a normal subgroup of group G.
The quotient group of N in G.

The multiplicative commutator aba='b~1.

The ring of endomorphisms of R.

The group of automorphisms of R.

Direct sum.

Direct product.

The conjugacy class of an element a.

The set of all (right) roots of a polynomial f.

A generic polynomial in the non-commutative theory chapters.

A specific polynomial in a commutative application (Secret Sharing).
A specific polynomial in a non-commutative application (DH).
Degree of polynomial f.

Leading coefficient of polynomial f.

Right remainder of f divided by g.

Right quotient of f divided by g.

Greatest common right divisor of f and g.

Least common left multiple of f and g.

Resultant of F' and G with respect to x.

A ring automorphism.

A o-derivation.

An indeterminate in an Ore polynomial ring.
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1. Introduction

Chapter 1

Introduction

The rapid evolution of digital technologies alongside with increasingly advanced
adversarial capabilities, necessitates continual innovation in computational and
cryptographic research. This study addresses this need by developing algebraic
foundations that enhance both theoretical understanding and practical security
protocols.

Polynomial computations are fundamental to modern computer algebra sys-
tems and have wide-ranging applications across mathematics, coding theory, con-
trol systems, and cryptography. In particular, this study focuses on a specialised
class of non-commutative polynomials known as Ore polynomials (or skew poly-
nomials) [111]. These generalise classical polynomial structures by introducing
non-commutativity, making them particularly suitable for modelling operator sys-
tems such as differential and difference equations.

While the classical resultant is well established in the commutative setting [37],
its extension to non-commutative multivariate systems remains challenging. This
research aims to advance the algebraic understanding of resultants for skew poly-
nomial systems and to harness these developments to construct secure crypto-
graphic primitives. The approach establishes a conceptual link between abstract
algebraic elimination theory and practical cryptographic design.

Building on these novel algebraic foundations, the study introduces the ap-

plication of polynomial resultants to address ongoing challenges in cryptography
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by developing two new primitives.

First, motivated by vulnerabilities in existing protocols [30, 46, 70, 78|, this
research introduces the first (¢, n)-threshold secret sharing schemes constructed
from bivariate polynomial resultants. The two proposed schemes, Dealer-Side
Scaling and Participant-Side Scaling, incorporate built-in verification and adver-
sary detection, with the latter also offering potential post-quantum advantages.
This work extends the foundational concepts of Shamir and Blakley [8, 120] to
a new algebraic domain, with wide-ranging relevance to applications like secure
data storage and multiparty computation |7, 41, 69, 94, 98, 133].

Second, a novel Diffie-Hellman-like key-exchange protocol is proposed. It
utilises inherent properties of skew resultants to enable a simple conjugation-
style key-exchange. This design avoids the need to construct special subsets of
commuting polynomials, a notable challenge and potential vulnerability in earlier
non-commutative proposals [18].

Overall, this study traverses from foundational explorations in non-
commutative algebra, focusing on the development of comprehensive resultant
theories, to the practical application of resultant concepts in addressing chal-
lenges in cryptography. This research aims to contribute new theoretical insights,
efficient computational methods, and novel security applications, highlighting the
versatility and power of polynomial resultants. The focus on bivariate cases is
strategically chosen, not only for detailed treatment but also for its core role in
potential recursive techniques applicable to more general multivariate systems.

This thesis therefore presents several major contributions, with additional
technical results detailed in their respective chapters. The following provides a
high-level overview of the main achievements in both non-commutative algebra

and cryptography:

e A new theoretical and algorithmic framework for bivariate skew resultants

is developed.

e Efficient implementation strategies are proposed to overcome the problem
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of intermediate expression swell common in symbolic computation.

e Novel resultant-based secret sharing schemes are constructed, featuring

built-in mechanisms for share verification and adversary identification.

e A Diffie-Hellman-like key-exchange protocol is designed that utilises inher-
ent properties of skew resultants to avoid the need for pre-computed com-

muting sets.

The structure of this thesis will guide the reader through these interconnected
research areas. Following this introduction, Chapter 2 provides a review of rel-
evant literature. Chapter 3 details mathematical preliminaries and background
on Ore polynomials and resultant theory. Subsequent chapters present the devel-
opment of resultant-based elimination methods for skew polynomials, including
the specific challenges, novel formulations, and algorithmic contributions (Chap-
ter 4), followed by methods for efficient computation of these resultants using
evaluation and interpolation (Chapter 5). This is followed by Chapter 6 which
provides an experimental analysis and performance benchmarks for the proposed
methods. The study then presents the detailed design of new resultant-based
secret sharing schemes, their underlying polynomial construction algorithms, se-
curity analyses, and comparisons (Chapter 7). Following this, Chapter 8 provides
a novel Diffie-Hellman-like key-exchange protocol. Finally, Chapter 9 concludes
the thesis by summarising the key findings and contributions of the entire work

and outlining promising directions for future research.

1.1 Motivation of the Research

The motivation for this research stems from the significant role of skew (Ore)
polynomials in various scientific and mathematical disciplines, the persistent
challenges associated with efficiently solving systems of such non-commutative
polynomials, and the growing necessity for robust data security in an era of ad-

vancing digital technologies. This investigation is driven by the need for more



1. Introduction

advanced computational tools and novel cryptographic primitives. Several key

factors underpin this study:

¢ Advancing Non-Commutative Resultant Theory and Algorithms:
Current resultant methods for Ore polynomials are largely limited to the
univariate case [52, 75, 79, 91, 93|. There is a clear need to extend these to
effective elimination techniques for multivariate skew polynomial systems,
which are crucial for tackling more complex problems. Existing commu-
tative multivariate methods [51, 80, 123] do not directly translate to the
non-commutative Ore framework. This necessitates the development of ef-
ficient algorithms specifically optimised for multivariate skew systems (par-
ticularly in the difference case, 6 = 0), adapting existing principles and
forging new connections, such as the proposed link between skew resultants

and operator evaluation maps.

e Developing Modular Methods and Leveraging Symbolic-Numeric
Techniques: Modular techniques are highly effective in commutative al-
gebra [5, 24, 38, 112] but have seen limited application in Ore algebra,
primarily targeting coefficients over commutative base rings [28, 29, 42, 92].
This gap restricts the development of efficient algorithms. This research
is motivated by the opportunity to revisit classical methods like resultant
computations by incorporating recent advancements in non-commutative
evaluation and interpolation strategies [95, 101] to handle the indetermi-

nates themselves more effectively.

¢ Extending Foundational Work and Tackling Algebraic Challenges:
Building upon earlier studies [112], a key motivation is to provide a compre-
hensive understanding of the resultant-based elimination process for skew
polynomials, including the thorough development of the often-overlooked
interpolation stage. This involves directly addressing the inherent chal-

lenges of non-commutative algebra, such as developing effective analogues
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for essential tools like multivariate resultants and navigating the complexi-

ties of non-standard evaluation maps and determinant formulations.

Validating Computational Strategies: Practical comparative analysis
of computational strategies is essential. While direct symbolic methods
based on triangularising a Sylvester matrix are theoretically straightfor-
ward, they suffer from severe intermediate expression swell. This study is
motivated to implement and benchmark both this direct approach and a
modular evaluation-interpolation technique, aiming to experimentally val-
idate the greater scalability of the latter and demonstrate its viability for

large problem instances despite theoretical complexities.

Advancing Cryptographic Applications and Addressing Vulner-
abilities: The inherent computational complexity of skew polynomial
systems offers promising avenues for cryptography [18], especially given
the scarcity of attack methodologies for non-commutative systems. This
research aims to establish novel resultant-based techniques for applica-
tions like secret sharing and key exchange. A critical driver is the need
to address security vulnerabilities in existing threshold secret sharing
schemes [30, 46, 78| by developing schemes inherently resistant to attacks,

such as those involving adversary impersonation.

Developing Enhanced, Efficient, and Post-Quantum Secure
Schemes: Beyond basic functionality, there is a motivation to develop
schemes with built-in features like reliable share verification and adversary
identification, utilising resultant properties such as scaling and evaluation.
Additionally, improving participant efficiency (e.g., Dealer-Side Scaling)
and exploring potential post-quantum security advantages through sym-

bolic polynomial shares (e.g., Participant-Side Scaling) are key objectives.

Establishing Foundations and Demonstrating Feasibility: The

study is driven by the need to provide formal theoretical foundations, in-
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cluding explicit resultant formulae and proofs of properties like the anni-
hilation of common solutions. Furthermore, demonstrating practical fea-
sibility through supporting algorithms (e.g., for polynomial construction)
and broader applications (e.g., combinatorial identities) is a significant mo-
tivation. The focus on bivariate systems serves as a foundational step for
recursive techniques applicable to general n X n systems, opening avenues

for future research in optimisation and generalisation.

At its core, this research aims to provide a complete, theoretically solid, and
practically applicable framework that utilises polynomial resultants, contributing

valuable tools to both algebraic computation and cryptographic security.

1.2 Research Gaps and Questions

A thorough review of the existing literature concerning elimination theory for
skew (Ore) polynomials and the application of algebraic techniques in cryptog-
raphy, particularly secret sharing, reveals several important avenues for further
investigation and development. These identified research gaps directly motivate
the central questions addressed by the comprehensive research presented in this

study:

1. Gap: Underdevelopment of Multivariate Non-Commutative Re-
sultant Theory. The majority of existing resultant theories and com-
putations for Ore polynomials are limited to the wunivariate case |52,
75, 79, 91, 93]. While commutative multivariate resultants are well-
studied [51, 80, 112, 123], a comprehensive theoretical and algorithmic
framework for their counterparts in multivariate skew polynomial systems
remains less developed. This gap includes the need for a complete treat-
ment of all algorithmic stages, such as an interpolation component, which

has not been fully addressed in prior foundational work.
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e Research Question 1.1: How can a novel, complete, and theoret-
ically sound resultant-based elimination framework be developed for
multivariate (initially bivariate) skew polynomial systems, ensuring
that all algorithmic stages (including an efficient evaluation and inter-

polation component) are thoroughly developed and validated?

e Research Question 1.2: What are effective methods for defining and
computing such multivariate skew polynomial resultants, for instance,
by employing specialised determinants such as the Dieudonné determi-
nant, or by adapting/combining existing univariate skew polynomial

resultant concepts?

e Research Question 1.3: Can formal resultant formulae be derived
for bivariate skew operator polynomials, and can theorems be estab-
lished (with proof) confirming their fundamental properties, such as

the annihilation of common solutions?

2. Gap: Limited Application of Advanced Computational Tech-
niques in Ore Algebra. Modular methods, highly effective in commu-
tative algebra for managing complexity [5, 24, 38, 112], have seen limited
application in Ore algebra. Existing uses [28, 29, 42, 92| primarily focus
on coefficients over commutative rings and do not typically incorporate
non-commutative evaluation and interpolation techniques for the indeter-
minates. Furthermore, while non-commutative evaluation/interpolation is
an emerging field [95, 101], its structure with resultant theory for multivari-

ate skew systems is not yet fully explored.

e Research Question 2.1: How can modular approaches be effectively
integrated with non-commutative evaluation and interpolation meth-
ods to develop efficient algorithms for computing resultants of bivariate

skew polynomials?

e Research Question 2.2: What is the exact relationship between such
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resultants and operator evaluation maps, and how can this relationship
be used to create novel computational techniques, particularly within

the difference case (when 6 = 0)?

e Research Question 2.3: What are the comparative effectiveness
of different computational methodologies for these resultants, such as
a direct Sylvester-style matrix approach versus a modular technique

(using evaluation and interpolation)?

3. Gap: Lack of Practical Implementation and Experimentally Per-
formance Analysis. While theoretical frameworks for multivariate skew
resultants can be proposed, a notable gap exists in their practical implemen-
tation and comparative performance analysis within computer algebra sys-
tems. The scalability, practical limitations, and computational behaviour of
different techniques (such as direct symbolic triangularisation versus mod-
ular evaluation-interpolation) are not established for this non-commutative
context. Phenomena like intermediate expression swell in symbolic meth-
ods require practical investigation to validate the feasibility of proposed

algorithms.

e Research Question 3.1: What are the practical challenges and fea-
sibility of implementing both a direct symbolic method and an evalu-
ation and interpolation method for computing bivariate skew polyno-

mial resultants in a computer algebra system (such as Maple)?

e Research Question 3.2: How do the computational performance
and scalability of the direct symbolic approach and the evaluation-
interpolation approach compare experimentally across a range of input

polynomials with varying degrees and coefficient complexities?

e Research Question 3.3: What are the underlying causes of observed
performance characteristics, such as the non-monotonic behaviour in

symbolic methods, and how do they relate to the algebraic properties
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of the intermediate computations?

4. Gap: Addressing Inherent Complexities of Non-Commutative Al-
gebra. The inherent non-commutative nature of skew polynomials presents
unique challenges, such as the non-standard behaviour of evaluation maps
(which may not preserve multiplication) and difficulties in defining unique,
computationally useful determinants. The application of resultant theory
in specific contexts such as in almost commutative rings within the Ore

algebra framework also requires further clarification.

e Research Question 4.1: How can the challenges unique to non-
commutative algebra, including the properties of evaluation maps and
determinant computations, be effectively addressed in the development

and application of resultant methods for bivariate skew polynomials?

e Research Question 4.2: How does the concept of the resultant ap-
pear in almost commutative rings, and under what conditions can it be
shown to be well-defined and computationally feasible for skew poly-

nomials in this context?

5. Gap: Security Vulnerabilities and a Lack of Fundamentally Di-
verse Methodologies in Secret Sharing Schemes. Established thresh-
old secret sharing schemes, despite widespread use, suffer from documented
security vulnerabilities and limitations, particularly concerning adversarial
actions during reconstruction or when participant numbers exceed the min-
imum threshold [30, 46, 70, 78]. Furthermore, the application of polynomial
resultants to the construction of secret sharing schemes represents a largely
unexplored research direction, potentially offering new security features and

fundamental design flexibility.

e Research Question 5.1: How can polynomial resultants be effec-

tively applied to construct new (¢, n)-threshold secret sharing schemes
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with inherently stronger security properties, including built-in verifi-

cation process and adversary detection capabilities?

e Research Question 5.2: Is it feasible to use fundamental properties
of polynomial resultants (such as evaluation and scaling) to design and
construct practical, accurate, and secure secret sharing schemes, and
what are their comparative advantages and trade-offs (e.g., numerical
shares for efficiency versus symbolic shares for potential post-quantum

advantages)?

e Research Question 5.3: What algorithmic procedures are required
to generate suitable pairs of bivariate Ore polynomials whose skew
resultants provide sufficient cryptographic strength and have provably

predictable degrees suitable for cryptographic schemes?

6. Gap: Absence of a Simplified Diffie-Hellman-Like Protocol that
Utilises Inherent Commutativity in Ore Algebras. Existing non-
commutative key-exchange schemes, such as the Burger-Heinle primi-
tive [18] and the approach of Boucher et al. [11], present trade-offs. The
former relies on a computationally expensive, pre-computed commuting
subset, which incurs considerable offline cost, while the latter depends on
solving difficult Key-Factorisation problems that can be complex to param-
eterise securely. A gap exists for a protocol that utilises a more natural
source of commutativity within the Ore algebra itself, potentially eliminat-

ing both the pre-computation and parameterisation complexities.

e Research Question 6.1: Can a Diffie-Hellman-like key-exchange
protocol be designed whose secret keys are skew resultants that inher-
ently commute, thus removing the need for any pre-computed com-

muting subsets or complex Key-Factorisation conditions?

e Research Question 6.2: How can the security of such a resultant-

based protocol be formally analysed and potentially reduced to a well-

10
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defined hard algebraic problem, such as a constrained multivariate

Ore-polynomial factorisation?

e Research Question 6.3: What are the potential performance charac-
teristics of a resultant-based scheme compared with existing methods,
and which implementation techniques could control expression swell

in practical parameter ranges within multivariate Ore algebra?

7. Gap: Foundational Tools and Formal Validation for Novel Cryp-
tographic Schemes. The practical effects of new cryptographic schemes,
such as those based on resultants, requires specific foundational tools (e.g.,
algorithms for constructing suitable input polynomials with resultant prop-
erties) which are currently not available. Moreover, any novel cryptographic

scheme necessitates exact validation of its correctness and security claims.

e Research Question 7.1: What algorithmic procedures are necessary
for a dealer to construct appropriate bivariate polynomials such that
their resultant has a predefined degree and correctly encodes the secret

for a (t,n)-threshold scheme?

e Research Question 7.2: Can the correctness of such polynomial
construction algorithms and the proposed resultant-based secret shar-
ing schemes (including their verifiability and adversary identification
capabilities) be formally proven and practically demonstrated through

illustrative examples, including adversarial scenarios?

8. Gap: Demonstrating Broader Applicability of Developed Alge-
braic Tools. The practical feasibility and range of applications for newly
developed resultant techniques for skew polynomials, beyond their founda-
tional role in elimination theory or a single application area, require further

demonstration.

e Research Question 8.1: How can the feasibility and practical value

of the derived bivariate skew polynomial resultant be demonstrated

11
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in diverse applications, such as identifying new combinatorial identi-
ties or establishing cryptographic protocols based on multivariate skew

resultant?

Addressing these research gaps and questions forms the core of the investiga-
tions presented in this thesis. The purpose is to provide comprehensive theoret-
ical frameworks, reliable algorithmic solutions, and demonstrated applications,
thereby contributing significantly to symbolic computation for non-commutative

systems and to the design of novel, secure cryptographic techniques.

1.3 Research Aims and Objectives

In response to the identified need for enhanced security and novel approaches in
secret sharing, and utilising the potential of polynomial resultants, this research

has the following main aims and specific objectives:

Aims
The main aims of this research are:

1. To investigate and establish the novel application of polynomial resultants
as a foundational mechanism for constructing secure and verifiable secret

sharing schemes.

2. To develop new (t, n)-threshold secret sharing schemes based on this resul-
tant framework that offer enhanced security features, including verification

and adversary detection.

3. To investigate the feasibility of applying resultant-based techniques to the

development of a novel Diffie-Hellman-like key-exchange scheme.

4. To demonstrate the practical feasibility and distinct advantages of these
novel resultant-based cryptographic schemes through examples and analy-

sis.

12
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5. To develop a complete theoretical and computational framework for mul-
tivariate skew (Ore) polynomial resultants, encompassing their algebraic
foundations, the integration of modular evaluation-interpolation techniques,

and an experimental analysis of their practical performance.

Objectives

To achieve the above-mentioned aims, this study pursues two interrelated
sets of objectives, grouped according to their primary cryptographic and alge-

braic—computational focus as following:

Cryptographic Objectives

1. To identify and formalise those properties of polynomial resultants (com-
mutative and non-commutative) that are most suitable for the construction
of cryptographic primitives, in particular threshold secret sharing and key-

exchange mechanisms.

2. To design, develop, and present distinct resultant-based (¢, n)-threshold se-
cret sharing schemes (Dealer-Side Scaling and Participant-Side Scaling)
with differing operational characteristics, including efficiency, verification

overhead, and potential post-quantum security.

3. To construct explicit algorithms for generating bivariate polynomials whose
resultants exhibit the required degree and constant-term properties for se-

cure secret encoding and reliable scheme operation.

4. To establish formal security and correctness guarantees for the proposed
schemes, including proofs of privacy, correctness of reconstruction, verifia-
bility, and adversary identification based on algebraic checks derived from

resultant properties.

5. To illustrate the practical operation of these schemes through worked exam-

ples and adversarial scenarios, and to compare their behaviour with existing

13
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approaches where appropriate.

Algebraic and Computational Objectives

1. To develop a resultant-based elimination framework for bivariate skew poly-
nomials, drawing on tools such as the Dieudonné determinant and the struc-
ture of almost commutative rings, and to determine conditions under which

such resultants are well-defined.

2. To formulate constructive methods for computing the resultant of two bi-
variate skew polynomials over (skew) fields, including both direct Sylvester-
matrix-based approaches and alternative strategies inspired by commutative

elimination theory.

3. To establish and analyse new theoretical relationships between bivariate
skew resultants and operator evaluation maps, and to exploit these rela-

tionships via non-commutative evaluation—interpolation techniques.

4. To design and validate a computationally efficient evaluation—interpolation
methodology for bivariate skew polynomial resultants as a scalable alter-
native to direct symbolic triangularisation, including an assessment of its

complexity and behaviour with respect to intermediate expression swell.

5. To implement the proposed algorithms in a computer algebra environment,
provide illustrative examples (including applications beyond cryptography,
such as combinatorial identities or simplification of operator systems), and
carry out comparative evaluations of the different computational strategies

where relevant.

Successfully achieving these objectives will yield new insights and practical
tools in two principal areas: the design of secure, flexible, and efficient threshold
secret sharing schemes, and the advancement of symbolic computation in non-
commutative algebra. These contributions are intended to support substantial

progress in both cryptography and algebraic computation.
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1.4 Research Challenges

The development of novel secret sharing schemes based on polynomial resultants
and the advancement of resultant theory for multivariate skew polynomials re-

quire addressing a number of distinct challenges:

1. Foundational Framework: A fundamental challenge lies in formulating
and applying polynomial resultant theory to the distinct requirements of
secret sharing and key exchange in a novel way. This includes adapting
concepts like the Dieudonné determinant, and navigating the complexities

where commutative analogues fail.

2. Generalising Univariate Non-Commutative Resultant Theory: A
substantial challenge is the extension of mostly univariate Ore/skew poly-
nomial resultant theories to the multivariate (initially bivariate) domain.
This task is complicated by the following fundamental algebraic obstacles

absent in the commutative setting:

e Non-commutativity and left/right structure: In the commuta-
tive case there is a single, symmetric notion of a common root and
of a common factor. For skew/Ore polynomials one must distinguish
between left and right roots, left and right divisors, and left /right ide-
als. Even formulating f and g have a common factor in the eliminated
variable is more delicate, and the algebraic conditions live in non-two-
sided ideals. This already complicates any attempt to mimic classical

elimination via ideals and projections.

e Non-Standard Evaluation: Standard scalar substitution does not
preserve multiplication in non-commutative rings, necessitating the
formulation of complex operator evaluation maps to serve as valid

homomorphisms.

e Determinant Ambiguity: The classical determinant is ill-defined

for non-commutative matrices; this requires adapting the Dieudonné
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determinant, which is defined only modulo commutators, to extract a

meaningful polynomial resultant.

e Absence of Unique Factorisation: Unlike their commutative coun-
terparts, multivariate skew polynomial rings are generally not Unique
Factorisation Domains (UFDs). This structural limitation prevents
the application of standard resultant constructions that rely on fac-
torisation properties (such as content-primitive part decomposition or

Gauss’s Lemma) to manage the complexity of multivariate systems.

Navigating these complexities to formulate novel combinations and algo-

rithms represents a primary theoretical hurdle of this research.

. Security and Verification: Designing resultant-based techniques that
are inherently resistant to known attacks (e.g., exploiting multiparty re-
construction weaknesses) is critical. Integrating effective verification and
adversary detection directly within the resultant-based framework, utiliz-

ing properties like evaluation and scaling, presents a significant challenge.

. Algorithmic Complexity and Implementation: Effectively integrat-
ing modular arithmetic with non-commutative evaluation and interpolation
is complex. Furthermore, implementing these algorithms for symbolic com-
putation involves translating abstract theory into efficient code, building
high-level procedures from algebraic primitives, and managing intermedi-
ate expression swell. Cross-verifying distinct methods (direct vs. modular)

is a primary practical challenge.

. Scheme Construction and Diversity: Developing reliable algorithms
to generate specific input polynomials with exact resultant properties is a
prerequisite. Crafting multiple schemes that utilise the same core concept
but cater to different priorities (e.g., efficiency vs. post-quantum potential

via numerical vs. symbolic shares) is a complex design task.
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6. Formal Validation: Formally proving the correctness of the algebraic
methods and cryptographic schemes, along with their security properties
(privacy, verifiability, adversary detection), is fundamental to establishing

their validity.

Successfully navigating these challenges is essential to realising the potential
of polynomial resultants in advancing both non-commutative algebra and the field

of cryptography.
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Chapter 2

Literature Review

This chapter reviews the two primary domains that form the foundation of this
research. The first section surveys the algebraic literature on elimination the-
ory, Ore polynomials, and associated computational methods, emphasising both
their strengths and their limitations for non-commutative elimination. The sec-
ond section examines the cryptographic context, assessing established techniques,
applications, and known vulnerabilities in secret sharing and non-commutative
key-exchange protocols, thus motivating the novel resultant-based schemes devel-
oped in this work. Finally, specific attention is devoted to review existing Diffie-
Hellman-like protocols over skew polynomial rings, thereby setting the stage for

the novel key-exchange mechanism proposed later in this study.

2.1 Elimination Theory and Ore Polynomials

The algebraic foundation of this study is closely related to the concept of char-
acteristic sets, which provide a classical technique for representing the solution
set of a general polynomial system (denoted by V') as the union of zero sets of
polynomial equations in triangular form. This triangular representation belongs
to the broader framework of elimination theory, which plays a central role in both
differential and difference algebra and forms the basis of many modern algorithms

in computational algebraic geometry.
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2.1.1 Classical Elimination Frameworks

The study of elimination theory developed from the necessity to process and solve
systems of differential equations in a uniform manner. Differential algebra, intro-
duced by Ritt [117], intended to treat these equations analogously to algebraic
geometry through the use of differential ideals. Ritt’s framework, while concep-
tually powerful, was more qualitative and not directed towards large-scale com-
putation, as complexity bounds were rarely made explicit and coefficient growth
was only indirectly controlled. Later developments in differential elimination have
often retained this theoretical focus, which means that their direct applicability
to high-dimensional, non-commutative operator systems remains limited. One of
the aims of the present study is to retain the structural insights of Ritt’s approach
while focusing on elimination constructions (via Sylvester-like matrices and re-
sultants) that lend themselves to concrete computation in non-commutative Ore
settings.

Elimination methods have been extensively studied and consist of several
approaches, including Chow forms, characteristic sets, and resultant-based ap-
proaches. Each of these brings particular advantages, but also exhibits limitations
when one moves beyond the classical commutative framework, especially towards
skew (Ore) polynomials and algorithms designed to cryptographic applications.

The Chow form, sometimes termed the Cayley or Cayley—Chow form [43],
is an essential object in the elimination theory of algebraic geometry. It allows
the encoding of projective varieties and has proved to be a fundamental tool in
areas such as transcendental number theory [108]. Gelfand et al. [62] investigated
Chow forms for sparse polynomials and highlighted their close connection with
resultants and discriminants. However, Chow-form based elimination is primarily
designed for commutative projective varieties and can be computationally expen-
sive; even in the sparse setting, the size of the Chow form grows rapidly with the
dimension and degree of the variety, and there is no straightforward extension

to non-commutative polynomial rings. In particular, the matrix representations
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underlying Chow forms are not directly compatible with Ore multiplication. Con-
sequently, while the conceptual role of Chow forms informs this work at a high
level, the present study focuses instead on resultant constructions that admit
concrete Sylvester-type matrices and can be adapted to skew polynomial rings.

On the other hand, characteristic sets, functioning as an extended Gaussian
elimination method, remained relatively unexplored for a considerable period un-
til Wu’s work on zero decomposition for polynomial equations appeared in [129].
Wu extended these methods to the automation of theorem proving [127], differen-
tial algebraic geometry [130], and a significant advancement was his development
of a factorisation-free algorithm, which removed the dependence of Ritt’s de-
composition method on polynomial factorisation. This innovation reduced the
problem of solving polynomial equations to solving a succession of univariate
equations and led to a broad range of decomposition techniques for various classes
of polynomial systems, including differential systems [12, 66, 77|, difference sys-
tems [36, 58, 59, 60, 82|, mixed differential-difference systems [57], and, more
recently, regular differential chains [13].

Despite their generality, characteristic set methods have several limitations
from the perspective of the present study. Their worst-case complexity grows
rapidly with the number of variables and the degrees of the polynomials, and
coefficient swell can be severe. Moreover, the theory and algorithms are pri-
marily formulated for commutative settings, and they do not transfer directly to
Ore algebras, where non-commutativity fundamentally changes the structure of
leading terms and reduction. The extension of such decomposition techniques to
non-commutative algebras (like Ore extensions) faces significant challenges due
to the lack of unique factorisation and commutative properties, a gap this study
aims to address via resultants. In this thesis, characteristic sets and the Ritt—Wu
framework are therefore used mainly as a conceptual reference point for elimi-
nation, while the core technical contribution is to develop resultant-based and

matrix-oriented elimination procedures specifically adapted to skew polynomials
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and amenable to modular and parallel computation.

Resultant theory provides another major avenue for elimination. While uni-
variate resultants eliminate one variable at a time from two polynomials, mul-
tivariate resultants can eliminate several variables simultaneously from multiple
polynomials, serving as an algebraic criterion for the solutions. Many efficient al-
gorithms for solving polynomial equations are based on resultants [16, 20, 51, 80].
These works, however, largely focus on commutative polynomial rings and aim for
generality, often leading to high-degree constructions and large matrices whose
size makes them challenging to deploy in specialised settings such as crypto-
graphic protocol design. The present study takes a more targeted approach; it
concentrates on bivariate (skew) resultants, for which one can exploit structural
properties such as degree constraints and constant-term control that are partic-
ularly meaningful for secret encoding and verification.

Ore extended polynomial algebra to differential and difference contexts by
introducing non-commutative Ore polynomial rings [109], which model linear dif-
ferential and shift operators within a unified algebraic framework. His work
has subsequently influenced a range of studies in differential algebra and op-
erator theory, e.g. [6, 31, 55, 132]. Differential resultants, initially developed
by Ritt for univariate differential polynomials [115] and generalised to multi-
variate cases [21, 118, 134], provide powerful theoretical tools for studying the
solvability of differential systems. Nonetheless, many of these constructions are
primarily theoretical (rather than constructive), and explicit algorithms are often
restricted to relatively small systems or specialised forms (e.g., linear, homoge-
neous). Furthermore, their adaptation to non-commutative operator rings, where
multiplication is skewed by an automorphism or derivation, has been limited. By
contrast, the present work develops explicit algorithms for bivariate skew resul-
tants in Ore settings, with a particular emphasis on constructible Sylvester-like
matrices and Dieudonné determinants that can be implemented and analysed in

a computational framework, which are essential for constructing more complex

21



2. Literature Review

cryptographic schemes.

2.1.2 Towards Non-Commutative Ore Settings

The problem statement motivating the algebraic investigations in this study can
be viewed as an extension of the ideas of Rasheed [112, 113, 114] and Li [92]
from commutative and univariate Ore settings to non-commutative, multivari-
ate skew polynomial rings. Classical approaches such as Wu’s characteristic set
method [127, 128], based on Ritt’s concept of ascending chains [115, 116], un-
derscore the centrality of elimination for representing solution sets of polynomial
systems.

However, while these frameworks establish theoretical validity, the practical
application of elimination theory in this non-commutative setting presents dis-
tinct computational challenges. Classical methods, such as Grobner bases or the
aforementioned characteristic sets, often suffer from severe intermediate expres-
sion swell and exponential complexity when extended to non-commutative alge-
bras. The iterative nature of these rewriting systems can lead to coefficient growth
that renders computations intractable for systems of even moderate size. This
computational bottleneck necessitates a shift towards a linear-algebraic frame-
work. By reformulating the elimination problem in terms of resultants, one can
leverage determinantal computations (e.g., the Dieudonné determinant) which are
more amenable to modular arithmetic and evaluation-interpolation techniques.

Consequently, the present work departs from iterative rewriting methods by
developing explicit resultant-based elimination algorithms for bivariate skew poly-
nomials. This strategic choice allows for the control of bit-complexity and pro-
vides a pathway to efficient algorithms that bypass the limitations of standard
non-commutative rewriting, with a specific view towards applicability in crypto-

graphic constructions.
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2.1.3 Modular and Evaluation-Interpolation Approaches

Modular techniques are frequently employed in computer algebra to control coef-
ficient growth and reduce the cost of computations by working modulo primes or
modulo regular chains. Combining modular approaches with elimination theory
can significantly improve performance in practice. For example, in the commu-
tative setting, this idea has been utilised by Rasheed [112], where resultants and
GCDs were used to solve bivariate and trivariate polynomial systems, combin-
ing modular reduction with reconstruction. Xin et al. [90] employed polynomial
GCDs modulo regular chains to obtain high-performance solvers, while Berberich
et al. [5] proposed a matrix-based elimination method as an alternative to Collins’s
polynomial remainder sequences (PRS) for computing real solutions. These mod-
ular approaches demonstrate that hybrid symbolic-numeric and matrix-based
methods can be highly effective; however, they remain confined to commutative
polynomial rings and do not address the structural complications of Ore algebras.

In particular, modular arithmetic has not transferred effectively to Ore set-
tings, primarily because of the algebraic incompatibility between reduction mod-
ulo p and the non-commutative skew structure. Unlike in commutative rings, the
reduction map is not generally a ring homomorphism for skew polynomials, since
the associated automorphisms and derivations (o,d) may become undefined or
degenerate over finite fields.

A second obstruction arises in the reconstruction phase. Ore rings are not
unique factorisation domains, so a given skew polynomial can admit many in-
equivalent factorisations. This undermines the canonical lifting behaviour ex-
ploited in the commutative case via the Chinese Remainder Theorem and Hensel
lifting; consequently, recombining modular images becomes highly ambiguous un-
less very strong additional constraints are imposed on the operators.

Moreover, even in the commutative case, the complexity of reconstruction
from modular images and the sensitivity to unlucky primes can limit robustness.

One of the objectives of this thesis is therefore to adapt the spirit of these modular

23



2. Literature Review

and matrix-based methods to the non-commutative setting of skew polynomials,
where evaluation—interpolation techniques and Dieudonné-determinant-based re-
sultants can be combined to obtain more scalable elimination algorithms with
controlled coefficient growth.

While modular methods are well studied in commutative and differential al-
gebras, their systematic application in Ore algebras has received less attention.
Notable contributions include Li’s work [91, 92, 93] on subresultant theory and
modular algorithms for univariate Ore polynomials and the modular computation
of matrices of Ore polynomials by Cheng and Labahn [28, 29]. More recently,
Decker et al. [42] developed a modular technique within a probabilistic algo-
rithm for computing Grébner bases in certain G-algebras. These results estab-
lish proof-of-concept frameworks for modular non-commutative computation, but
they typically concentrate on GCRD computations or Grobner bases in fairly gen-
eral Ore-type structures, they focus on modular arithmetic for coefficients, rather
than applying modular techniques to the non-commutative indeterminates them-
selves. The recent probabilistic algorithm for G-algebras in [42]| suggests progress,
yet the lack of robust non-commutative evaluation and interpolation methods has
hindered broader application. They do not address the specific problem of bivari-
ate skew polynomial elimination via resultants. Nor do they exploit the explicit
degree and evaluation structure required for encoding secrets or keys in a cryp-
tographic context. The present work builds on these foundational ideas but for
the bivariate skew setting, where the resultant is made explicit via Sylvester-like
matrices and evaluated through non-commutative interpolation.

Recent research on non-commutative evaluation and interpolation techniques,
such as 95, 100, 101, 102], has provided powerful tools for coding theory over
skew and linearised polynomial rings. These works clarify how to evaluate and
interpolate skew polynomials at operator-like points and to construct codes with
desirable distance properties. However, their primary focus is on coding appli-

cations and not on elimination or the construction of resultants. In particular,
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the interaction between skew evaluation and structured Sylvester matrices for
elimination remains underexplored. This study draws on the concept of evalua-
tion—interpolation techniques to design algorithms that compute skew resultants
by evaluating at suitable operator points and reconstructing the resultant via
interpolation, thereby establishing a link between (skew) resultants and cryp-
tography. Parallel computing is an increasingly important framework in high-
performance computing, and there have been notable efforts to parallelise bivari-
ate polynomial solvers in commutative algebra. Emeliyanenko’s work [49, 50|
demonstrated how GPUs can be harnessed to compute resultants for real alge-
braic geometry problems, while Moreno Maza and Pan [103]| developed GPU-
accelerated algorithms for polynomial systems over finite fields. These contri-
butions show that resultant-based elimination is well suited to data-parallel ar-
chitectures. Nevertheless, current parallel solvers primarily target commutative
polynomials and do not address multivariate Ore polynomials or skew resultants.
In particular, the design of GPU-amenable algorithms that respect the non-
commutative multiplication of Ore algebras has not been explored in a structured
manner. By constructing skew resultant matrices with regular structure and by
integrating modular and evaluation—interpolation steps, the present study lays
the groundwork for parallel implementations of non-commutative elimination al-
gorithms, even though full GPU realisations lie beyond the immediate scope of

this thesis.

2.2 Cryptographic Constructions and Motivation

In this section, the foundational principles and ongoing development of both
secret sharing and key exchange protocols are reviewed to establish the crypto-
graphic context for this study. The discussion begins by examining the under-
lying structure of classical (t,n)-threshold schemes, which serve as the baseline
for secure data distribution. Subsequently, the broad range of modern applica-

tions is highlighted, demonstrating the role of these primitives in today’s systems.
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However, significant attention is also given to the limitations and vulnerabilities
inherent in traditional interpolation-based methods, particularly regarding adver-
sary detection. This analysis leads to the motivation for a methodological shift
towards a resultant-based algebraic framework, designed to provide inherent veri-
fication and enhanced security. Finally, existing Diffie-Hellman-like key-exchange
protocols are reviewed to position the proposed skew-resultant framework within

the post-quantum cryptographic domain.

2.2.1 Foundations of Secret Sharing

The rapid growth of emerging technologies such as artificial intelligence (Al),
post-quantum computing, cloud computing, and secure multiparty computation
has led to an unprecedented increase in the volume of digital data generated and
processed globally. This expansion has been accompanied by a corresponding
rise in security threats, ranging from large-scale data breaches to increasingly
sophisticated cryptographic attacks. In this environment, strong data protection
methods are essential to safeguard confidentiality, integrity, and availability of
sensitive information. Cryptography therefore plays a central role and must con-
tinuously adapt and evolve to address these emerging challenges in a formal and
mathematically provable manner.

Within this broad framework, secret sharing has become a fundamental cryp-
tographic primitive for distributing sensitive information in a controlled way.
Secret sharing was independently introduced by Shamir [120] and Blakley [8].
In Shamir’s scheme, a secret is embedded as the constant term of a polynomial
over a finite field, and shares are defined as evaluations of this polynomial at
distinct points. Reconstruction requires a sufficient number of such evaluations,
typically via polynomial interpolation. Blakley’s approach, in contrast, employs
a geometric framework in which the secret is represented as the intersection of hy-
perplanes in a multi-dimensional space, and shares correspond to points on these

hyperplanes. Despite their structural differences, both constructions enforce that
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only authorised subsets of participants can recover the secret, while unauthorised
subsets gain no information.

These classical schemes provide a clean unconditional security reference point,
but they were not designed with modern adversarial models (e.g., malicious insid-
ers, adaptive corruption, or post-quantum attackers) in mind. They also embed
no built-in verification for detecting misbehaving participants during reconstruc-
tion. Subsequent work on secret sharing has therefore aimed not only to generalise
access structures but also to incorporate verification and robustness features. The
present study contributes to this line of research by constructing resultant-based
schemes that preserve unconditional security while adding inherent algebraic con-

sistency checks and built-in adversary detection capabilities.

2.2.2 Classical (t,n)-Threshold Schemes

Secret sharing schemes in general, and (¢, n)-threshold schemes in particular, have
been extensively studied and surveyed in the literature, notably in [3, 23]. In a
(t,n)-threshold scheme, a secret is distributed among n participants such that any
subset of at least ¢ participants can reconstruct the secret, whereas any subset of
fewer than t participants learns nothing about it. This threshold framework is
widely adopted because it simultaneously ensures data availability (even if some
shares are lost or some participants are unavailable) and strict confidentiality
that preventing unauthorised reconstruction. As discussed in [26], (¢, n)-threshold
schemes serve as building blocks in multiple higher-level cryptographic protocols.

Much of the classical work has focused on polynomial-based threshold
schemes. The standard Shamir construction [120] uses univariate polynomials,
whereas subsequent work has explored the use of bivariate polynomials to en-
able richer functionalities such as pairwise key agreement or more flexible access
structures. In particular, Blundo et al. [9] used bivariate polynomials to derive
pairwise keys between participants without requiring secure channels, while Harn

et al. [72], Hsu et al. [76], and Liu et al. [96] employed asymmetric or symmetric
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bivariate polynomials to secure communications among threshold-based groups.
These constructions all rely on classical Shamir-style polynomial techniques as
their underlying algebraic mechanism.

However, the heavy reliance on Shamir-style interpolation has several con-
sequences. Firstly, most schemes retain a reconstruction process that assumes
honest behaviour of all participants contributing shares; verification mechanisms,
when present, are often add-on components rather than an integral part of the
algebraic design. Secondly, these schemes typically reside entirely in the commu-
tative polynomial setting and do not exploit richer algebraic structures such as
skew polynomials or resultants to encode and check consistency. The resultant-
based approach proposed in this thesis addresses these limitations by embedding
the secret into the resultant of carefully constructed bivariate polynomials, so
that algebraic properties of the resultant can be used both for secret recovery

and for systematic verification.

2.2.3 Applications of Secret Sharing

The versatility and importance of secret sharing are evident from its broad range
of cryptographic applications. Secret sharing schemes have been deployed in se-
cure data storage and management, where sensitive data is split and distributed
across multiple servers or devices to mitigate the risk of compromise of a single
point of failure [133]. In blockchain systems, CHURP (CHUrn-Robust Proactive
secret sharing) [98] uses bivariate polynomials for efficient and robust key manage-
ment in highly dynamic environments, while Han et al. [69] combine blockchain
with Shamir’s scheme to design cloud storage architectures that offer both data
confidentiality and verifiable data integrity:.

Secret sharing also plays a central role in secure multiparty computation
(MPC). Cramer et al. [41] provided efficient constructions for verifiable secret
sharing and MPC, forming a foundation of many modern MPC protocols. More

recently, Liu et al. [94] used secret sharing techniques to enable privacy-preserving
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peer-to-peer energy trading, illustrating how secret sharing supports complex,
real-world applications that involve sensitive commercial data. Beyond data stor-
age and MPC, secret sharing is integral to electronic voting systems, where it
helps protect the confidentiality and integrity of votes |7]. In wisual cryptogra-
phy, secret sharing techniques are adapted to image encryption, where images are
split into meaningless shares that visually reveal the original only when correctly
combined [125]. In the field of digital signatures, secret sharing can protect pri-
vate signing keys by splitting them among multiple entities; for example, Ding
et al. [45] proposed employing secret sharing to secure the SM2 private key for
distributed signature generation.

While these applications demonstrate the breadth of secret sharing, they also
highlight a typical pattern; most systems treat the underlying secret-sharing prim-
itive as a black box with limited built-in support for adversary detection. Ver-
ifiable secret sharing and consistency checks are often handled at the protocol
level rather than at the algebraic level of the scheme itself. This means that sub-
tle algebraic vulnerabilities in the underlying sharing techniques propagate into
higher-level applications. In contrast, the resultant-based schemes proposed in
this thesis aim to integrate verification and adversary identification directly into
the algebraic core, thus providing a more transparent foundation for applications

such as storage and key management.

2.2.4 Vulnerabilities in Existing Schemes

Despite significant progress, several recent works have demonstrated that secret
sharing schemes can still suffer from serious vulnerabilities. A recurring issue
arises when the number of participants involved in reconstruction exceeds the
minimum threshold ¢. In such settings, adversaries may compromise reconstruc-
tion groups and submit malicious shares, potentially recovering the secret or
disrupting the protocol.

Harn et al. [70] proposed a scheme employing classical bivariate polynomials
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within a threshold framework. Cheng et al. [30] subsequently showed that this
approach is vulnerable; under certain conditions, an adversary can reconstruct
the secret with fewer than the declared threshold number of shares. Similarly, Ah-
madian and Jamshidpour |78] demonstrated that schemes by Harn and Hsu [71]
can be compromised if an adversary participates in a reconstruction phase con-
taining more than t + 1 participants. Ding et al. [46] showed that the scheme
proposed in [105] is insecure because the secret can be reconstructed from specific
combinations of publicly released shares.

More recently, Yang et al. [131] employed resultant techniques to analyse
arithmetic-oriented (AO) cryptographic primitives, showing that algebraic tools
such as resultants can, in some settings, be used to reduce the complexity of
solving associated polynomial systems. Their results illustrate that algebraic
elimination methods may become a powerful tool in the hands of an attacker if
schemes are not carefully designed.

Taken together, these findings indicate that many existing constructions, par-
ticularly those based on classical bivariate polynomials and threshold mecha-
nisms, may not adequately control the algebraic structure of their shares and
reconstruction equations. They often lack robust methods for detecting inconsis-
tent shares or identifying misbehaving participants.

These observations highlight the persistent need for schemes that not only
distribute secrets securely but also incorporate built-in verification and adver-
sary detection capabilities. The resultant-based schemes developed in this thesis
address this need by enforcing that valid shares must arise from bivariate poly-
nomials whose resultant satisfies carefully prescribed degree and constant-term
conditions. Inconsistencies with these conditions can be detected through al-
gebraic checks, and the structure of the resultant matrix can be exploited to
pinpoint inconsistent shares, thus enabling adversary identification rather than

mere detection of failure.
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2.2.5 Beyond Classical Polynomial Methods

Most existing secret sharing schemes rely implicitly or explicitly on classical poly-
nomial tools and associated algebraic properties for share generation, distribution,
and reconstruction. In this context, polynomial resultants offer a natural but un-
explored avenue for encoding and verifying relationships between polynomials.
Classical resultants, as employed in elimination theory and computer algebra,
have been studied extensively in commutative settings and, more recently, in skew
(Ore) polynomial contexts [111, 112, 113, 114]. Yet the cryptographic literature
has largely overlooked resultants as a design tool for secret sharing schemes.

This study explores the use of both classical [112] and skew [114]| polynomial
resultants as a foundation for constructing novel secret sharing schemes. To the
best of current knowledge, this is the first work to employ resultants directly
in the design of secret sharing schemes, thus opening a new line of research at
the intersection of elimination theory and cryptography. The approach begins
by identifying those classical resultant properties that are particularly suitable
for cryptographic purposes such as degree control, constant-term encoding, and
scaling behaviours, then uses them to construct resultant-based schemes with
built-in verification checks. The work is subsequently extended to skew poly-
nomials (a subclass of Ore polynomials [111]) in the non-commutative setting,
where classical properties must be carefully generalised and adapted.

By leveraging bivariate (and, potentially, multivariate) polynomials and their
resultants, the proposed constructions avoid the vulnerabilities identified in |70,
71, 105]. In particular, the schemes developed in this study are designed to
be verifiable, and, when adversarial behaviour is detected during verification, the
resultant-based structure provides mechanisms through which honest participants
can identify inconsistent shares and thus isolate adversaries. This yields enhanced
security and reliability compared with more traditional schemes that lack explicit
adversary detection mechanisms and demonstrates how algebraic elimination can

be used constructively rather than as a cryptanalytic threat.

31



2. Literature Review

2.2.6 From Interpolation-Based to Resultant-Based Secret

Sharing

In the majority of secret sharing schemes, secret reconstruction is based on La-
grange or Newton interpolation [54, 119]. These polynomial interpolation tech-
niques are algebraically natural and computationally efficient, but they tightly
couple scheme correctness to the polynomial structure of the shares. As a con-
sequence, security analyses often focus on the combinatorial aspects of threshold
access structures, while the algebraic structure of the reconstruction function
remains relatively static. To diversify this design space, alternative reconstruc-
tion methods have been explored, including those based on the Chinese Remain-
der Theorem (CRT) [81] and Euler’s Theorem [25]. CRT-based schemes exploit
residue-class representations and can offer different performance and robustness
trade-offs, but they introduce additional arithmetical structure (e.g., moduli se-
lection and co-primality conditions) that must be carefully managed to avoid
information leakage. Schemes based on Euler’s theorem share similar sensitivi-
ties and, in practice, may be less flexible for dynamic threshold adjustment or
for integration with non-commutative structures. The present study contributes
to this line of work by employing resultants of bivariate polynomials (and their
skew analogues) as the primary algebraic device for both secret encoding and ver-
ification. In contrast to classical interpolation-based schemes, where reconstruc-
tion is a matter of polynomial interpolation at known points, the resultant-based
approach encodes the secret into the determinant-like object associated with a
Sylvester matrix. This enables verification conditions based on degree bounds,
constant-term behaviour, and evaluation properties that are not readily expressed

in interpolation-only frameworks.

2.2.7 Post-Quantum Directions

In the context of post-quantum cryptography, lattice-based threshold secret shar-

ing schemes [26] have emerged as a leading candidate class, deriving security
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from numerical lattice problems (such as Learning With Errors or Shortest Vec-
tor Problem) that are believed to be hard for both classical and quantum ad-
versaries [107]. However, these approaches often incur substantial computational
and storage overheads, require delicate parameter selection, and typically rely on
numerical shares (e.g. vectors of integers). Furthermore, achieving verifiability
in lattice settings often necessitates complex external mechanisms, such as zero-
knowledge proofs, which can complicate the protocol structure. The present study
investigates an alternative framework, based on polynomial resultants, which di-
verges significantly from conventional lattice-based PQC.

Fundamentally, this approach employs Masked Symbolic Shares of Bivariate
Polynomials as the primary cryptographic primitive. Consequently, security is
grounded not in lattice assumptions, but in the complexity of problems in poly-
nomial algebra over a chosen field, thus avoiding the specific numerical structures
(such as Factoring and DLP) vulnerable to Shor’s algorithm. A distinct advantage
of this algebraic formulation is its capacity for built-in, dealer-facilitated verifi-
cation. Unlike schemes that require add-on verification protocols, the proposed
method leverages inherent resultant properties (specifically scaling and evalua-
tion) to implement robust consistency checks. This allows participants to detect
inconsistencies and identify adversaries collaboratively, integrating verification
directly into the algebraic core of the reconstruction process without requiring

further involvement from the dealer.

2.2.8 Key-Exchange via Skew Resultant

In this section, the investigation extends to the domain of key-exchange pro-
tocols constructed over non-commutative algebraic structures. The discussion
begins by reviewing early attempts to utilise univariate skew polynomial rings for
Diffie-Hellman-like primitives and the subsequent cryptanalytic that exploited
their Euclidean properties. Following an analysis of mitigation strategies based

on commuting subsets in multivariate settings, the section leads to the proposal
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of a novel protocol. This new approach leverages the inherent commutativity of
skew resultants to establish a shared secret, thereby addressing vulnerabilities

while avoiding the complexity of artificial commuting substructures.

2.2.8.1 Non-Commutative Structures and Early Protocols

The search for post-quantum cryptographic primitives has also motivated research
into key-exchange protocols based on non-commutative algebraic structures. The
intuition is that non-commutativity introduces algebraic complexity that offer
resistance to both classical and quantum attacks. Boucher et al. [11] proposed
a Diffie-Hellman-like protocol constructed over a univariate skew (Ore) polyno-
mial ring. In their design, public keys are obtained by evaluating polynomials
under a non-commutative composition, and security is intended to derive from
the difficulty of reversing these compositions.

However, Dubois and Kammerer [48] demonstrated that the specific ring used
in [11] is a Euclidean domain. This structural property enabled them to per-
form greatest common divisor (GCD) computations that effectively recovered
the private keys, thus rendering the scheme insecure. This attack illustrates that
non-commutativity alone is insufficient; one must carefully consider additional
ring-theoretic properties such as Euclidean property and the existence of efficient
GCD algorithms. Thus, the choice of the underlying Ore domain in [11] proved
insufficient to prevent commutative-like attacks, revealing that non-commutative
constructions can degenerate into more tractable structures if their algebraic pa-

rameters are not chosen carefully.

2.2.8.2 The Commuting Subset Approach

In response to the weaknesses identified in the previous subsection, Burger and
Heinle [18] suggested moving to multivariate Ore polynomial rings, which are
generally not Euclidean domains and hence are not vulnerable to the GCD-based

attack of [48|. Their protocol, however, requires participants to select private keys
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from specially constructed subsets of commuting polynomials embedded within
the larger non-commutative ring. While this design avoids some of the structural
weaknesses of earlier schemes, it introduces new practical and theoretical chal-
lenges. The construction of these commuting subsets can be technically involved
and computationally expensive, and the very structure of these subsets may be-
come an additional attack surface if an adversary can exploit algebraic relations
among commuting elements. Moreover, the security of the protocol becomes de-
pendent on the hardness of problems restricted to these commuting subfamilies,
rather than on the full non-commutative structure of the underlying Ore algebra.

These issues highlight a broader gap; how to design key-exchange or related
cryptographic protocols in non-commutative settings without relying on artificial
or vulnerable commuting substructures, and without reintroducing vulnerabili-
ties through hidden Euclidean properties or linearisation techniques. There is a
need for constructions that genuinely use non-commutative structure in a more
inherent way and for hardness assumptions that are less sensitive to unintended

algebraic simplifications.

2.2.8.3 Skew Resultants as an Inherent Source of Commutativity

A central gap identified in the preceding discussion is the lack of an inherent,
algebraically structured source of commutativity in non-commutative (Ore) set-
tings for cryptographic use without resorting to vulnerable Euclidean domains or
artificial constructions.

The present study addresses this gap by investigating skew resultants as an
inherent, yet largely unexplored, source of structured commutativity within Ore
algebras. Skew resultants, as developed in recent work [113, 114], extend classical
resultant theory to skew polynomial rings, providing algebraic objects that en-
code common solutions of operator polynomials while maintaining compatibility
with non-commutative multiplication. Rather than imposing commuting subsets

manually via explicit construction, the proposed approach exploits the natural

35



2. Literature Review

structure afforded by skew resultants to derive shared cryptographic material
(such as keys or verification values) from appropriately constructed polynomial
systems.

Within this framework, the resultant-based intuition that underpins the se-
cret sharing schemes presented herein can be adapted to key-exchange settings.
Although the detailed key-exchange protocol is discussed in later chapters (Chap-
ter 8) and lies beyond the scope of this subsection, the central motivation is clear,
namely by working directly with skew resultants in non-commutative rings; one
may obtain protocols that avoid Euclidean-domain vulnerabilities, reduce reliance
on artificial commuting subsets, and offer alternative, algebraically rich hardness
assumptions potentially distinct from those underpinning classical or lattice-based
schemes. In doing so, this work positions skew resultants not only as an effective
algebraic tool for elimination but also as a promising building block for future
non-commutative and potentially post-quantum cryptographic protocols that in-
tegrate key exchange, secret sharing, and verification within a unified algebraic

framework.

2.2.8.4 Implications of Algebraic Attacks and the Role of Non-

Commutativity

From a cryptanalytic perspective, the primary threat to the proposed protocol
lies in algebraic attacks where an adversary attempts to reconstruct private fac-
tors from the public values. Unlike univariate schemes susceptible to GCD-based
attacks [48], the multivariate Ore setting employed here lacks a Euclidean struc-
ture, thereby preventing standard greatest common divisor exploits. Further-
more, generic linearisation or factorisation attacks face significant computational
barriers; while commutative systems are often amenable to Grébner basis tech-
niques, the non-commutative nature of Ore multiplication introduces significant
algorithmic complexity, severely limiting the efficacy of existing solvers [42] Con-

sequently, the protocol relies on the hardness of the Skew Resultant Conjugacy
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Problem (SRCP). By leveraging the inherent commutativity of skew resultants
derived from the Dieudonné determinant, the design avoids the structural weak-
nesses and computational bottlenecks associated with the artificially constructed
commuting subsets used in earlier proposals [18]. However, non-commutativity
alone is not a sufficient defence; robust parameter selection remains essential to
ensure the algebraic structure does not degenerate into a form susceptible to

low-dimensional representation attacks.
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Chapter 3

Algebraic Preliminaries for Ore

Polynomials and Resultants

The subsequent developments in this study rely on a unified algebraic framework
for working with non-commutative polynomial structures. In particular, the re-
sultant constructions and their cryptographic applications are formulated in the
setting of Ore (or skew) polynomial rings, where coefficients lie in a (skew) field
and multiplication is twisted by a ring endomorphism and a o-derivation. This
chapter assembles the necessary background on rings, modules, ideals, Ore ex-
tensions, and determinant theory in the non-commutative context, and lays the
groundwork for the definition and analysis of skew resultants in later chapters.
Unless otherwise stated, throughout this study F denotes a (skew) field (or
division ring): a unital associative (not necessarily commutative) ring in which
every non-zero element admits a multiplicative inverse, so that F is a domain.
The symbol R denotes a (not necessarily commutative) ring, often assumed to
be a domain when divisibility or factorisation are considered. After recalling ba-
sic notations for left, right, and two-sided ideals and their finitely generated and
principal variants, the notion of left and right R-modules is reviewed, as these pro-
vide the natural environment for interpreting Ore polynomials as operators and

for formulating the concepts of similarity and factorisation in non-commutative
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settings.
A central theme of this chapter is the construction and use of Ore polynomial

rings R|[0; o, §], where o is an endomorphism of R and 0 is a o-derivation satisfying

d(ab) = o(a)d(b) 4+ d(a)d, a,beR.

The resulting skew-polynomial structure is characterised by the commutation rule

fa = o(a)d+d(a), a€R,

which induces non-trivial interactions between the indeterminate and the coef-
ficients. Special attention is paid to the case where R = F is a skew field and
o is an automorphism, as F[0;0,0] is then both a principal left ideal domain
(PLID) and a principal right ideal domain (PRID). This property ensures the
existence of Fuclidean algorithms, greatest common right (and left) divisors, and
least common left (and right) multiples, all of which are used later in the analysis
of resultants.

To support the non-commutative determinant constructions needed for skew
resultants, the chapter recalls the Dieudonné determinant for matrices over a
skew field. Unlike the classical determinant, the Dieudonné determinant takes
values in an abelian quotient of the multiplicative group (specifically, the group
modulo its commutator subgroup). Nonetheless, it satisfies analogues of the key
multiplicative properties and row/column operations familiar from the commuta-
tive case. Particular emphasis is placed on situations where the non-commutative
coefficient ring admits an embedding into a skew field of fractions (via the Ore
condition), and on almost-commutative settings where filtered rings and associ-
ated graded rings allow the principal symbol of the Dieudonné determinant to be
interpreted more canonically.

Another important ingredient is the notion of similarity in non-commutative

domains and its connection with unique factorisation. Two elements f,g € R are
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termed similar if the corresponding quotient left R-modules R/z(f) and R/ (g)
are isomorphic. In PIDs, including FI[6f;0,0], similarity provides the natural
non-commutative analogue of association in commutative unique factorisation
domains. This leads to the concept of a non-commutative unique factorisation
domain (UFDy.), where factorisations into irreducibles are unique up to order
and similarity of the factors. The relevance of this framework is that it allows
the factorisation properties of Ore polynomials to be controlled in a manner
compatible with the resultant constructions.

The chapter also formalises the passage from univariate to multivariate set-
tings via iterated Ore extensions (often termed multivariate Ore algebras), of the
form

S = f[ela 01, 51] [627 09, 52} e [ena On, 671]7

with particular attention to the case where all §; = 0, each ¢; is an automorphism,
and the indeterminates 6; commute. Under suitable compatibility conditions on
the o;, the resulting ring admits a well-behaved notion of degree and supports
generalised Sylvester-type constructions.

The bivariate skew polynomial ring F|[01; 01][f2; 02 (assuming 6; = d = 0)
emerges as the main algebraic setting for the skew resultants studied in subse-
quent chapters; many of the constructions and proofs are carried out in this iter-
ated bivariate Ore algebra and rely on structural properties of non-commutative
rings, including the theory of skew (Ore) polynomials, their divisibility and ideal
structure, and the way in which resultants interact with these features.

In summary, this chapter assembles the algebraic tools required for the non-
commutative resultant theory developed later. It introduces the language of ideals
and modules, defines Ore polynomial rings and their operator actions, describes
Fuclidean and principal ideal properties, recalls the Dieudonné determinant, and
formalises similarity and non-commutative unique factorisation. These ingredi-
ents form the algebraic backbone for the Sylvester-type matrices, skew resultants,

and elimination techniques that will be constructed and analysed in the subse-
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quent chapters.

3.1 Basic Notations for Ideals and Modules

This section briefly recalls some relevant notations and concepts of ideals and
modules within the non-commutative context, which is central to this study.

An additive subgroup I of a ring R is termed a left (resp. right) idealif ra € I
(resp. ar € I) for all @ € I and r € R. If I is both a left and a right ideal, it
is called a two-sided ideal. 1f a left (resp. right) ideal I is generated by a finite
set of elements aq,...,a, € R, then [ is termed finitely generated and denoted
by r{ai,...,a,) (resp. {(ai,...,a,)r). Similarly, a two-sided ideal generated by
finite elements ay,...,a, € R is denoted by r(ai,...,a,)r, which in this case
can also be written as (ai,...,a,). A special case arises when a left (resp. right)
ideal I can be generated by a single element, say a € I; such an ideal is termed
left (resp. right) principal. Furthermore, a two-sided ideal I generated by a single
element a € I such that Ra = aR = I is called a principal ideal. If every left
(resp. right) ideal of a ring R is principal, then R is called a left (resp. right)
principal ideal ring. If R is also a domain, it is called a left (resp. right) principal
ideal domain (abbreviated as left (resp. right) PID). A left (resp. right) PID
is also left (resp. right) Noetherian, that is, every its left (resp. right) ideal is
finitely generated.

A left R-module M is an abelian group (M, +) equipped with an operation
-t R x M — M, written as r - m or simply rm for r € R and m € M, satisfying

the following for all r,s € R and m,n € M:
L. r(m+n)=rm+rn;
2. (r+s)m=rm+ sm;
3. (rs)m = r(sm);

4. 1xm = m, where 14 is the multiplicative identity in R.
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A right R-module M is defined analogously, with the ring R acting on the right;
for example, property 3 becomes (ms)r = m(sr). A left R-module and a right

R-module is referred to simply as an R-module (or sometimes just a bimodule

over R)

Key Non-Commutative Differences: Left vs. Right Ideals

In a non-commutative ring, the side on which multiplication acts matters. A
subset may be closed under multiplication from the left (left ideal) without be-
ing closed under multiplication from the right (right ideal). The distinction is

illustrated below for an Ore algebra.

Example 3.1.1. Let S = Q[z][0; 0,6] denote the Ore algebra of differential oper-
ators (first Weyl algebra), formulated as a skew polynomial ring over the base ring
F = Q[x]. Here, 0 =id is the identity automorphism and § = % is the standard
derivation. The non-commutative multiplication rule is given by the commutation

relation:

0r =o(x)0+(z) =20+ 1.

Consider the principal left ideal generated by O, denoted as L = SO. By con-
struction, for any skew polynomial P € S, the product P -0 remains in L. Thus,

L is a left ideal.

Now consider 0 € L and v € S. Applying the commutation rule yields:

0-x=x0+1.

The resulting element x0 + 1 contains a term of degree 0 in O (the constant 1).
However, every element in L is of the form PO and thus must have a degree in O
of at least 1 (assuming P # 0). Consequently, x0 + 1 ¢ L, demonstrating that L

s not a right ideal.
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3.2 Pseudo-Linear Maps

Before introducing Ore polynomial rings formally, the concept of pseudo-linear
maps is reviewed. These maps describe the action of the indeterminates in Ore
constructions and are fundamental to the study of linear differential and difference

operators. These definitions found in works such as [15, 89].

Definition 3.2.1 (o-Derivation). Let R be a ring and o be an endomorphism of

R. An additive map 0 : R — R that satisfies
d(ab) = a(a)d(b) + 6(a)b, Va,beR (3.1)

is called a o-derivation (or pseudo-derivation) of R.
A more general case is the pseudo-linear map of modules:

Definition 3.2.2 (F-Pseudo-Linear Map). Consider a left F-module V (where
F is a skew field), an endomorphism o of F, and a o-derivation § of F. An

additive map @ : V — V s called F-pseudo-linear if
@(au) =o(a)e(u) +d(a)u, Va e F and Yu € V. (3.2)

Definition 3.2.3 (Constant Elements). The set of all constant elements of F

with respect to o and J is
Const(F) ={a € F|o(a) = a, 6(a) = 0},

which forms a division subring (or skew subfield) of F. If F is commutative,

Const(F) is a subfield.
From this definition, the following property, noted by [15], can be concluded:

Lemma 3.2.4. Any F-pseudo-linear map is Const(F)-linear.
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Proof. Let ¢ : V — V be an F-pseudo-linear map (with respect to fixed structure

maps o : F — F and § : F — F), meaning that ¢ is additive and satisfies
@(av) =o(a)@(v) +0(a)v  forallae F, veV.
From Definition 3.2.3:
Const(F) = {a€ F|o(a) =aand 6(a) =0}.
Fix a € Const(F) and v € V. Then, by pseudo-linearity;

olav) = o(a) @(v) + 6(a) v = a p(v) + 0 = a p(v).

O
Together with additivity of ¢, this shows that ¢ respects scalar multiplication

by elements of Const(F), hence ¢ is Const(F)-linear.
These relationships (involving o and §) highlight the close connection between
pseudo-linear maps, derivations, and automorphisms which support the structure

of Ore polynomial rings described below.

3.3 Ore Polynomial Rings

Ore polynomial rings offer a powerful framework for modelling a wide range of lin-
ear functional systems, including those involving linear differential and difference
operators. A key advantage of this framework is that it allows for the generic
study and implementation of algebraic operations that can then be applied to

each specific context. The formal definition is as follows [111].

Definition 3.3.1 (Ore Polynomial Ring). Let R be a ring, o an endomorphism
of R, and 6 a o-derivation on R. The Ore polynomial ring (or skew polynomial

ring), denoted RI[0;0,0], is the set of polynomials in an indeterminate 0 with
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coefficients written on the left:

1=0

R[G,U,d] = {Zcﬂl ‘ C; € R,n € No} .

Addition in this set is defined component-wise. Multiplication is uniquely deter-
mined by extending the multiplication in R via the distributive law, subject to the

commutation rule:

fa =o0(a)f +6(a), VaeTR. (3.3)
The resulting algebraic structure is an associative ring containing R as a subring.

If R is a domain and o is injective, then R[f;0,d] is a domain [65, p. 37].
If R = Fis a (skew) field and o is an automorphism, F[f;c,d] is a principal
left ideal domain (PLID) and a principal right ideal domain (PRID), hence it is
Noetherian. Elements of F[¢;0,0] are termed (univariate) Ore polynomials or
(univariate) Ore operators. This study primarily considers left Ore polynomials
over a (skew) field F, where coefficients are written to the left of the powers of 6.
If F is a K-algebra for some field K (often I C Const(F)), and o, d are K-linear,
then # commutes with elements of K.

A non-zero Ore polynomial f € R[f;0,d] has degree n (denoted deg(f) = n)
if n > 0 is the largest integer such that the coefficient of 6" is non-zero. This
coefficient is the leading coefficient, le(f). The degree of the zero polynomial is

—00.
Remark 3.3.2 (Degree Properties). For f,g € R[0;0,§]:

(i) deg(f +g) < max(deg(/), deg(g)).

(11) If R is a domain and o is injective, deg(fg) = deg(f) + deg(g).

Since this study usually assumes F is a (skew) field and o is an automorphism

(hence ingective), property (ii) typically hold for F0; 0, ).
Due to their non-commutative structure, Ore polynomials are usually studied
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with a convention of either consistently placing coefficients to the left of the
indeterminate (a left Ore polynomial) or to the right (a right Ore polynomial).

It is generally possible to develop the theory of Ore polynomials starting
from either convention and obtain equivalent algebraic properties, especially if
the defining endomorphism ¢ is an automorphism. This allows for conversion
between left and right polynomial forms. For instance, if ¢ is an automorphism, a
left Ore polynomial a;6+ay (where coefficients a;, ay € R) can be rewritten as an
equivalent right Ore polynomial 0~ (a;)+(ag—3&(c'(ay))). This transformation
relies on the commutation rule (Equation 3.3 in the context of left polynomials,
Or = o(r)0 + 6(r), implies r6 = 6o~ (r) — 6(c~!(r)) if o is an automorphism).
For a detailed treatment of such conversions (see, for example, [17, Proposition
3.9]).

Once a convention is chosen, say left Ore polynomials, any such polynomial f
in R[;0,0] can be uniquely written in the canonical form f =Y "  ¢;6", where
¢; € R. In this study, the focus is primarily on left Ore polynomials over a (skew)
field F.

If F is a K-algebra, where K is a field (usually central or consisting of con-
stants with respect to o and 0), then the K-linearity of o and § ensures that the
indeterminate # commutes with each element in /.

As mentioned earlier, this model benefits significantly from the ability to
define and implement operations in a generic and uniform manner, and then
suitably apply them to each specific instance.

The following are two typical examples illustrating Ore polynomial rings con-

structed with differential and shift operators.

Example 3.3.3. If D is a derivation operator on a ring R (meaning D(rs) =
rD(s) + D(r)s for all ,s € R), then the Ore polynomial ring R[0;id, D] is the

ring with multiplication defined by the rule:

Or =id(r)0 + D(r) =r0 + D(r), forallr € R.
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This ring is isomorphic to the ring of linear homogeneous differential operators in
one differential indeterminate 6 over R and is an instance of an Ore polynomial

ring of derivation type.

Example 3.3.4. Let E be an injective endomorphism of a domain R, and let
the associated derivation ¢ be the null map 0. Then the Ore polynomial ring

RI[0; E,0] is defined by the multiplication rule:

Or = E(r)0 +0(r) = E(r)0, forallr eR.

This ring is isomorphic to the ring of linear homogeneous shift operators (when
is a shift operator, e.g., E(r(t)) = r(t + 1)) in one indeterminate 6 (with respect

to E) over R. It is an Ore polynomial ring of automorphism type.

The following table (Table 3.1) provides some further examples of Ore operators,
detailing the specific choices for o, §, and the resulting commutation rule for the
indeterminate 6 with elements a(t) from the coefficient ring. Such a coefficient
ring is often of the form R = (), for some field K and a parameter t. For more

examples, refer to [31].

Table 3.1: Common examples of Ore operator structures in the ring K(¢)[0; o, d].

Coefficient Operator o(a(t)) d(a(t)) Rule for
Ring Type ot
K(t) Differential a(t) a'(t) Ot =10 +1

Difference  a(t+1) a(t+1)—a(t) 6Ot=(t+1)0+1

Shift a(t+1) 0 Ot =(t+1)0
Eulerian a(t) ta'(t) Ot =0+t
K(q.t)
(g€ Q\{0,1,-1}) q-differential  a(qt) % Ot = qth + 1

g-difference  a(qt) a(qt) —a(t) Ot =qt0+ (¢— 1)t

q-shift a(qt) 0 ot = qto
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Remark 3.3.5 (Skew Polynomial and Commutative Rings). The case when 6 = 0
in Definition 3.3.1 yields what is often termed a skew polynomial ring of automor-
phism type, denoted by RI[0; o). (It should be noted that the term skew polynomial
ring may refer to different algebraic structures in some literature.) The ordinary
commutative polynomial ring F[0] is a special instance of an Ore polynomial ring
where F is a commutative field, o is the identity map on F, and 6 = 0. Conse-
quently, results developed for Ore or skew polynomials presented in this work can

be specialised to their commutative counterparts.

Ore polynomial rings can be constructed iteratively to define rings with mul-

tiple indeterminates.

Definition 3.3.6 (Multivariate Ore Algebra (Iterated Ore Extension)). Let Ry =
F be a (skew) field. An iterated Ore extension is defined recursively: Ry =
Ri—1[0k; 0k, Ok] for k =1,... n, where oy, is an automorphism of Ry_1 and d is
a og-derivation on Ri_1. A common specific type is the Ore algebra where F is
a commutative field Q(ty,...,t,,), the 8; commute with each other (0,0; = 6;0;),
o; and 0; commute for i # j, and satisfy 0;(0;) = 60;,0;(6;) = 0 for i > j.
This study focuses on a specific type of multivariate skew polynomial ring S =
F01;01][02; 02] - - - [0n; 00] where F is a (skew) field, all 6; = 0, the indeterminates
0; commute with each other, and the automorphisms o; act on F and satisfy

0j(0;) =6, fori# j, and oj0; = 0;0;. For such a ring, 6;a = o;(a)d; for a € F.

The conditions specified in Definition 3.3.6 concerning the commuting nature
of indeterminates 6y, 0, (for k # 1) and the properties of the automorphisms oy, oy
are interconnected and fundamental to the structure of these iterated skew poly-
nomial rings. Specifically, the assumption that 6,0, = 6,0, implies the condition
or(6;) = 0, (for | # k) when oy, is extended to act on R;_1[0;;04] (if & > 1). For
instance, considering the construction Ry = (R;)[0k; ox] where 6; is in R, if 6y
and 6, commute, then 0,0, = 0,0, = 01(6,)0,. A comparison of coefficients then

indicates that oy (6;) must be equal to 0.
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Furthermore, the property that the automorphisms o, and o; (for k # )
commute in their action on the base (skew) field F (i.e. opo; = 0,0, when
applied to any a € F) is also inherently linked to the commutativity of the
indeterminates 6, and #;. This can be observed by considering their successive

actions on an arbitrary element a € F:

lela = 9l«9ka. (34)

The left-hand side of Equation (3.4) expands as: Op0,a = 0Ok(o(a)d) =
or(o(a))0kb;.  The right-hand side expands as: 6,0,a = 6)(ox(a)ly) =
o1(ox(a))0,0,. Given that the indeterminates 6, and 6; commute (i.e. 6.0, =
0,0x), equating the coefficients of a in these expanded forms necessitates that
or(oi(a)) = oy(ox(a)) for all @ € F. Thus, the automorphisms o and o; must
commute in their action on F. Conversely, if the automorphisms commute on F
and satisfy the condition oy(60;) = 6, for k # [, the indeterminates ) and 6, will
indeed commute as defined. These conditions ensure a consistent and well-defined
algebraic structure for the multivariate skew polynomial ring.

For instance, (Flby;01])[02; 02] (with 6; = 09 = 0 and 6;, f2 commuting as per
the above conditions) is the bivariate skew polynomial ring, which serves as a
primary initial focus in this study. Elements f of such a ring F[0; 01][02; 02 are
typically written as polynomials in one indeterminate, say 65, whose coefficients
are polynomials in the other indeterminate; for example, f = >, ay(6,)65%,
where ay(6,) € F[01;01]. The degree of a non-zero polynomial f with respect
to 0y, denoted by degy, (f), is the highest power n > 0 of f; with a non-zero
coefficient a,,(#;), or —oo for the zero polynomial. The degree properties (as
outlined in Remark 3.3.2 for the univariate case) extend naturally; for example,
for f,g € F[01;01][02; 02], degy,(fg) = degy, (f) + degy, (g), provided the leading
coefficients with respect to 6, are not zero divisors (which is guaranteed if working

over a skew field F and Fl[f;; 0] is a domain).
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Action of Ore Polynomials as Operators

Elements of an Ore polynomial ring can act as operators on suitable modules.
This section outlines this action, primarily considering Ore polynomials over a
(skew) field F, consistent with the main focus of this study.

The set of additive endomorphisms of F, denoted Endy(F), forms a ring where
addition is pointwise and multiplication is composition: (f+ g)(a) = f(a)+ g(a)
and (fg)(a) = f(g(a)) for all a € F and f, g € Endy(F). The field F itself can be
embedded into this endomorphism ring by identifying each element ¢ € F with
the operator ¢#° (which as a polynomial is simply c¢), whose action is defined as
left multiplication: (c6°)(b) = cb for all b € F.

Let @ : F — F be an F-pseudo-linear map (as per Definition 3.2.2). An
Ore polynomial f(0) = > " c;6’ € F[f;0,0] can be made to act on an element

u € F by interpreting 6 as the map . This action is defined as:

flo)(u) = ch(pj(u), where ¢; € F,u € F, and ¢°(u) = u. (3.5)
=0
In this context, f(@) denotes the operator obtained by substituting the indeter-
minate 6 in f(#) with the map o.
More generally, let S = F[6; 0,6] and let V be a left S-module. An F-pseudo-
linear map @: V — V (compatible with ¢ and ¢ from &) induces an action,

denoted by «, of S on V:

SxV—=YV

HORE (Z cjej) cue fe)(w) =) el (u),

j=0 7=0

(3.6)

where ¢; € F and u € V. This action satisfies, by definition, the composition
property (fg)eu= f+(g-u) for all f,g € S and u € V. The dot + is sometimes
omitted for brevity when the context is clear.

With this framework, the set of solutions V in V to an Ore polynomial equa-
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tion f(#)+u=0 (or f(¢)(u) =0) is:

Vii={ueV]flo)(u) =0}, (3.7)

where @ is the specific F-pseudo-linear map defining the action of # on V. The
set V; forms a vector space over Const(F), provided V is an F-vector space.
Consider an element u € Vy, i.e. f(@)(u) =0. Theset Sf = {sf | s € S} is

the principal left ideal generated by f in §. The map

S/Sf—=V
G (3.8)

s+Sf—seu

is a well-defined homomorphism of left S-modules. The element ®(1g+ S f) =
lg+u = u (where 1g is the multiplicative identity in S) can be regarded as a
generic solution associated with the factor module § /S f, in the sense that any
other element s-u (derived from s+8§ f € S/ S f) is an image under ®. This role
as a generic solution is well-founded, since ®(15 + S f) evaluates to 1g+u = u,

and u was chosen such that f(¢)(u) = 0.

Remark 3.3.7. If F is viewed as a left module over itself, setting @ = ¢ in the
definition of an F-pseudo-linear map (Definition 3.2.2) demonstrates that § itself
acts as such a map; indeed, this substitution directly yields the o-derivation rule
(Equation 3.1). Similarly, if 6 = 0, setting @ = o shows that the endomorphism
o also satisfies the F-pseudo-linear map condition (Equation 3.2), a case of par-
ticular interest in this study. Thus, the specific F-pseudo-linear action @ of the

indeterminate 0 simplifies in certain ring structures:

o if 0 =0 (characterising the action @ of 0 in F|0;0,0]),
¢ = (3.9)
d if o =1id (characterising the action @ of 0 in F[0;id, d]).

In the general Ore ring F[0;0,0|, where o may not be the identity and § may be
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non-zero, the action @ of 0 is a more complex map whose structure is defined by
both o and & through the pseudo-linear condition @(ab) = o(a)@(b)+d(a)b (when

@ acts on F).

3.3.1 Classification of Ore Rings over Commutative Fields

It is known that if the base ring F is a commutative field, any univariate Ore
polynomial ring Fl[#;0,d] can be simplified (or transformed) as shown in the
following lemma (see for example, [15, Lemma 1| or [32, p. 498, Proposition

3.1)).

Lemma 3.3.8. Let F be a commutative field, let o be an injective endomorphism

of F, and let ¢ be a o-derwation of F.

1. Automorphism Case: If 0 # idr, then there exists an element o € F
such that 0 = a(o — idx), which means the ring F|0;0,0| is isomorphic to

a pure automorphism-type ring.

2. Differential Case: If o =idz, then § is a standard derivation on F (as
d(ab) = ad(b) 4+ 0(a)b), and the ring F[0;idx,d] is a ring of differential

operators.

The possible options in the lemma above demonstrate that, over a commuta-

tive field F, any Ore polynomial ring F[0; o, ] falls into one of three categories:
1. The commutative case (when o = idx and § = 0).

2. The automorphism type (or difference/shift type, when o # idg; in this

case, ¢ is related to ¢ and can be eliminated via a change of variable).

3. The differential type (when o = idz and § # 0).

Operator Evaluation

One of the main differences encountered when dealing with evaluations in non-

commutative rings is that evaluation maps behave quite differently compared to
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the commutative case (where values are simply substituted). This is principally
because non-commutative evaluation maps are not compatible with multiplication
in the same straightforward manner.

The aim is usually to find a suitable evaluation map that is not only a ring ho-
momorphism but also correctly handles the interactions between indeterminates,
especially in multivariate settings where indeterminates are typically assumed to
commute with each other. For example, consider the ring C[f;; 01][02; 02 over
the complex numbers C. If one were to substitute ¢ for #; in a multivariate ex-
pression such as 616,, the result would be if,. However, substituting ¢ for 6,
in the commuting expression 6,6, would lead to 0yi. If o5 (the automorphism
associated with 6y acting on coefficients from Clf;; 01]) is non-trivial on i (e.g.,
if 7 is a coefficient subject to o3), then 67 becomes 09(7)f,. Thus, the results 6,
and o5(7)02 may not be identical (depending on the definition of o3), illustrating
a challenge in defining consistent evaluation.

Although the fundamental concept of evaluation (assigning a value or opera-
tor to an indeterminate) persists, various non-commutative evaluation maps serve
different purposes. Beyond explicit evaluation formulae, concepts include evalu-
ation via the remainder theorem [32], the product formula for evaluations [86],
and the specific operator evaluation discussed here [10], among others.

A key feature of Ore polynomials is that their elements can be interpreted as
operators. This operator-focused view provides a natural motivation for exploring
evaluation maps where the indeterminate itself is substituted with an appropriate
operator. A particularly interesting target for such an evaluation is the map o
itself, especially when 6 = 0. Since o is an endomorphism (often an automorphism
in the contexts considered), evaluating the indeterminate 6 at o can lead to a well-

behaved ring homomorphism. This approach is known as operator evaluation [10].
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To formalise this, one defines the ring of o-operators' [10]:

Elo] = {zm:cjaj | ¢; € ]:}. (3.10)

The set of polynomials in an indeterminate o over a field F can form a non-
commutative ring, which is an instance of an Ore ring of operators of the type
%lo;0,0] with multiplication defined by composition. Here, the endomorphism
is o itself, and the associated derivation is the zero map.

This structure is motivated by viewing polynomials as operators, where multi-
plication is defined by operator composition (o). For any ¢ € F, let L, be the left
multiplication operator. The interaction between the map o and L. is governed
by the operator equality 0o L, = L,(yoo. This identity leads to the fundamental

commutation rule in the abstract ring:
oc=o(c)o, VeeF. (3.11)

For any two polynomials [ = Z;-n:o ¢;jo? and g = Zf:o d;o!, the ring operations

are as follows:

Addition: Addition is performed component-wise:

max(m,k)

frg= > (c+dy)o" (3.12)

p=0

Multiplication: Multiplication is determined by extending the rule (3.11) via

the distributive law. The product is given by:

fr9= (Z Cj0j> (Zdlal> = chaj(dl)ajH. (3.13)

=0

IThis structure is also referred to, in literature, as a "skew polynomial ring in o", a "dif-
ference ring", or "the ring of difference operators" when o is a shift operator.
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The notation Flo; o], as used in the original text, effectively captures this inter-

pretation of multiplication as operator composition.

Operator Representation and Evaluation (6 = 0)

For the specific case of Ore rings with zero derivation F[0; o, 0], polynomials can
be interpreted as linear operators on F. This is formalized by a ring homomor-

phism.

Lemma 3.3.9 (Operator Homomorphism, cf. [10]). Consider the Ore ring
Fl0;0,0]. The map evalg, that replaces the indeterminate 6 with the endo-

morphism o;

Fl0;0,0] — KElo;0,0]
eval(g_y): ‘ ‘
f(0) = Z;'n:o cj0’ = flo):= Z;nzo ¢jo’

1s a homomorphism of rings.

Building on this, the evaluation of such an operator f(o) at an element a € F

is defined as follows:

Definition 3.3.10 (Operator Evaluation at a Point [10]). Let f(0) = Y 7" ¢;¢” €
Fl0;0,0]. The operator evaluation of f(6) (via 0 — o) at an element a € F is

defined as:

FlO;0,0) — F
eval(g_g)(a) . . A
f0) =3"Toct? = flo)(a) =31 ci07(a)
If f(o)(a) = 0 then u = a is called a solution of the operator equation f(o)(u) =0
(where u is a placeholder for the argument). When the context of evaluating

f(0) via 0 — o and subsequently applying it to a is clear, the value f(o)(a) is

sometimes denoted by f*(a).
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Polynomial Evaluation and Product Rule (General Case)

For the general Ore ring F|0;0,0], evaluation is defined via polynomial right
division, a concept distinct from the operator evaluation discussed previously.
The following definition and lemmas, which formalise this standard approach,

are well-established in the literature.

Lemma 3.3.11 (Remainder Theorem [32]). For any f(6) € F[0;0,0] and a € F,
there exists a unique polynomial q(6) and a constant r € F such that f(0) =

q(0) - (0 —a)+r. This constant r is the right evaluation of f at a, denoted f(a).

This evaluation method has a non-trivial product rule that reflects the non-
commutative nature of the ring. To formulate this rule, the concept of conjugacy
is essential and is therefore introduced first, followed by the formal statement of

the product rule theorem.
Definition 3.3.12 ((0,d)-Conjugacy). An element b € F is a (o,0)-conjugate of
a € F if there exists some ¢ € F* such that

b=a:=o(c)ac +d(c)c .
Conjugacy is an equivalence relation, and the set of all conjugates of a forms its
conjugacy class Cl(a).

Lemma 3.3.13 (Product Rule for Evaluation [85]). Let f(0),g(0) € Fl0;0,]
and a € F. The evaluation of the product h(6) = f(0)g(0) at a is given by:

0 if gla) =0
(fg)(a) = (3.14)

f(a?) - g(a) if g(a) #0

where a9 is the (a,0)-conjugate of a by the non-zero element g(a) € F.
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3.4 Euclidean Domain, Ore Condition, and Re-
lated Concepts

This section reviews the definition of a Euclidean domain, crucial for algorithmic
polynomial manipulation, and discusses the Ore condition, which is essential for
constructing fraction fields and defining certain operations in non-commutative

rings.

Definition 3.4.1 (Right Euclidean Domain). A (not necessarily commutative)
domain R, endowed with a map (norm) N : R\ {0} — Ny, is a right Euclidean

domain with respect to N if for all f,g € R with g # 0 :
(i) There exist q,r € R such that f = qg +r, where r =0 or N(r) < N(g).

(i1) N(f) < N(fg) for f #0. (This ensures N respects multiplication reason-

ably).

The elements q and r are termed the right quotient (rquo(f, g)) and right remain-
der (rrem(f,g)) resulting from the right division of f by g. A ring R in which

these elements are uniquely determined is called a unique right Fuclidean domain.

The skew polynomial ring S = Flf;0,d] (where F is a skew field and ¢ an
automorphism) is a right (and left) Euclidean domain with N = deg. The quo-
tient and remainder are unique. Algorithm 1 details right division [17, Algorithm

2, P. 39].
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Algorithm 1: Ore Polynomial Right Division
Input : f,g € Flb;0,0], g #0. (F is a skew field, o an automorphism).

Output: ¢ = rquo(f,g), r = rrem(f, g) such that f = gg+r and (r =0
or deg(r) < deg(g)).

1 r:=f;q:=0
2 m:=deg(g)
3 by, :=1lc(g)

4 while r # 0 and deg(r) > m repeat

5 Caeg(r) := lc(7)

6 $ 1= Cdeg(r) (0987 (b,,)) "1@dee=m  // pol must be o-applied
7 q:=q-+s

8 ri=1r—sg

9 return(q,r)

However, multivariate skew polynomial rings such as F[fy; 01, d1][0s; 02, ds)
are not generally Euclidean domains with respect to, for example deg,,, as the
coefficients are themselves polynomials in #; and may not be invertible.

Consequently, the Euclidean division algorithm with respect to 5 is not al-
ways applicable, meaning unique quotients and remainders satisfying the degree
condition might not exist. The following assertion illustrates this.

Assertion. Let F be a (skew) field, and consider the bivariate Ore polynomial
ring

R = f[91301>51] [92;02,52}-

It is asserted that R is not generally a Euclidean domain when viewed as polyno-
mials in one indeterminate (e.g., 65) with coefficients from the ring of polynomials
in the other indeterminate (i.e. R = & [fo; 09, 5] where S; = F[fy;01,81]), us-
ing the degree in the chosen indeterminate (e.g. degy,) as the Euclidean norm.

Proof. Suppose, for contradiction, that R were a (right) Euclidean domain with

respect to the norm N = degy,. Then for any f,g € R with g # 0, there must
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exist ¢, € R such that

[ =qg +

where either » = 0 or N(r) = degy, (r) < degy,(9).
Consider the specific case of f = 1 (the identity in R, which is 1) and
g = 0,. Both 1z and 6, are elements of §; = Flf0; 04,01, and thus are in R. As

polynomials in 6,:
e f = 1g has deg,,(1z) = 0.
e g = 0, has degy, (6,) = 0.

The Euclidean condition on the remainder r requires degy, (r) < degy,(61) = 0.
This implies that r must be the zero polynomial, » = 0, since only the zero
polynomial has a degree less than 0 (conventionally, deg(0) = —o0).

The division equation thus simplifies to 15 = ¢#,. For this equality to hold,
the element ¢ € R = Si[fs; 02, 0] must have degy, (¢f;) = degy, (1) = 0. Since
0, € S has degree 0 in 6y, this implies degy,(¢) = 0. Therefore, ¢ must be an
element of &y, say qo(01) € Flby;01,61]. The equation becomes 17 = ¢o(61) - 6;.
This would mean that go(6,) is a left inverse of §; within the ring F[0y; 0y, d1].

However, 6 is an indeterminate over the (skew) field F and is therefore not
invertible in the polynomial ring F[f;; 01, d;] (unless this ring degenerates to F
itself, which is not the case if ; is a true indeterminate). Consequently, no such
qo(01) exists in Flfy;04,01], and thus no such ¢ exists in R.

This contradicts the initial assumption that Euclidean division 1z = ¢, +r
with the required remainder condition could be performed. Therefore, R is not

generally a Euclidean domain. O

Remark 3.4.2. This conclusion aligns with a more general algebraic fact: any
Fuclidean domain must be a principal ideal domain (PID). However, multivariate
polynomial rings such as F|0y,05] (even when commutative, i.e. o; = id,d; =
0) are not PIDs. For instance, the ideal (0y,0) generated by 6, and 0, is not

principal. This structural property provides another reason why such iterated Ore
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polynomial rings (which are multivariate in nature) generally fail to be Fuclidean

domains.

While not always Euclidean, multivariate Ore rings can satisfy the Ore con-
dition:
Proposition 3.4.3 (Ore Condition, cf. [111]). A ring R is said to have the
property of left Ore condition if for all non-zero a,b € R, the intersection of
principal left ideals g (a) N (b) # {0}. Equivalently, there exist non-zero dy,ds €
R such that dya = dab. If a domain fulfills both the left and right Ore conditions,

1t is known as an Ore domain.

Remark 3.4.4 (Embedding in a Skew Field of Fractions). The Ore condition is
necessary and sufficient for an Ore domain R to be embeddable into a skew field
of fractions [110]. For S = Fl0;0,d] where F is a skew field and o an automor-
phism, S is a PID, hence an Ore domain, and can be embedded in F(0;0,0). This
is essential for operations such as matriz inversion for Dieudonné determinants
(an operation detailed in subsequent sections). Iterated Ore extensions over a
field also form Ore domains. For example, if R is a left Ore ring, then R[0; 0, 0]

is also a left Ore ring provided o is injective [33, Propostion 1.1.4).

In Euclidean domains such as F|f;0,9], the extended Euclidean algorithm

computes common divisors and Bezout cofactors.

Definition 3.4.5 (Common Divisors and Multiples). Let f, g be elements in a

ring R.

e A greatest common right divisor (gerd(f,g)) is a common right divisor d
of f and g such that any other common right divisor of f and g is also a

right diwvisor of d. It is unique up to left multiplication by a unait.

e A least common left multiple (lclm(f, g)) is a common left multiple m of
f and g such that any other common left multiple of f and g is also a left
multiple of m. It is unique up to right multiplication by a unit. The ideal

RfNRg=R(cm(f,g)).
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Analogous definitions hold for greatest common left divisor (geld(f, g)) and least
common right multiple (lerm(f,g)). In a PID such as F|[0;0,0], GCRDs and

LCLMs always ezist.

Algorithm 2 computes the gerd(f, g) and cofactors s,t such that sf + tg =

gerd(f, g). It can be adapted to find u, v such that uf = vg = lclm(f, g).

Algorithm 2: Skew Extended Euclidean Algorithm
Input : f, g € Fl0;0,0], where F is a (skew) field and o an

automorphism.
Output: d € Fl[f;0,0], where d is a gerd of f and g; s,t € F[0; 0, 0]
such that sf +tg = d.
1 1= f;80:=1x1:=0
2 ri=g0;8:=0t:=1f
3 i:=1

4 while r; # 0 repeat

5 (Git1,7i1) = (rquo(r;_y, 1), rrem(r;_1,r;)) // Using Algorithm 1
6 Si+1 = Si—1 — SiGi41
7 liy1 =121 — tiqina

8 1:=14+1
9 d:=r;_1;8:=8_1;t:=t;_1 // Normalize d, s, t if d is not monic, e.g.
w:=le(d)™!, d:=ud,s = us,t:=ut

10 return(d,s,t)

3.5 Similarity and Unique Factorisation in Non-
Commutative Rings

In commutative algebra, a principal ideal domain (PID) is also a unique factori-
sation domain (UFD), where any non-zero non-unit element can be factored into
a product of irreducible elements, unique up to reordering and multiplication by

units (associates). While Ore polynomial rings such as F[0;c,0] (where F is a
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skew field and o is an automorphism) are non-commutative PIDs, they are not
UFDs in this classical sense. For example, a polynomial like 8af + 6 might have
distinct factorisations, such as 6(af + 1) and (fa + 1)8, whose factors are not
merely unit multiples of each other.

To correctly generalise the concept of unique factorisation to such non-
commutative settings, the notion of "associates" is replaced by the broader con-

cept of "similarity".

Definition 3.5.1 (Similarity, cf. [35, 73|). Let R be a domain. Two elements
f,9 € R are said to be similar, denoted f ~ g, if the left R-modules R/ {f) and
R/r{g) are isomorphic. In a PID such as F[0;0,0], a simpler characterisation
15 that f ~ g if and only if there exists an element u € R such that R = Rf+Ru

and their least common left multiple is lclm(f, u) = gu.

An element p € R is irreducible (or an atom) if it is not a unit and any
factorisation p = ab implies that either a or b must be a unit. With these

concepts, unique factorisation can be defined for non-commutative rings.

Definition 3.5.2 (Non-commutative Unique Factorisation Domain, cf. [35, 53]).
A domain R is called a unique factorisation domain in the non-commutative
sense (or a UFDy) if every non-zero non-unit element can be factored into a
product of wrreducible elements, and this factorisation is unique up to the order

of factors and the similarity of corresponding factors. That is, if

PipP2 .- -Pn =qQ142---Gm

are two factorisations into irreducibles, then n = m, and there exists a permuta-

tion ™ of {1,...,n} such that p; is similar to gy for eachi=1,... n.

This definition provides the necessary non-commutative counterpart to the
classical UFD establishing a fundamental property central to the results of this

research.
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Lemma 3.5.3 (see for example, [111] or [35]). FEwvery principal ideal do-
main (PID), including non-commutative PIDs such as the Ore polynomial ring
Fl0;0,0] (where F is a skew field and o is an automorphism), is a unique fac-

torisation domain in this non-commutative sense (UFD ).

Remark 3.5.4. Lemma 3.5.3 thus confirms that factorisation into irreducibles in
Ore polynomial rings like F[0;0,0] is well-defined and unique up to the similarity

and reordering of factors, as specified in Definition 3.5.2.

3.6 Dieudonné Determinant

Extending the concept of resultants to non-commutative settings, particularly for
matrices whose entries are Ore polynomials, requires a generalisation of the deter-
minant. The Dieudonné determinant, introduced by Jean Dieudonné in 1943 [44],
serves this purpose for matrices over skew fields. It provides a homomorphism

from the general linear group over a skew field to an abelian group.

Definition 3.6.1 (Invertible Matrix). Let D be a skew field. A square matriz
M € My(D) (the ring of k x k matrices over D) is invertible if there exists
M~' € M(D) such that MM~ = M~'M = I, where I, is the k x k identity

matriz. The group of such invertible matrices is the general linear group GLg(D).

It is known (cf. [34, p. 349] or |47, §19, Theorem 1] also see [74]) that any
invertible matrix M € GLj(D) can be decomposed, for instance in the form
of M = L'DU’'P, where L' and U’ are unitriangular matrices (triangular with
ones on the diagonal), D is a diagonal matrix D = diag(dy,...,d;), and P is a
permutation matrix. The diagonal entries d; are unique up to their order and
multiplication by elements from the commutator subgroup [D*,D*|. This (or
related decompositions such as Bruhat normal form) provides a basis for defining

the determinant.

Definition 3.6.2 (Dieudonné Determinant). Let D be a (skew) field. Let D*

be its multiplicative group and [D*,D*] be the commutator subgroup of D*

63



3. Algebraic Preliminaries for Ore Polynomials and Resultants

(which  is a normal subgroup, c.f. normalizer of a subgroup [126, Ezercise
1.11.8]). The Dieudonné determinant, denoted by Det, is a group homomor-
phism Det : GLy(D) — D*/[D*, D*|, where k is the matriz dimension (k X k).
For an invertible matrix M € GLi(D), if M is brought to a diagonal form
D = diag(dy, ..., dy) through operations that preserve the determinant class (e.g.

as in the decomposition M = L'DU'P), its determinant is defined as:

Det(M) = [sgn(P) - didy - - - dy], (3.15)

where sgn(P) is the sign (£1) of the permutation P involved in the decomposition,
and [x] denotes the class of x € D* in the abelian quotient group D> /[D*,D*].
If M ¢ GLi(D) (i.e. M is singular), then Det(M) = 0. The property [fg] =
[f1lg] = lg]lf] holds in D> /[D*, D*].

It is a known property that for any invertible matrix M and any signed per-
mutation matrix P, (a permutation matrix where rows might be multiplied by
—1 such that Det(P,) = [1]), Det(P,M) = Det(M) [34, p. 352]. By using ap-
propriate signed permutations in the decomposition, or by noting that the sign
often gets incorporated into the choice of representative from the commutator
class for specific applications (such as resultants where only vanishing matters),

the formula is usually simplified to:

Det(M) = [dids - -~ dy). (3.16)

One of the fundamental properties of the Dieudonné determinant is that its
value (as a class in D*/[D*,D*]) is invariant under elementary row operations
of adding a multiple of one row to another, and it behaves predictably under row

swaps and row scaling, analogous to determinants in the commutative case [1].

Remark 3.6.3. The definition of the Dieudonné determinant (Definition 3.6.2)
s given via a diagonal form. However, it is usually computed by transforming the

matriz M into an upper (or lower) triangular form (say T') using elementary row
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operations. If t;; are the diagonal elements of T' (which are guaranteed to be non-
zero if M is invertible), then Det(M) = [sgn(w) - [ ] ti], where sgn(w) accounts for
row swaps. As with Equation 3.16, this is simplified to Det(M) = [[] tiu]. This
approach is particularly useful when working with matrices whose entries are from
a polynomial ring (e.g. an Ore polynomial ring R[0;0,6]), as triangularisation
can often be performed while keeping entries within that original ring, rather than
requiring computation in the full skew field of fractions for a diagonal form. This
aspect is relevant for computing resultants as polynomials and is further discussed

m Lemma 3.6.7.

Let D* be the multiplicative group of non-zero elements of D. Let [D*, D*| be
its commutator subgroup, generated by elements of the form aba='b" for a,b €
D*. The quotient group D*/[D*,D*] is abelian. The Dieudonné determinant
maps My (D) to D*/[D*,D*] U {0}.

An equivalent definition of the Dieudonné determinant is as follows.

Definition 3.6.4 (Dieudonné Determinant, cf. [1, 44|). Let M € M(D). The

Dieudonné determinant Det(M) is defined as follows:
1. If M is not invertible (i.e. M ¢ GLi(D)), then Det(M) = 0.

2. If M € GLy(D), then M can be transformed into a diagonal matric D =
diag(dy, ..., dx_1,d}) by elementary row operations of adding a multiple of
one row to another, and potentially a final permutation. More standardly,
M can be reduced to an upper (or lower) triangular matriz T using only
row operations of type (i) (swapping two rows) and type (iii) (adding a left
multiple of one row to another). If tiy,...,ty. are the diagonal entries of

such a T' (all non-zero as M is invertible), then

Det(M) = [t11---tg] (mod [D*, D),

where p is the number of row swaps used.
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This determinant is well-defined (independent of the specific sequence of row op-
erations) and is multiplicative: Det(AB) = Det(A) Det(B) for A, B € My (D). If
M is diagonal with entries dy,. .., dy, Det(M) = [dy - - dy].

3.6.1 Elementary Operations and Properties of the

Dieudonné Determinant

This subsection reviews elementary row operations in the non-commutative con-
text and discusses key properties of the Dieudonné determinant, particularly its
well-definedness modulo commutators. These concepts are fundamental to com-
puting the determinant and understanding its behaviour. For further details on
elementary operations and matrix theory over skew fields, see for example, [34,
§9.2] or [1, Chapter IV].

Let D be a (skew) field. Recall M,,(D) denotes the ring of all n x n matrices
over D. The following typical elementary row operations are compatible with the

Dieudonné determinant, with their effects on the determinant class noted:

e Type (i): Swapping two rows, R; <> R;. This operation, corresponding to

left multiplication by a permutation matrix P;;, multiplies the Dieudonné

i
determinant by [—1].

e Type (ii): Multiplying a row R; by an invertible scalar v € D* (from the
left). This corresponds to left multiplication by E;(u) = I, + (u — 1)ey (
where e;; is a matrix unit) and multiplies the Dieudonné determinant by [u].

e Type (iii): Adding ¢ times row j torow i (R; < R;+qR;, fori # j,q € D).
This corresponds to left multiplication by an elementary matrix E;;(q) =

I, + ge;; and leaves the Dieudonné determinant unchanged (i.e. multiplies

by [1]).

Similarly to the commutative case, these operations are employed to trans-
form a matrix into a simpler (e.g. triangular or diagonal) form from which the

Dieudonné determinant can be computed easily.
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As noted, for computational convenience, it is preferable to use signed per-
mutations, which are constructed to ensure their Dieudonné determinant is
[1]. A signed permutation can be constructed entirely from type (iii) opera-
tions, which do not alter the determinant. For instance, applying the sequence
E;;(1)E;;(—1)E;;(1) to a 2 x 2 identity matrix I results in the matrix (9 '),
which permutes rows (with a sign change) but still has a Dieudonné determinant
of [1]. This allows permutations to be implemented within a triangularisation
process in a determinant-preserving manner (modulo commutators).

A fundamental property of Dieudonné determinant is its uniqueness modulo

commutators.

Theorem 3.6.5. The Dieudonné determinant Det(M) of a matriz M € M, (D)
yields a unique element in the quotient group D* /[D*,D*| if M is invertible, or

0 of M is singular.

Proof. The proof can proceed by induction on n, the size of the matrix. For
n=1, M = (z). Det(M) = [z] if z € D*, and 0 if z = 0. This is unique. Assume
the theorem holds for matrices of size (n — 1) x (n — 1). For an n x n matrix
M: if M is singular, Det(M) = 0. If M is invertible, its first column must be
non-zero. By row swaps (if necessary), ensure the (1,1) entry aq, is non-zero.
Multiply row 1 by aj}' to make the (1,1) entry 1. This scales the determinant
by [aii']. Then, for j > 1, add —a;; times the new row 1 to row j to make all
other entries in the first column zero. These latter operations do not change the

determinant class. The matrix becomes:

1 row vector

0 M’

where M’ is an (n — 1) x (n — 1) invertible matrix. Then Det(M) (after ac-
counting for the initial scaling by [a;;] from the inverse operation) is given by
Det(M"). By the induction hypothesis, Det(M’) is uniquely defined as an ele-

ment of D*/[D*,D*|. Thus, Det(M) is also uniquely determined. O
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This uniqueness modulo commutators means that different valid sequences
of elementary row operations used for triangularisation or diagonalisation will
result in determinant values that belong to the same coset in D*/[D*, D*]. For
example, consider

apipr a2
A= (3.17)

Qo1 Q22

over D, assuming a1, as; # 0 for illustration of different pivot choices.

1. Using aq; as the chosen pivot, performing the row operation Ry < Ry —
aglaﬁlRl gives
aiy a12

—1
0 ag — agajyags
The determinant is Det; = [a11(ags — ag1ai7 a12)] = [a11092 — ay1a21a7 ara).

2. Using ay; as pivot (first swap Ry, Ry, then Ry ¢ Ry — ajjay Ri): The

matrix becomes (after operations)

21 A22

-1
0 ap— 11091 (22

with a determinantal factor of [—1] from the swap.

The determinant is Det2 = [—1 . CL21(6L12 — a11a2_11(122)] = [—a21a12 +

-1
(2111097 G22]-

It can be shown that Det; and Det, are equivalent modulo commutators. Specif-
ically, expressions of the form [X] and [kX] (where k is a commutator) are equiv-
alent, as are [X| and [Xk|. The two forms above, Det; and Det,, can be shown
to differ by multiplication with elements whose class is [1] in D*/[D*, D*] (po-
tentially including [—1] if it is a commutator). The essential point is that they

are equivalent in the quotient group.

68



3. Algebraic Preliminaries for Ore Polynomials and Resultants

Remark 3.6.6. Throughout this study, all computations and statements regard-
ing the Dieudonné determinant are understood to yield results modulo commuta-

tors, representing unique classes in D* /[D*, D*] (if invertible), or 0 (if singular).

For matrices with entries in an Ore polynomial ring § = F[#; 0] (that is F is
a skew field, o an automorphism, and § = 0), These matrices considered over the

skew field of fractions D = F(0;0).

Lemma 3.6.7. The Dieudonné determinant of a matriz M € M;(F|0;0]) (where
F is a skew field and o is an automorphism) can be represented by a skew poly-

nomial in F[0; 0], modulo commutators from the skew field of fractions F(0;0).

Proof. Let M € My (Fl[#;0]). If M is not invertible when considered over the
skew field of fractions F(6; o) then its Dieudonné determinant Det(M) = 0 which
is the zero polynomial. Assume M is invertible. Let M’ be a copy of M which will
be transformed into an upper triangular matrix using elementary row operations
that preserve membership in F[#; o] for the entries.

The transformation proceeds column by column. For each column i of M’

(from 1 to k —1):

1. Pivot Selection: If m!, is zero or an element of higher degree than some
my; (7 > i) in the current column 4, use elementary row swaps to bring an
element of minimal non-negative degree from rows 7 > ¢ in column 7 to the
pivot position (i,7). Let this new pivot be mj;. If all m); (j > i) are zero,
this column part is already processed. Row swaps affect Det(M) by at most

a factor of [—1], which is incorporated into the commutator class.

2. Elimination Below Pivot: Since F[0; 0] is a Euclidean domain (a known
property, see e.g. [111] or [100]), for each entry m’; in column 7 where j > i:
if m}; # 0, Euclidean (right) division of m/; can be performed by the pivot
mj;. This yields m/;, = q-mj; +r, where ¢,7 € F[f;0] and either r = 0
or deg(r) < deg(m/;). The elementary row operation R; - R; — ¢R; then

replaces the entry m/; with r. This process is repeated, reducing the degree
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of m; at each step, until m/; becomes 0. Operations of adding a multiple

of one row to another do not change the Dieudonné determinant.

After applying this process for all necessary columns, M’ is transformed into an
upper triangular matrix (say 7') whose entries t,, (and particularly the diagonal
entries t;;, which are the final pivots) remain in F1f; o].

As established (e.g. in Remark 3.6.3 or by the properties of Dieudonné de-
terminants for triangular matrices), the determinant of 7" is the product of its

diagonal entries (modulo commutators and a possible overall sign factor). Thus,

k
Det(M) = Det(T) = [+ ] ] tui. (3.18)
i=1
Since each diagonal entry t;; is a polynomial in F[f; o] and this ring is closed under

multiplication, their product ]t is also a skew polynomial in F[f; o]. Therefore,

Det(M) is represented by this skew polynomial, considered as an element in

F(0;0)/[F(0;0)*, F(0;0)*] or as 0. O

Remark 3.6.8. The Dieudonné determinant is formally defined for matrices over
a skew field. The proof above operates by performing transformations within the
ring F0; 0], utilising its Euclidean domain structure. The resulting polynomial
product [ [ty is an element of F[0;c]. When this product is non-zero, it serves as
a representative for the class of Det(M) in F(0;0)* /[ F(0;0)*, F(0;0)*], where
F(0;0) is the Ore skew field of fractions of F[0; o] (see, e.g. [33, Corollary 0.7.2]).
The degree of elements in F(0;0) can be defined, for instance, as deg(g~'f) =
deg(f)—deg(g) for f,g € Fl0;0],g # 0. The key result is that this determinantal

class has a polynomial representative from F|0;0].

Based on the preceding discussion, the following lemma, theorem and remark

can be stated:

Lemma 3.6.9 (Determinant as a Polynomial, cf. ([113], Lemma 11)). The

Dieudonné determinant of a matriz A € (F[0;0])*** (where § = 0), if non-zero,
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can be represented by a unique monic skew polynomial in F[0; 0] (up to multi-
plication by elements from [F(0;0)*, F(0;0)*] that are also in F[0;0] and are

units). More practically, it is an element of F[0; 0] modulo such commutators.

Theorem 3.6.10 (Determinant as a Polynomial via Triangularisation). Let § =
F0; 0] be an Ore polynomial ring over a skew field F with o an automorphism (so
S is a Euclidean domain). Any invertible matriv A € S*** can be transformed
into an upper (or a lower) triangular matriz T € S** using elementary row
operations within S. The diagonal entries tyq,...,tw, of T are non-zero elements

of S. The Dieudonné determinant is then

Det(A) = [H tz]  (mod [F(0;0)%, F(6:0)]).

i=1
The product [ t;; is an element of S.

Remark 3.6.11 (Computation via Triangularisation). The computation of the
Dieudonné determinant for A € (F[0; 0])** typically involves triangularising the
matriz using row operations within F[0; o] such that diagonal entries remain poly-
nomials. The Dieudonné determinant is then their product (modulo commutators
and sign, if ignored). For practical purposes in resultant computation, often a

specific representative polynomial from the commutator class is chosen.

3.6.2 Hermite Form and Canonical Resultant Representa-

tives

The Hermite form is a canonical matrix representation, applicable to matrices
whose entries belong to a principal ideal domain (PID) or a Euclidean domain.
This includes many commutative polynomial rings as well as non-commutative
Ore polynomial rings such as F[0; o] (where F is a skew field and o an automor-
phism) [64]. For a matrix M over such a ring, its (row) Hermite form H is unique
and shares the same row space as M (i.e. H = UM for some unimodular matrix

U). The Hermite form H satisfies the following properties (e.g. [114]):
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(i) It is an upper triangular matrix.

(ii) The diagonal entries t; are monic (i.e. their leading coefficients are 1), or

are zero. If M is invertible, all ¢;; are non-zero and monic.

(ili) For each column j, if ¢;; # 0, then all off-diagonal entries ¢;; in that column
(where ¢ < j) have a degree strictly less than the degree of the diagonal

entry t;;. If t;; = 0, then all ¢;; for i < j are also zero.

3.6.3 Filtered Rings

Although the Dieudonné determinant (and thus the skew resultant) is generally
unique only up to commutators, its interpretation becomes more direct within
the specific context of almost commutative rings. This concept is formalised by
analysing the ring via a filtration and its associated graded ring, a technique

common in the study of differential and difference operator algebras [104].

Definition 3.6.12 (Filtered Ring, see for example [114]). A ring S (not nec-
essarily commutative) is called filtered if there exists an ascending sequence of

additive subgroups S; (i € Zx):

{0}=81C8SCS TS C... suchthat USi:S,
’L'EZZ()
and 1g € Sy, and additionally S; S; C Siyj for all i,j € Z>y. This makes Sy a
subring of S. A common filtration for a polynomial ring S = Flb,...,0,] is by

total degree, where S; consists of polynomials of total degree at most 1.

Definition 3.6.13 (Associated Graded Ring). Let § = Uz, Si be a filtered

1€Z>

ring. The associated graded ring of S, denoted gr(S), is defined as the direct

sum of factor groups:

gr(S) = @D eri(S) where gri(S) = Si/Siea (with Sy ={0}).

iEZzU
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Multiplication in gr(8) is defined for homogeneous elements ¥ = r+8;_1 € gr;(S)

and 5 =5+ S;_1 € grj(S) by

75 = (15 + Siyj—1) € g1 ;(S).

Foranyr € S, ifr € S;\ Si_1 (i.e. v has "filtered degree" i), its principal symbol
a(r) is its image r + S;—1 in gr;(S). If o(r)o(s) # 0 in gr(S), then

a(rs) =a(r)o(s). (3.19)

Definition 3.6.14 (Almost Commutative Ring, see for example [114]). A filtered
ring S is called almost commutative if its associated graded ring gr(S) is com-
mutative [83, §3.3]. Many rings of operators, such as Weyl algebras or universal

enveloping algebras, are almost commutative.
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Chapter 4

Resultant-Based Elimination for

Skew Polynomial Systems

Many models in mathematical physics, engineering, and computer science involve
systems of equations with multiple parameters or indeterminates. A fundamental
task is often to simplify such systems by eliminating one or more indeterminates,
while preserving essential properties or relationships among the remaining ones.
This process of elimination can transform a complex system into a more manage-
able form, facilitating analysis, solution, or further computation. Resultant-based
methods provide a powerful algebraic toolkit for achieving such elimination.

Historically, resultants, such as the Sylvester resultant, were developed for
commutative polynomials to determine conditions under which two polynomials
share a common root, without explicitly computing the roots. This concept
naturally extends to an elimination tool in the commutative settings; the resultant
of f(x,y) and g(z,y) taken with respect to x, denoted Res,(f, g), is a polynomial
solely in y that vanishes for any specialisation of y causing f and g (viewed as
polynomials in z) to share a common root.

Extending these ideas to non-commutative polynomial rings, particularly Ore
polynomial rings, presents significant challenges due to the non-commutative mul-

tiplication, the behaviour of evaluation, and the definition of determinants. Oys-
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tein Ore himself investigated determinants for systems of linear equations over
skew fields in his foundational work [110]. Ore’s approach focused on solving

linear systems AX = B. For a 2 x 2 system:

a11X1 + a19Xy = by

a1 X1 + a2 Xy = by

where a;;, b; are in a skew field (or an Ore ring embeddable in one), Ore’s method
involves finding fio, foo such that fosais = fiaass (a common multiple relation).
Then, one forms (fopa1y — fi2a21) X1 = farb1 — fi2by. The term (fora11 — froa21)
is considered an Ore determinant. However, as observed by Ore, the elements
f12, foo can be chosen non-uniquely, yielding different determinant expressions
with potentially different degrees. Ore noted that for his purposes, it was sufficient
to know if the determinant vanished or not, implying equivalence if they co-
vanish [110]. This non-uniqueness, especially of degree, makes Ore’s original
determinant concept less suitable for defining a resultant polynomial whose degree
and structure are critical for the applications discussed in this study.

To establish a more effective and well-defined resultant for skew polynomials,
this work, using new approaches in non-commutative algebra by employing the
Dieudonné determinant (as detailed in Chapter 3, Section 3.6), the Dieudonné
determinant provides a consistent mapping from matrices over a skew field to an
abelian group (the multiplicative group of the skew field modulo its commutator
subgroup), or to zero if the matrix is singular. This chapter details resultant-
based approaches for eliminating indeterminates in bivariate skew polynomial
systems, generalising classical methods and utilising the Dieudonné determinant

for this purpose.
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4.1 The Resultant of Bivariate Skew Polynomials

Let f(61,605) and g(fy,6,) be two bivariate skew polynomials belonging to the
iterated Ore polynomial ring S = F[0y; 01, 01][0a; 09, 05] over a (skew) field F.
Let Ry = Fl01;01,0,] denote the ring of coefficients. For simplicity in the
following arguments, the derivations are assumed to be zero (6; = 0,d, = 0).
The ring is thus S = Flby; 01][02; 03], with commutation rules 6;a = o,(a)b, for
a € F, and Oyc = 05(c)b, for ¢ € R;.
Recall, both f and g can be written as polynomials in 6 with coefficients in

Rli

F(01,05) = a;(61)0%,  with a,,(61) #0, m = degy,(f)

=0

k
9(01.02) =Y "b;(01)05, with b(61) #£0, k= degy,(g).
§=0
The resultant Resy,(f, g) eliminates the indeterminate 6, by providing a con-
dition in the ring R; for the polynomials f and g to possess a common right

divisor in 8.

4.1.1 Generalisation of the Sylvester Matrix

Intuitively, the classical Sylvester matrix encodes a system of linear equations de-
signed to detect whether two polynomials share a common factor. By arranging
shifted copies of the polynomials (their multiples by powers of the indeterminate)
into rows, any non-trivial linear dependence among these rows implies a rela-
tionship of the form Af + Bg = 0. In the skew setting, this fundamental logic
is preserved, but the construction must account for non-commutativity. Since
left-multiplying a polynomial by 65 has the effect of applying the automorphism
o} to its coefficients, the rows of the matrix must reflect this twisted structure.
Consequently, the resulting o-Sylvester matrix captures the conditions for a com-

mon right divisor within the non-commutative ring, ensuring that the singularity
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of the matrix corresponds to an algebraic dependence between the polynomials.

The algebraic condition for f and g to share a common factor can be de-
rived in two equivalent methods. Both derivations lead to the construction of
the same system of linear equations and its corresponding coefficient matrix.
This matrix, denoted as the o-Sylvester matriz Sylvy,(f, g), extends the classical
Sylvester matrix to the Ore algebra setting F|[f;; 01][0s; 03] by incorporating the

non-commutative multiplication rules, as formally defined below.

Definition 4.1.1 (o-Sylvester Matrix for Skew Polynomials). Let f =Y " a0}
and g = Z?:o b;0% be polynomials in S = (F[0y;01])[02; 0a]. The o-Sylvester ma-
triz, Sylvy, (f, 9), is an (m+k) x (m+k) matriz whose entries are from F[0y;04].
Its rows are constructed from the coefficients of the polynomials {057 f, ..., f}
and {05 g, ..., g}. Using the notation cl! = oi(c), the matriz has the following

block structure:

i Gl e
a[kz—?] a[lk—Q] agk:—?}
O
Sylv02<f7 g) =
m—1 m—1 m—1
g
bLm72] o b[1m72] b[0m72]
0 0
bL} b([)]

The following subsections briefly outline how different algebraic starting points

both lead to this same construction.
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4.1.1.1 Motivation from the Common Factor Condition

The classical approach states that f and ¢ have a common factor if and only if
there exist non-zero polynomials P, @ € S satisfying the Bézout-like identity P f+
Qg = 0, with bounded degrees; degy,(P) < k and deg,, (@) < m. This identity
can be expanded and rewritten as a system of m-+k linear homogeneous equations
by collecting the coefficients of corresponding powers of #,. The condition for the
existence of a non-trivial solution for the unknown coefficients of P and () is that

the determinant of this linear system must be zero.

4.1.1.2 Motivation From the Least Common Left Multiple

An alternative derivation arises from finding the least common left multiple (lclm)
of f and g. The existence of an lclm is equivalent to finding non-zero polynomials

U,V € § of minimal degree such that:
Uf=Vg. (4.1)

The existence of the polynomials U and V, as well as the greatest common right
divisor (gerd), is a direct consequence of the Skew Extended Euclidean Algorithm
(Algorithm 2), which is applicable to any two elements in the right-Euclidean
domain Ry = Flby; 04].

The bivariate ring S = Ry[f; 09, d5], however, is not generally a Euclidean
domain. Instead, the goal is to construct the coefficients of U and V in (4.1)
directly. Thus, the aim is to identify a non-trivial solution with minimal degrees,

namely degy, (U) < k — 1 and deg,, (V) < m — 1. Consider

k—1

U(Qh 02) = Z uz(91)6’§
=0
m—1

V(01,600) = > v;(61)6),

J=0
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The equation U f = V¢ becomes:

(kiuieg) <zm: ajeg) = (nfq;ie;) <2k: bjeg). (4.2)

To equate coefficients, the products must first be expressed in the standard
basis {1,6,,...}. This involves applying the commutation rule ¢ = o5(c)bs.

Generally, 05c = 4(c)0s. The equation becomes:

k—1 m m—1 k

[igi+i _ [i] gi+i
E E uza; 0y = v;b; 05
=0 j=0 i=0 j=0

Comparing the coefficients of 65 for p = 0,...,m + k — 1 on both sides forms a

system of m + k homogeneous linear equations for the m + k unknown coefficients

ug, . .., Up_1 and vg,...,v,_1. This can be written as:
(wnd® — bl — g 0
0Gg" — Voby~ = (coeff of 63)
ango] + Ula[ou - ’Uob[lo] - U1b([)1] =0 (coeff of 63)
(4.3)
\quagz_l] — by =0 (coeff of gy tr=1)

For a non-trivial solution for the u; and v; to exist, the system’s coefficient matrix
must be singular. The matrix of this system is the o-Sylvester matrix, whose

determinant can be formulated as follows.

k—1 k—1 k—1
alf1l En_l] a([) ]
aL’i‘Z] aflj} a([)k_m
A0 A
Det(Sylve, (f,9)) =
m—1 m—1 m—1
bgc ] bLl | b([) ]
m—2 m—2 m—2
bL ] bLA] bg ]
0 0 0
bL] bLll bg]
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The entries of this matrix are univariate skew polynomials in #; from the non-
commutative ring Ry = F|[f;;01]. To evaluate this determinant, the Dieudonné

determinant is used, which requires embedding R, in its skew field of fractions

IC = }"(91;01).

4.1.2 The Skew Resultant

At an intuitive level, the skew resultant is defined to act as a precise algebraic
characterisation of elimination, mirroring its role in the commutative case; it is
an object whose vanishing provides a necessary and sufficient condition for two
skew polynomials f and g to share a non-trivial common right factor. However,
unlike the commutative resultant, which yields a unique scalar, the skew resultant
must accommodate the lack of commutativity in the coefficient domain. This is
achieved by employing the Dieudonné determinant of the o-Sylvester matrix.
While this determinant is defined only up to commutator factors, its property of
being zero or non-zero is invariant, thereby successfully encoding the common-
factor compatibility condition into the underlying coefficient skew field (modulo
commutators).

In the previous formulation, both derivations converge on the same condition:
the singularity of the o-Sylvester matrix. This is formalised by employing the

Dieudonné determinant.

Definition 4.1.2 (Resultant of Bivariate Skew Polynomials). Let f =
o ai(61)0y and g = Z§:0b~(01)0% be elements of the bivariate skew polyno-
mial ring S = (F|0y;01])[0a; 02, with coefficients a;(0y),b;(01) from Fl0y;04].

The resultant of f and g with respect to 0y, denoted Resg,(f, ), is defined over
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the skew field of fractions K = F(0y;01) as follows:

gitf |l gl g
052 f e I B
/ an a[rej_l cee e ag)]
R6892 (fa g) - |
5 m-1 m—1 m—1
05 g bL ] bgf_l o bg ]
9?_29 bmeQ] bz’rz;ﬂ L. o bgm,Q]
0 0 0
g R PR A0
where the i-th row (for i = 1,...,k) contains the coefficient sequence of the

multiplication 057 f. Similarly, the (k + j)-th row (for j = 1,...,m), contains

the coefficients of 9?_jg. For notational simplicity, it is convenient to write:

Res@Q(fa g) = Det(eg_lfv SR 02f’ f7 egl_lga s 7629a g) (44)

This definition extends concepts from [52] to the bivariate skew case using
the Dieudonné determinant which can be represented by a polynomial utilising
the fact that the Dieudonné determinant of a matrix with entries in F|[f;; ;] can
be represented as a polynomial in F[f;; 0] as established in Lemma 3.6.9 and
Theorem 3.6.10.

The computation of this Dieudonné determinant typically involves techniques
such as Gaussian elimination adapted for skew polynomial entries, as discussed
in Section 3.6.

Recall, the non-commutative multiplication is determined by the rules

01a = o1(a)f; and byc = 05(c)0s,
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which ensures the algebraic structure is respected correctly during the o-Sylvester
matrix construction where rows are left-multiplied by powers of 6,.

The primary distinction between this definition (Definition 4.1.2) and that
used in [52] is the focus on bivariate skew polynomials with two commuting inde-
terminates, a formulation particularly suited to the Ore algebra framework used
in this study. This represents a new combination that facilitates the elimination
of indeterminates in the general multivariate case (n > 1) and enables the use of

an operator evaluation map; a central theme of this research.

Remark 4.1.3. The vanishing of the resultant, Resy,(f,g) = 0, is both a nec-
essary and sufficient condition for the o-Sylvester matrix to be singular over IC.
This singularity, in turn, indicates the existence of non-trivial polynomials U and
V' such that Uf = Vg. Consequently, Resy,(f,g) =0 if and only if f and g share

a common right factor in S.

4.2 The Direct Resultant Algorithm

The direct method for computing the skew resultant, based on the principles
discussed above, which provides a constructive approach to elimination without
relying on indeterminate evaluation. To ensure clarity regarding the operational

logic of the subsequent algorithm, a conceptual overview is provided below.

Conceptual Overview

The algorithm proceeds in three distinct phases: matrix construction, unimodular

reduction, and determinant extraction.

1. Construction of the o-Sylvester Matrix: The process begins by lin-
earising the problem. The o-Sylvester matrix S associated with the input
polynomials f and g is constructed. As defined previously, the rows of S rep-
resent the coefficients of the polynomials 5 f and 0% g. Crucially, the entries

of this matrix lie within the univariate skew polynomial ring Ry = F|[f;; o4].
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This step translates the condition of a common right divisor in the bivariate

ring into a linear dependency problem over the coefficient ring R;.

2. Unimodular Triangularisation: The core of the algorithm is the trans-
formation of S into an upper triangular form 7. Unlike standard Gaussian
elimination over a field, which introduces fractions, this algorithm operates
over the ring R; (a Euclidean domain). To avoid the coefficient swell asso-
ciated with fraction arithmetic, unimodular row operations are employed.
For any two entries p and ¢ in a column, a specific linear combination is
computed that annihilates one of them. This is achieved by finding left an-
nihilators (u, v) such that up+wvq = 0, derived from the extended Euclidean
algorithm in Ry. These operations correspond to left-multiplication by uni-
modular matrices (matrices with invertible determinants in F), thereby

preserving the Dieudonné determinant of the system up to a unit factor.

3. Resultant Extraction: Once the matrix 7" is in upper triangular form, the
Dieudonné determinant is given by the product of the diagonal elements.
Due to the non-commutative nature of R;, the order of multiplication is
preserved as it appears on the diagonal (from top-left to bottom-right). The

resulting product R(f;) is the computed skew resultant.

The detailed procedural steps implementing this logic are outlined in Algo-

rithm 3.
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Algorithm 3: Direct Resultant Computation via Unimodular Triangu-

larisation

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

Input : Two bivariate skew polynomials f(6;,6) and g(61,0s)
belonging to the ring § = Fl[by; 01][0s; o).

Output: The resultant polynomial R(6;) = Resy,(f, g) belonging to the
coefficient ring Ry = Flfy; 04].

/* Step 1: Construct the o-Sylvester Matrix */
m = degy, (f); n :=degy,(9); N :==m +n
Build Sylvster matrix S := Sylvy, (f,g) € My(R1)
/* Rows 1,...,n are formed from coeffs. of Oy 'f ... ,00f */
/* Rows n+1,...,N are from coeffs. of 05 'g,... 099 */
T:=8
// Initialise the matrix T for triangularisation
/* Step 2: Triangularise T via unimodular row operations */
for j:=1to N —1// pivot column
do
if T} ; = 0 then swap row j with first k > j having 7}, ; # 0
for k:=j+1to N // eliminate below pivot
do
if T}, ; # 0 then
pi="Tj;; q:= Tk,
(u,v) := annihilators(p, q)
// up+vqg=0
for c:= 7 to N do
Tre=u-Tjc+v T,
end
end
end
end
The matrix 7' is now upper triangular
/* Step 3: Compute Resultant from Diagonal Product */
Let di := Ty (for k =1,..., N) be the diagonal entries of 7'

The resultant is the ordered non-commutative product:

R(el):dl*dg*"'*d]\[

where * denotes multiplication in the Ore ring R,
/* Step 4: Return result */
return R(6,)
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4.2.1 Resultant Degree and Commutator Factors

While the Dieudonné determinant, and thus the skew polynomial resultant de-
rived from it, is unique only up to multiplication by commutators, its degree as a
polynomial is well-defined. This was noted by Taelman [122|, who observed that
the degree map is zero on commutators, ensuring the invariance of the resultant’s
degree.

The involvement of commutator factors is an inherent feature of elimination
in non-commutative settings. This can be illustrated with a simple illustrative

system of two linear equations in an indeterminate 6 over a (skew) field:

a19+ao =0 (45>

b1¢9+b0 =0

where ag, aq, by, by € F and aq,b; # 0. For eliminating #, we can multiply these

equations by a; and —b; respectively to obtain polynomial expressions:

1. Elimination via the first equation yields the condition by — bya;‘ag = 0.

Left-multiplying by a; gives the expression:

RA = a1<b0 - blaflao) = CleO - alblaflao. (46)

2. Elimination via the second equation yields ag — albflbo = 0. Left-

multiplying by —b; gives the expression:

RB = —bl(ao - albl_lb0> = blalbflbo — bl(lo. (47)

The two expressions, R, and Rp, are not generally identical. However, they
are equivalent modulo commutators, as one can be shown to be a commutator
multiple of the other. Let ¢ = alblaflbfl be the commutator of a; and b;.

The equivalence can be demonstrated by manipulating the expression for R4 as
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follows:

Ry =aby — alblczl_lao
= aby — (ai1bya; by )biay  (inserting by 'b; = 1)
=a1by — ¢ biag
= c(c tayby — byag)
= c((byaib; tay Haiby — brag)
= c(bya by by — byag)

:C'RB.

Since R4 = c- Rp, their classes in the abelian group F* /[F*, F*] are equivalent,
as [c] = [1]. This example illustrates that the resultant condition is unique only
up to these commutator factors. The consistent definition of the resultant via
the Dieudonné determinant correctly handles these non-commutative aspects by
providing a single, canonical value in this quotient group.

From this viewpoint, a central difference between commutative and non-
commutative elimination is that a determinant, and hence a determinant-based
resultant, is no longer a well-defined scalar in the coefficient skew field, but only
well-defined up to multiplication by commutators. This commutator ambiguity is

precisely what is meant by a commutator factor.

Let D be a skew field and let D* denote its group of units. The commutator
subgroup is

[D*,D*] = (aba™*b™" : a,b € D*).

For matrices over D, the appropriate determinant is the Dieudonné determinant
dgt : GL,(D) — D*/[D*, D*],

whose value lies in the abelianised unit group.

This algebraic framework is crucial for understanding the properties of the
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resultant, particularly regarding its degree.

When stating degree formulae for skew resultants (and related scal-
ing/evaluation properties), the commutator factor explains why the resultant
is only canonical in D*/[D*, D*]; nevertheless, any degree/valuation extracted
from it is canonical because commutators have trivial degree. In particular, com-
mutator factors do not inflate the resultant degree, but they must be accounted
for to justify that the degree is independent of the chosen determinant represen-

tative or elimination sequence.

Example 4.2.1 (0-Sylvester Matrix Construction). Let f(0,6,) = As(6,)03 +
Ai(01)0y + Ao(01) and g(61,05) = By(61)05 + Bi(01)0s + By(6:), where
A;(01), B;(01) € FlO1;01]. Assume 0y = 0. Here m = 2,k = 2. The o-Sylvester

matriz Sylvy, (f, ) is a 4 x 4 matriz. The polynomials involved are 05 f, f, 029, g.

f == AQH% + A192 + AO
92f = 02<A2‘9% + A102 + Ao) = O'Q(AQ)Q% + 0'2(141)9% -+ UQ(AO)QQ
g = BQ@% -+ 3102 + BO

Oog = 92(32Q§ + B16y + By) = 02(32)93 + 02(31)93 + 02(By) s

The o-Sylvester matriz, with columns corresponding to coefficients of 03,03, 03,69,

18!

09(Ag) 09(A1) 09(Ag) O
0 Ay A Ao

SYIVGQ(fa g) =
09(By) 09(By) 09(Bg) 0

0 B, B, B,

The entries A;(61), Bj(601),02(A;(61)),02(B;(61)) are elements of F[6y; 04].

Example 4.2.2 (Direct Resultant Computation). Let F = C(t;) and consider

S = FlO1;01][02; 02], where o1 is complex conjugation on coefficients and oy is
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the identity on Flby;01]. Consider the polynomials:

f(@l, 92) = (tllel)eg + (tz + 1)

g(61,62) = (t2161)05 + ti

Here, m = 2,k = 1. The o-Sylvester matriz Sylvy,(f,g) is a 3 x 3 matriz
formed from the coefficients of f, Osg, and g. With Ay = t1i6,, Ag =ty + 1 and

By = ty101, By = t11, and noting o5 is the identity (c[i] =c):

AQ O Ao t1i91 0 t2+1
Sylve,(f,9) = | B Bl 0 | = | tih ti 0
0 B1 BO 0 tQigl tll

The Dieudonné determinant Det(Sylv) is computed. Following a Gaussian elim-
ination with oy(t9if) = (ta + 1)iby (when oy is shift on ty and o9(6;) = 6,

09(1) =i). That is oa(tei) = (t2 + 1)i and oo(t11) = tyi:

ti6, 0 fy+1

0 t2i91 tlZ

Performing row operations to triangularise (details omitted here but involve non-
commutative algebra carefully): Ry <> Ry: (sign change, or incorporate into

commutator class)

(t, +1)i0, ti 0
M, = t1i01 0 to+1

0 tglﬂl tll

R2 — RQ - (tllel)((tQ -+ 1)2.91)71]'%1 = R2 - tl(tQ + 1)71R1. For this to be

polynomial, coefficients must be carefully handled. Assume calculations lead to
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upper triangular T':

d1 (01) * *
T = 0 dg(el) *
0 0 ds(6)

Then Resy, (f,g) = [d1(61)do(61)ds5(61)]. The result, after correcting for the spe-
cific o1, 09 actions, is [(—t3 —t3 —t2)0? — 130,]. This example highlights that com-

putation involves careful application of Ore polynomial arithmetic over F(0y;01).

4.3 Properties of the Skew Polynomial Resultant

The skew resultant exhibits several essential properties analogous to the commu-

tative resultant, which are essential for its application in elimination theory.

4.3.1 Uniqueness of the Resultant

Let M be a square matrix, the Dieudonné determinant Det(M) over a skew field
D takes its value in the abelian group D* /[D*,D*] when M is invertible, and is
0 if M is singular. Consequently, the resultant Resy, (f, g) is uniquely defined as
a class in the corresponding quotient group, F(0y;01)* /[F(01;01)%, F(0y;01)%],
or as 0.

As established in Lemma 3.6.9 and Theorem 3.6.10, this class has a represen-
tative that is a polynomial belong to F[0;;0;]. While this polynomial represen-
tative differs from another only by a factor that is a unit commutator, its degree
is well-defined [122|. For many applications, any polynomial representative from
this equivalence class is sufficient, or a canonical representative (e.g., monic) can

be chosen.

4.3.1.1 Almost Commutative Rings

If S is an almost commutative ring (e.g. Fl01;04]...[0,;0,] where o; are such

that gr(S) is commutative, often F|fy,...,6,] with standard degree filtration)
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and gr(S) is a UFD, then the Dieudonné determinant Det(M) of a matrix M
with entries in § has a more canonical interpretation. If cigt(M ) is a polynomial
representative of Det(M) in S, its principal symbol G(CEth(M )) will be an element
in the commutative graded ring gr(S). Since multiplication in gr(S) is commuta-
tive, all choices of order for multiplying diagonal elements (from a triangular form
of M) will yield the same symbol 5((§evt(M )). This means that the "ambiguity"
due to commutators in S vanishes when passing to the principal symbols in gr(S).
Consequently, the resultant, when viewed in terms of its highest-degree compo-
nents or its image in gr(S), behaves such as a commutative resultant, providing
a well-defined value (e.g. for degree calculations or leading term analysis). This
is particularly useful when the properties of interest (such as common solutions
related to highest or lowest degree terms) can be derived from gr(S).

The situation regarding uniqueness and interpretation can simplify in certain
well-behaved non-commutative rings. If gr(S) is a commutative UFD, then prop-
erties of the Dieudonné determinant, and thus the resultant, can be related to
determinant computations in this simpler graded ring. For example, if &evt(M ) is
the Dieudonné determinant, its leading term or symbol 5(cﬂe/t(M )) in gr(8) corre-
spond to a standard commutative determinant, making analysis more tractable.
The well-definedness of the resultant and its degree can often be clearly estab-

lished in such structured rings.

4.3.1.2 Hermite Form

The Hermite Normal Form (HNF) offers two significant advantages: firstly, it pro-
vides a unique canonical representation for the row space of the original matrix;
secondly, it can be computed efficiently for many important classes of rings [64].
The uniqueness property is particularly valuable in the context of skew resultants.
While the Dieudonné determinant (and thus the resultant polynomial computed
from it) is inherently defined modulo commutators, transforming the o-Sylvester

matrix (or related matrices in its computation) to its Hermite form can lead to
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uniquely defined diagonal entries. If the resultant is derived from these unique
monic diagonal entries, the Hermite form can aid in selecting a canonical poly-
nomial representative for the resultant class.

In summary, the Hermite Normal Form contributes to defining a canonical re-
sultant representative by providing a deterministic triangulation of the Sylvester
matrix. Since unimodular (elementary) row operations preserve the Dieudonné
determinant class, and the HNF is unique for a given matrix under a fixed nor-
malisation convention, the product of the diagonal entries of the HNF yields a
canonical and reproducible scalar representative of the skew resultant. By this
way, the HNF removes the ambiguity arising from elimination order and effec-
tively fixes a specific representative within the commutator class inherent in the

determinant’s definition.

4.3.2 Operator Elimination

Many families of special functions and orthogonal polynomials satisfy systems
of linear functional equations involving multiple distinct operators, such as dif-
ferential and shift operators. While these mixed relations fully characterise the
function, it is often advantageous to decouple the system to isolate the behaviour
with respect to a single operator type. For instance, one may wish to derive a pure
differential equation or a pure recurrence relation from a set of mixed differential-
difference equations. Operator elimination provides the algebraic mechanism to
achieve this. By systematically eliminating specific indeterminates from a sys-
tem of Ore polynomials, one can uncover these implicit pure relations, thereby
transforming a complex mixed system into a more tractable form.

This subsection presents a systematic procedure for reducing such a system of
operators. Selected indeterminates (irrelevant to the task at hand) are eliminated,
while those of interest are retained. The technique is illustrated using classical

parametric families such as the Chebyshev and Legendre polynomials [4].
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Example 4.3.1. The Chebyshev polynomials of the first kind are given by

Tult) = L"fj (;2) (£ = 1)hen =,

k=0

where t is the main variable and n, k are parameters. They satisfy

(1= )T (t) = (n+ DT, 4 (1) + (n+ 1T, (t) = 0,
Tn+2(t) — 2tTh 1 <t> + Tn(t) =0,

(1 —tHTY(t) — tTo(t) + n*T,(t) = 0.

These relations translate naturally into differential (D;) and shift (S,,) opera-
tors in an Ore algebra such as Q[n, t][Dy; 1, Dy][Sy; 0p, 0], where D,(T,,) = T}, and
Sn(Tn) - Tn+1.

(i) Mixed differential-shift operator

(1 —t*)D,S,, — (n+ 1)tS, — (n+ 1),

(ii) Pure shift operator
Sy —2tS, + 1,

(iii) Pure differential operator

(1 —t)Di —tD, +n>.

Consider the system consisting of (i) and (ii):

F=0—-t)D,S, — (n+1)tS, — (n+1),
(4.8)
G=282-2t5, + 1.

Eliminating S,, from F' and G recovers relation (iii). Conversely, eliminating D;

from (i) and (iii) yields a pure S, relation.
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Other orthogonal polynomials behave similarly. For instance, the Legendre

polynomials
1 < /n)°
P _ -1 n—k 1 k
(0 =53 (1) -0t

satisfy

(1—t)Dy+ (n+1)S, — (n+ 1)t =0,
(n+2)S2 — (2n 4+ 3)tS, + (n+1) =0,

(t* = 1)Di + 2tD; —n(n + 1) = 0.

Further examples, such as the binomial coefficient identities explored in Exam-
ple 4.3.5, also involve multiple parameters and operator types. For more details
on such special functions, see for example [4].

A method for simplifying an operator system by eliminating specified inde-
terminates is therefore highly advantageous. The resultant serves as a powerful
tool for this purpose. The following sections will establish a key theorem, with
its proof, demonstrating that the resultant of an operator system annihilates any
common solution of that system.

Before stating and proving this main theorem, it is necessary to establish a
foundational property that connects the resultant to the original polynomials.

In the commutative setting, this property is the well-known Bézout-style iden-
tity, wherein the resultant can be expressed as a linear combination of the input
polynomials, with polynomial coefficients. Conventional proofs of this identity
(e.g. [2, 106]) rely on matrix representations and the use of Cramer’s rule. How-
ever, this approach is not directly applicable in the present context, since the

Dieudonné determinant does not, in general, admit cofactor expansion. For ex-

(¢ 0

over a skew field. A standard cofactor expansion yields ad — bc, whereas the

ample, consider a 2 X 2 matrix
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Dieudonné determinant is given by ad — aca™'b; the two expressions are generally
distinct. An alternative approach, namely the permutation-based definition of the
determinant, is also inadequate as the non-commutative nature of multiplication
makes the order of terms in permutation products ambiguous.

Instead, a method adapted from [40, Proposition 5, p. 164| is used. Although
originally developed for the commutative case, this approach does not rely on
cofactor expansions or permutation arguments. Rather, it uses a specific ma-
trix identity in conjunction with a non-commutative version of Cramer’s rule to
equate coefficients. With appropriate modifications, the method extends to the
non-commutative setting, where computations must account for the ring’s com-
mutation rules and respect the properties of the Dieudonné determinant, namely
its definition modulo commutators and its representability as a polynomial, as
established in Lemma 3.6.9. This adaptation demonstrated in the proof of the

following proposition.

Proposition 4.3.2. Let f = Y 7" a;(61)05 and g = Z?:o b;(01)05 be bivariate
skew polynomials in S = F|01;01][02; 05], of respective degrees m,k > 0 in 0.

Then there exist polynomials p,q € S with coefficients in F[0y; 1] such that

pf +qg = Resg,(f,9). (4.9)

Proof. The proof begins by aiming to find polynomials P = Zf:ol pi(6,)05 and

Q= 237:01 q;(01)05 that satisfy the identity
Pf+Qg=1. (4.10)

Expanding this equation and collecting terms by powers of , (from 69 to 95+ 1)

leads to a system of m + k linear equations for the m + k& unknown coefficients
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pi(61) and ¢;(6;). Letting cll = o3(c), this system has the form:

pk—laiﬁil] +C]m—1b/[1€mil] = 07

pk—la'yjl:ll] +pk—2ay’€1_2] +qm—1b£cWiIl] +Qm—2b£em_2} == 07

D1 a([)” +poa[10] +aq bg] +C]0b[10] =0,

poagﬂ%—qobgo} =1.

This system can be written in matrix form as:

i Gl
aLlifﬂ L a[1k:72] agcfﬂ
( L 0
Prk—-1, =5 Poy 9m—1, """ qO) :<07
m—1 m—1 m—1
o )
bgﬁm—2] L b[lm—Q] b[[)m—Z]
b[o] b([)o]

or simply

(pk—la <v+5 Pos Gm-1, .-, QO)M:<07 R 07 1)7

where M is the (m + k) x (m + k) o-Sylvester matrix of f and g. The Dieudonné
determinant of M is, by definition, the resultant Resy,(f, g).
Assuming Resy, (f, g) # 0, the o-Sylvester matrix M is invertible over the skew

field F(0;04,), and a non-commutative version of Cramer’s rule can be applied.
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For instance, the coefficient ¢, is given by an expression of the form:

JE ag“*”
ay:L—Z] a([)k—Q]
A
o RQSQQ (f’ g) = Det b[mfl] b[m—l]
k 0
1 1
bl i1
0 0 1

that is

first m +k — 1 rows of M
qo - Resy, (f, g) = Det : (4.11)

By Lemma 3.6.9, the determinant on the right-hand side, Det(M,, ), can be rep-
resented by a polynomial, which we denote Qq(0;) € F[fy;01]. Since Dieudonné
determinants commute, we can write ¢y = (Resy,(f,9))™" - Qo- In general, for

each ¢ and j:

pi = (Resg,(f,9))™" - Fi(6h) and gq; = (Resy,(f,9)) ™" - Q;(61),

for some polynomials P;, Q; € Flb;;0y].
Let the polynomials P,.,, Q,.; € S be defined by P,., = Zf:ol P0i and Q. =
Z;ZOI Q]H%. Then the original solution polynomials P and @ can be expressed

as:

P = (Reseg(fa g)>71 : Pres and Q = (ReSGQ<f7 g))il ’ Qres-

Substituting these expressions back into Equation (4.10) and clearing the denom-
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inator by left-multiplying by Resy,(f,g) yields the desired identity:

Presf + Qresg = Res@z(f? g)

Renaming P,., and Q,., as p and ¢ completes the proof. O
Before proceeding to the main theorem in this section, the definition of an

annihilating ideal is recalled.

Definition 4.3.3. Let V be an algebra of functions and let u € V. Let S be a
ring of operators acting on V. The annihilating ideal of u in S, denoted Ann(u),

consists of all operators f € S that annihilate u:

Amn(u) ={f eS| f-u=0} (4.12)

Now the main theorem can be proved which states that the resultant of a
system of operators belongs to the annihilating ideal of any common solution of

the system.

Theorem 4.3.4. The resultant of a system of two bivariate skew polynomial

operators annihilates any common solution of the system.

Proof. Let r = Resy,(f, g) be the resultant of two operators f,g € S. Proposi-

tion 4.3.2 ensures the existence of operators p,q € § such that

pf+ag=r. (4.13)

Let u be a common solution of the system, such that f-u =0 and g-u = 0.
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Applying the operator identity (4.13) to u yields:

r-u=(pf+qg)-u
= (pf)-u+(gg)-u
=0+0 (since fru=0andg-u=0)

=0.

Therefore, r = Resy,(f, g) belongs to Ann(u). O

The following example illustrates the theorem.

Example 4.3.5. Consider the binomial coefficient C(n, k) = (Z), which satis-

fies both Pascal’s identity and a contiguous relation:

(Zi D - (ki1) - (Z) =0, (4.14)
. 1)(kj:1) —(n—k) (Z) = 0. (4.15)

These relations can be reformulated using shift operators S, and Sy, where
S, C(n, k) =C(n+1,k) and Sy - C(n, k) = C(n, k + 1),
to form the operator system:

F = 5,5, —S,—1,
(4.16)
To derive a new relation involving only S,,, the resultant can be used to elim-
inate Sy,. For this purpose, the system is interpreted as formed by bivariate skew
polynomials in Q(n, k)[0y; 01][02; 02], where the indeterminates 0; and 5 corre-

spond to the operators S,, and Sy, respectively. Here, oy denotes the shift operator

with respect to n, and oo with respect to k. The system then becomes:
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f= (=10 -1,
g = (k+1)0y— (n—k).

(4.17)

Note that degy,(f) = 1 and degy,(g9) = 1. The computation of Resg,(f, )

using the Dieudonné determinant of the 2 x 2 o-Sylvester matrix yields:

0, —1 -1
R6892<f, g) = Det
E+1 —(n—k)

Applying elementary row operations, the determinant can be rewritten as:

kE+1 —(n—k)
= Det
0 (k+1) Y0, —1D(n—Fk)—1

= k+D)((k+1)" (0 —1)(n—Fk)—1)
= 0—1)(n—k) —(k+1)

= On—06ik—n—1

= o1(n)0 — o (k) —n —1

= (n+1)0 —k0—n—1

= (n—k+1)0 — (n+1). (4.18)

By Theorem 4.53.4, this resultant must annihilate (Z) Translating back into

operator notation gives the relation:
(n—k+1)S,—(n+1), (4.19)
which is a pure S,-based operator that annihilates C(n, k). Its correctness can be

directly verified by applying it to the binomial coefficient (Z)

Thus far, the discussion has focused primarily on the bivariate case. Extend-

ing this framework to the trivariate (and ultimately to the general multivariate)
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setting introduces substantial complications. In particular, the corresponding
coefficient matrix would involve entries that are polynomials in two or more in-
determinates. This new coefficient ring is no longer a Euclidean domain (nor
a Principal Ideal Domain), which is the necessary property for the direct tri-
angularisation method. As a result, the direct method outlined above becomes
inapplicable.

To address this challenge, an alternative (and more efficient) approach is intro-
duced, based on a suitable non-commutative evaluation and interpolation tech-

nique. This method will be developed in detail in the next chapter.

Chapter Summary

This chapter establishes a structured elimination theory for bivariate skew (Ore)
polynomial systems. Building on classical resultant theory, it overcomes the chal-
lenges inherent in non-commutative algebra (such as the lack of a unique determi-
nant and the failure of standard Bézout-style identities) by defining an effective
skew resultant in Ore algebra. The primary goal is to develop a foundational
tool for both theoretical analysis and practical applications, including operator
identities and cryptographic constructions.

The skew resultant Resy,(f,g) is formally defined as the Dieudonné deter-
minant of the o-Sylvester matrix associated with two polynomials f(6y,6;) and
g(01,05) from an iterated Ore ring. The construction of this matrix is motivated
by two equivalent algebraic conditions; the existence of a non-trivial Bézout-like
relation (Pf + Qg = 0) and that of a least common left multiple (Uf = Vg).
Although the computation occurs over the skew field of fractions F(6;0,), the
resultant is shown to be representable as a polynomial in F[6;; 0], a key property
that makes it both adaptable and useful for practical applications.

To compute this resultant directly, Algorithm 3 is presented. This method
generalises Gaussian elimination, triangularising the o-Sylvester matrix via uni-

modular row operations within the non-commutative ring of coefficients. The
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resultant is then the product of the diagonal entries. Further structural proper-
ties are also explored; for instance, in almost-commutative rings, the resultant’s
leading symbol behaves like a classical commutative resultant, and canonical rep-
resentatives can be obtained via Hermite forms.

Crucially, the resultant is established as a valid elimination tool. A non-
commutative analogue of the Bézout identity pf + qg = Resy,(f,g) is proven
(Proposition 4.3.2), which directly implies the main theoretical result (Theo-
rem 4.3.4); the resultant annihilates any common solution of an operator system.
The practical significance of this result is confirmed through its application to
operator identities for Chebyshev polynomials and binomial coefficients (Exam-
ple 4.3.5). However, the direct triangularisation approach becomes computation-
ally infeasible for systems with three or more indeterminates. This limitation
motivates the development of the more scalable evaluation-interpolation frame-
work presented in the subsequent chapter.

Ultimately, this chapter provides a self-contained theoretical and algorithmic
foundation for bivariate skew resultants, establishing their crucial properties as
elimination tools. This work serves as the necessary algebraic foundation for the

advanced computational methods and novel cryptographic applications.
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Chapter 5

Efficient Computation of Skew
Polynomial Resultants via

Evaluation and Interpolation

While the preceding chapter laid the theoretical groundwork for skew polyno-
mial resultants, their direct computation via the Dieudonné determinant of large
o-Sylvester matrices can be computationally prohibitive, particularly as the de-
grees of the input polynomials grow. This chapter, therefore, develops an alter-
native and more computationally efficient methodology based on an evaluation-
interpolation framework.

This modular strategy works by reducing a bivariate problem into multiple,
simpler univariate instances. Specifically, this is achieved by evaluating (via op-
erator evaluation) one of the indeterminates at a sequence of distinct points.
The resultants of these univariate instances, which lie in the base field, are then
computed. Finally, the bivariate resultant is reconstructed from these scalar re-
sultants using a suitable interpolation technique.

The sections that follow detail the theoretical foundation for non-commutative
evaluation and interpolation in this setting, address the specific challenges en-

countered in Ore polynomial rings, present the complete algorithm, and demon-

102



5. Efficient Computation of Skew Polynomial Resultants via Evaluation and
Interpolation

strate its effectiveness through illustrative examples.

5.1 Efficient Computation via Evaluation and In-
terpolation

This section presents an alternative method for computing the resultant of ma-
trices with skew polynomial entries, based on evaluation and interpolation tech-
niques. The approach proceeds by first identifying a suitable evaluation map
from the various non-commutative formulations available. A key theorem is then
stated, establishing the connection between bivariate resultants and evaluation
maps, and its essential role in the elimination process is highlighted. As a conse-
quence, an evaluation—interpolation method is introduced that extends the com-
mutative case developed in [112].

Both the evaluation and interpolation stages introduce significant challenges.
These arises from the fundamental differences between evaluation maps in the
skew and commutative settings, as well as from the requirement to preserve the
non-commutative product rule during computations. In the commutative case,
as demonstrated in methods such as [112], input polynomials can be evaluated at
scalar values, and the computations remain consistent throughout. In contrast,
applying scalar evaluation directly to skew polynomials may lead to inconsisten-
cies.

For instance, consider the operator expression 8¢, where 6 denotes the differ-
ential operator D with respect to the variable . This expression is equivalent to
t0 + 1 (due to the operator commutation rule Du = uD + %4u). If one attempts
to evaluate t6 41 by naively substituting a scalar value for 0, say 8 = 2, results in
t(2) + 1 = 2t + 1. However, applying the same naive substitution to the original
expression 0t yields 2¢t. The discrepancy between 2t + 1 and 2t illustrates that

simple scalar substitution is not a valid ring homomorphism and fails to preserve
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the underlying algebraic structure in this non-commutative case.

This inconsistency highlights the importance of selecting a valid evaluation
map from among the various formulations proposed in the literature, such as
the remainder theorem [32], the product formula (|32], [Lemma 8.6.4]), operator
evaluation [10], and the recursive relation framework ([87], [§2]). The choice of
evaluation map is critical and must be made with due regard to the specific alge-

braic context under consideration, as discussed in the remainder of this section.

Summary and Conceptual Flow
The main ideas of this section can be summarised as follows.

e The direct Dieudonné-determinant approach to skew resultants is concep-
tually natural but computationally expensive, since it operates on large

o-Sylvester matrices with entries in a skew polynomial ring.

e The evaluation—interpolation strategy reduces this cost by converting a sin-
gle bivariate elimination problem into a family of simpler univariate (or
scalar) problems obtained by evaluating one indeterminate at carefully cho-

sen operator or scalar points.

e In the skew setting, naive scalar substitution does not define a ring homo-
morphism and can destroy the non-commutative product rule. A central
task of this section is therefore to select an evaluation map that is compati-
ble with the Ore structure (e.g. operator evaluation or related constructions

in the literature).

e Once a valid evaluation map is fixed, each evaluation instance yields a
smaller resultant computation (typically over the base field or a simpler skew
ring). These scalar or univariate resultants are then used as interpolation

data to reconstruct the original bivariate skew resultant.

e The correctness of this procedure relies on a key theorem linking the van-

ishing behaviour of the evaluated resultants to the vanishing of the original
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skew resultant, thereby ensuring that elimination is preserved under evalu-

ation and interpolation.

The overall workflow of the method can be viewed schematically as:

Workflow of the Evaluation-Interpolation Method for Skew Resultants

Bivariate Skew

Polynomials f,g € S

] Challenge: Naive scalar
Choose points

substitution fails. Must

Non-commutative
e use operator evaluation

Operator Evaluation
to preserve ring homo-

Map to F

morphisms.

Compute Univari-
ate Resultants

(Scalar Values)

Set of values

Skew Interpolation

Recover Result

Resultant

R(6)) € Flo]

Figure 5.1: Processing pathway for the evaluation-interpolation method.

This summary is intended to provide a conceptual guide through the technical
details that follow: the subsequent subsections develop the precise evaluation
maps, state and prove the key linking theorem, and formalise the interpolation

procedure into an explicit algorithm.
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5.1.1 Skew Polynomial Evaluation

A key distinction between evaluation in commutative and non-commutative rings
lies in the fact that, in the latter, evaluation maps are not generally ring homomor-
phisms and therefore do not preserve multiplicative structure, as demonstrated
in the preceding example. In this study, a ring homomorphic evaluation map
is pursued, one that preserves the algebraic structure required for the proposed
computational methods.

Since the elements of Ore polynomial rings can be naturally interpreted as op-
erators, it is intuitive to consider an evaluation map that operates on such entities.
A particularly suitable choice is to evaluate at one of the ring’s automorphisms,
such as o7 or gy, especially when the chosen map is known to act as a ring homo-
morphism, an essential property for the evaluation process to maintain algebraic
consistency. Accordingly, the operator evaluation framework from [10] is adapted
here, with refinements introduced to accommodate the bivariate setting.

In addition to structural benefits, operator evaluation techniques can also en-
hance the computational efficiency of polynomial multiplication during the com-
putation of resultants, as evidenced by studies such as [22, 63]. The approach
adopted here differs slightly: one of the automorphisms, namely oy, is interpreted
as an element of an appropriately extended base field. For convenience, the no-
tation F is introduced to denote the field of rational functions in the operator
variable, for instance, F (o1, 0). This formalism offers a convenient setting for the
elimination techniques developed herein.

The following definition formalises the concept of operator evaluation in the

bivariate skew polynomial setting.

Definition 5.1.1 (Also see [113|). Let F[fy;01][02;04] denote a bivariate skew
polynomial ring. This ring may be viewed as S = E[by;01], where the coefficient

ring is E = Flby;00]. For any polynomial f = > " ;0% with o; € E, the
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evaluation map evaly, »,)(f) is defined as

[01;0'1] — F

Za91 — f(02,01) Zaal

evalg, o)

The map evalg,.,,) satisfies the homomorphism property, a critical aspect

confirmed in the following result.
Lemma 5.1.2 (Also see [113]). The map eval(g, ) is a ring homomorphism.

Proof. Let f = Y " ja;6f and g = > 3,6} be two polynomials in the
skew-polynomial ring § = (F[fy; 0])[01; 01], where the coefficients oy, 8; are in
Fl0o; 04].

The homomorphism property holds for addition and the multiplicative iden-
tity. To show it preserves multiplication, recall that the product fg in S is given

by fg=72>_; oot (Bj)Hiﬂ . Applying the evaluation map yields:

evali,-o,)(f9) = evalo,.,) (Z >l (5j)9§+j)

i=0 j=0

= 22&101 ﬁ] H_j

1=0 75=0

“(350e1) (5

= eval(g,o,)(f)evalg,.o,)(g).

O
The evaluation map can also be extended to the abelianised multiplicative
group of a skew field (i.e. the multiplicative group modulo its commutator sub-

group) as defined below.

Definition 5.1.3 (Also see [113]). Let F(6;0) be a skew field, and let F*(6;0)

denote its multiplicative group. The modular evaluation map evaly_ is defined
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on the abelianised group as follows:

evalg, FX(0;0)[F*(0;0), F*(0;0)] = F*/[F*, FX]
f=g1'h mod Cw~ f(c) = (g(c))"'h(c) mod C', given g(c) # 0.

In particular, if f =37 a;0" is an Ore polynomial, then

evalgoy: [ = Zalﬂi mod C — f(o) = Zaiai mod (',
=0

=0
where C = [F*(0;0), F*(0;0)] and C' = [F*, F¥].
Remark 5.1.4. Throughout this study, the evaluation map eval is, by default,
understood to be the modular evaluation defined in Definition 5.1.3 when the
argument lies in a quotient modulo commutators.

Summary of Key Ideas

e In skew (Ore) polynomial rings, naive scalar substitution is not a ring ho-
momorphism and does not in general preserve products. This contrasts

with the commutative case and can lead to inconsistent evaluations.

e For the purposes of resultant computation, it is therefore essential to
work with a ring-homomorphic evaluation map that respects the non-

commutative multiplication rules.

e The chosen approach interprets skew polynomials as operators and eval-
uates them at a ring automorphism (here o), viewed as an element of a

suitably extended base field F of rational functions in the operator variable.

e Definition 5.1.1 introduces the operator evaluation map
evalg, o) : Elb1;01] — E,

which sends 6! to ¢! and is adapted to the bivariate skew setting E =
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FlOy; o).

e Lemma 5.1.2 establishes that this map is a ring homomorphism, ensuring
that products of skew polynomials are evaluated consistently. This homo-
morphic property is crucial for transporting multiplicative information (e.g.

determinant factors) to the evaluation domain.

e Definition 5.1.3 extends the evaluation map to the abelianised multiplica-
tive group of the skew field. This extension is the mechanism by which
Dieudonné determinants of matrices with skew polynomial entries can be

evaluated in a way compatible with the non-commutative structure.

e Remark 5.1.4 specifies that, whenever elements are considered modulo com-
mutators, the default convention is to interpret eval as the modular evalua-

tion of Definition 5.1.3, thereby fixing a consistent usage for later chapters.

e Together, these constructions provide the algebraic foundation required
for the evaluation—interpolation framework developed later in this chap-
ter, where skew resultants are computed by evaluating at operator points

and reconstructing via interpolation.
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Operator Evaluation in the Skew Polynomial Setting

Bivariate skew

polynomials

S = (Flbs; 02)) 053]

Choose opera-

tor evaluation

at automorphism o .
Key point: evalg, o) is a

i
|
|
| ring homomorphism, so
Apply h hi : iplicati i
PPy NOMOMOIphiC map ! multiplicative structure is

reserved and Dieudonné

evalg, o) : El01;04] = E

P
determinants can be eval-

. . uated consistently.
Use evaluated images in Y

resultant and determinant

computations

Figure 5.2: Processing pathway for operator evaluation in the skew polynomial
setting.

Lemma 5.1.5 (Also see [113]). The evaluation map evalg.,y as in Definition 5.1.3
is well-defined.

Proof. Let C = [F*(#;0), F*(6;0)] and C' = [F*,F*]. The codomain of the
map evalg,) is the quotient group FX /C', which is abelian. The proof follows
from the universal property of abelianization, as illustrated in the commutative
diagram of Figure 5.3.

In the diagram, 7 is the canonical projection onto the abelianization, and

©(6-0) 18 an auxiliary homomorphism defined as:
Poo): [ flo) (mod (), YfeF*(0;0).
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~ P (-0 ~
F(0;0) —L B/

eval(g_(,)
F*(0;0)/C

Figure 5.3: Universal property of abelianization.

Since the codomain of ., is abelian, its kernel must contain the commutator
subgroup of the domain, so ker(r) = C < ker(¢(.,)). The universal property
guarantees that ¢y factors through 7, such that ¢.,) = evalg.) o 7.

To demonstrate that eval(y.,) is well-defined, suppose two elements represent
the same coset, i.e. f mod C = g mod C. This implies that fg=! € C. Since C C
ker(¢(g.)), it follows that ¢p.)(fg~"') = 1, which means @p.0)(f) = ©6-0)(9)-

From the factorisation, this gives:

(evalig.qy o m)(f) = (evalg.s) o T)(g)-

This is equivalent to eval(g.,)(f mod C) = eval(y.,)(g mod C), which confirms the
map is well-defined because its value is independent of the choice of representative
for the coset. O

The central result of this section, which describes how the resultant behaves

under the evaluation map, is now stated.

Theorem 5.1.6 (Also see [113]). Let S = Fl0y;0][0;05]. For any polyno-

mials f,g € S, if the degrees in Oy are preserved under evaluation (i.e. if

deg@g(f) = deg02 (eva1(¢91—01)(f)) and deg02 (g) = deg92 (eval(91—a1)(g))) then the fOl-

lowing identity holds:

eval(Ql—Ul)(ReSG2 (f7 g)) = ReSGQ (eval(91—a1)(f)v eva1(91—01)(g))' (51)

Proof. The argument follows from the definition of the resultant and the prop-

erties of the ring homomorphism evalp,.,,). Let Sylvy (f,g) denote the k x k
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o-Sylvester matrix.

eval(91—01) (R’6892 (fa g)) = eva’l(el-Ul) (Det(SYIVGQ <f7 g)))

= eval(g,_,)(Det(diag(dy, - - - ,di))), by Remark 3.6.3

k
= eval(gl_gl)(H d; mod C)

i=1

I
=

eval(g,-o,)(d;) mod C', as in Definition 5.1.3
1

<.
I

Det(diag(eval(g,o,)(d1), - -, evalg,.)(di)))
= Det(eval(y,.,,) ® diag(dy, - -+, dy))

= Det(eval(g,.,) ® Sylvy, (f, 9))

= Det(Sylvy, (evalg,o,)(f). eval@g,»,)(9)))

= Resez (eva‘]'(al—a‘l) (f)J eval(()l-m) (g>)

O

Note that the final two steps of the proof are valid due to the theorem’s explicit
condition that the polynomial degrees are preserved under evaluation.

Theorem 5.1.6 states that evaluating the resultant is equivalent to computing

the resultant of the evaluations. In particular, for any a € F, one has

evalig, ) (Resg,(f, g))(a) = Resg, (evalg, o,)(f), evalg, +,)(9))(a). (5.2)

Here, the left-hand side corresponds to evaluating the resultant computed directly
from f and g, whereas the right-hand side is obtained by computing the resultant
after evaluating the polynomials themselves. This equivalence enables a reduction
to simpler resultant computations over the base ring, which are generally more

efficient.

Remark 5.1.7. An advantage of employing the Dieudonné determinant in The-
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orem 5.1.6 is that the resultant computation reduces to determining a triangular
matriz. In the direct method on the left-hand side of Equation (5.2), the diagonal
entries are polynomials d(61). On the right-hand side, their evaluated images

d;(o1) may be composed to yield

Resiyy (evalg, ) (), evalg, o) (9))(a) = ([T i) ) (@)

= (di(01)da(01) - - - di(01))(a)
= di(d5(- - - di(a))), (5.3)

where df = d;(oy) for alli=1,... k.

The evaluation—interpolation framework thus enables the elimination of vari-
ables in multivariate skew polynomial systems, a task that is otherwise difficult
to carry out directly. Moreover, such techniques are known to yield significant
asymptotic improvements in the commutative setting [112], and similar speedups
have been observed in skew polynomial arithmetic over finite fields |22, 63|. An
analogous improvement is therefore expected in this context. While the approach
offers clear efficiency advantages, several challenges must be addressed. The next
section outlines the key procedural steps and identifies the associated technical

obstacles.

5.1.2 Efficiency Steps and Challenges Encountered

The efficiency of this method is achieved by decomposing the computation into

three principal stages, as established by Theorem 5.1.6:

(i) Ewaluation: Select distinct values a; (i = 1,...,k), and perform operator
evaluation of the polynomials f and g at each a; with respect to the in-
determinate 6;. This produces a sequence of univariate instances whose

coefficients lie in a simplified domain.
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(i)

(iii)

Partial Resultants: Compute the univariate resultants of the evaluated poly-

nomials with respect to 6,.

Interpolation: Reconstruct the full bivariate resultant of f and g from the
computed partial resultants using an appropriate non-commutative inter-

polation technique.

When these steps are applied to skew polynomials, several challenges arise

that are not present in the commutative setting:

(i)

(i)

(i)

Fvaluation Points: Given the variety of available evaluation maps, the re-
sult of a chosen evaluation, such as operator evaluation at o; followed by
substitution at a value a, may not align with the expectations of standard
interpolation methods (e.g., Lagrange or Newton interpolation). A compat-
ible interpolation method must therefore be employed, suited to the specific

evaluation scheme used.

Validity of the Fwvaluation Map: 1t is essential that the evaluation map
preserves ring structure (i.e. it must be a ring homomorphism) to ensure

consistency and correctness throughout the evaluation process.

Distinct Conjugacy Classes: For evaluation and interpolation to yield cor-
rect results, all chosen evaluation points must lie in pairwise distinct con-
jugacy classes under the action of the relevant automorphism. This can
typically be ensured by selecting primitive elements from a suitable field

extension.

Unlucky Fvaluations: An evaluation point is termed unlucky if it causes the
leading coefficient of a polynomial to vanish, thereby lowering the degree of
the evaluated polynomial. Such points must be detected and excluded in

order to preserve the structural properties required for interpolation.

Insufficient Evaluation Points: If the base field does not provide a sufficient

number of valid evaluation points (specifically, points that are both lucky
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and from distinct conjugacy classes) it becomes necessary to extend the do-

main by adjoining additional elements from an appropriate field extension.

The subsequent sections examine these issues in greater depth and provide

illustrative examples that demonstrate how they may be addressed in practice.

5.1.3 Skew Polynomial Interpolation

This section outlines the interpolation stage of the algorithm, which is formulated
with respect to a normal basis. The first subsection introduces the necessary def-
initions and notational conventions. This is followed by a detailed explanation of
the process used to compute the resultant of bivariate skew polynomials through
evaluation and interpolation, including techniques for addressing the inherent
challenges of this approach. An illustrative example is then provided to demon-

strate the methodology in practice.

5.1.3.1 Galois Theory (Finite and Infinite Field Extensions)

To ensure clarity in the discussion that follows, this subsection recalls key defi-
nitions and notational conventions from Galois theory that are used throughout
the study.

A field F is said to be a field extension of a field K if K C F, denoted F/K.
Unless otherwise specified, it is assumed that F is always a field extension of
KC. A particular case studied in Subsection 5.1.3.3 concerns K = Q, the field of
rational numbers, and F = C, the field of complex numbers, or a subfield thereof.

Let X be a subset of F; then K(X) denotes the smallest subfield of F con-
taining both K and X. An extension F /K is said to be finitely generated if there
exists a finite set X C F such that F = IC(X). Furthermore, the extension is
simple if there exists a single element o € F such that F = IC(«). In this case,
one often writes K(a) instead of IC({a}).

An element a € F is said to be algebraic over K if there exists a non-zero

polynomial m, over K such that m,(a) = 0. The minimal polynomial of an

115



5. Efficient Computation of Skew Polynomial Resultants via Evaluation and
Interpolation

algebraic element o € F over K is the unique monic irreducible polynomial m,,
over K satisfying m, () = 0, and such that m,, divides any other polynomial over
KC having « as a root. That is, m, has minimal degree among such polynomials.

Viewing F as a vector space over K, the degree of the extension F /K is the
dimension of this vector space and is denoted by [F : K]|. The extension is said
to be finite or finite-dimensional if [F : K] < oo, in which case the dimension is
also denoted dimy(F).

Now consider the finite extension IC(«)/K for an algebraic element « over K,

defined by

F=K(a) = {iaiai:aiEK}, (5.4)

i=0
where r = deg(m,,) for some minimal polynomial m, over K. This set forms a
finite-dimensional vector space over K with basis {1,a,a?, ..., a 1}

Let o be an automorphism of F that fixes K (i.e. a K-automorphism). Such

a map satisfies

r—1 r—1

o (Z aiai) = Z a;o(a).

i=0 i=0
It follows that o is completely determined by the image o(«), which must itself
be a root of m,. This leads to a one-to-one correspondence between the K-
automorphisms of K(«) and the roots of m,, since each automorphism maps «
to another root of the same minimal polynomial. Moreover, this correspondence
induces an isomorphism between IC(«) and K(o(a)).

A monic irreducible polynomial over K is said to be separable if it has no
repeated roots in any extension of K (that is all its roots are distinct). An
extension F /K is called separable if every element o € F has a separable minimal
polynomial over K. The well-known primitive element theorem states that every
separable finite extension is simple.

An extension F/K is said to be normal if every irreducible polynomial over
having at least one root in F splits completely over F. A finite extension F /K is

called a Galois extension if it is both separable and normal. The Galois group of
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such an extension is the group of all C-automorphisms of F under composition,
denoted by Gal(F/K).

The Fundamental Theorem of Galois Theory describes a strong connection
between the lattice of intermediate subfields of F/K and the subgroup lattice of
the Galois group Gal(F/K). Specifically, it asserts a one-to-one correspondence
between intermediate subfields of F containing K and subgroups of Gal(F/K).

When extending Galois theory to infinite field extensions, where the Galois
group Gal(F/K) may be infinite, the fundamental theorem requires a more subtle
formulation. While the concepts of separability and normality remain applicable,
the direct correspondence between subfields and subgroups does not generally
hold [39]. To remedy this, a topology (called the Krull topology) can be imposed
on Gal(F/K) [39]. Although the full topological structure is not needed for
the present study, it is important to note that the fundamental theorem holds
in this setting if attention is restricted to closed subgroups of the Galois group.
This reformulated correspondence remains valid and serves as the foundation for
infinite Galois theory. Further details on the Krull topology can be found in [39].

A number field is a finite field extension of Q. An algebraic number whose
minimal polynomial has integer coefficients is known as an algebraic integer. No-
tably, every number field can be generated by a single algebraic integer (see, for
instance, Theorem 2.2 and Corollary 2.12 in [121]).

A normal basis [67] is introduced next. This is a special kind of basis for
finite Galois extensions when viewed as vector spaces over the base field. It also
admits a generalisation to the infinite case [88|, which will be discussed in the

next subsection.

5.1.3.2 Normal Basis (Finite and Infinite Cases)

Let F/K be a finite Galois extension. The set of Galois K-conjugates of an
element o € F is given by {o(«a) | 0 € Gal(F/K)}. This set encodes the action

of the Galois group on «, and is often denoted by Gal(F/K) - a, or more simply
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G - a, where G = Gal(F/K).

An element « € F is called normal if the set G - a = {o(a) | 0 € Gal(F/K)}
forms a basis for F over K. That is, the conjugates of a under the Galois group
are linearly independent and span JF. This condition is equivalent to saying that
the Galois action places o on a single orbit (see Figure 5.4). A basis of this form

is known as a normal basis [67|, formally defined below.

(71(06)
o oo(a)
/ °
m(a) /
[ ]
o »
| op(a)
[ ]
oa(a) /
o
o o5 (a)
o4 (w)

Figure 5.4: Single Gal(F/K)-orbit of an element o € F when [F : K| = 7.

Definition 5.1.8. Let F/K be a finite Galois extension of degree n with Galois
group Gal(F/K) = {og,01,...,0,_1}. A basis consisting of all the K-conjugates

of an element o € F, namely

G-a={og(a),01(a),...,001(x)},

is called a normal basis and is denoted by N («).

A simple example of a normal basis arises from the extension Q(7)/Q, where

the Galois group is Gal(Q(i)/Q) = {09, 01}, with

Letting a = 1 + ¢, the Galois conjugates are

o) =1+1i, oy(a)=1—1,

and so the normal basis is N(«) = {1 +14,1 — i}.
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Note, however, that if a = i, then {0¢(i),01(7)} = {i, —i} is not linearly
independent over Q, so {i, —i} does not form a normal basis.

In the case of an infinite Galois extension F/IC, the definition of a normal
basis in Definition 5.1.8 is no longer suitable. This is because the set of Galois
conjugates of an element o € F is always finite, whereas a K-basis for F (when
infinite-dimensional) must be infinite. To address this, Lenstra [88] proposed a
reformulated definition of a normal basis for infinite Galois extensions. The idea
is based on a correspondence between F and the space C'(G, K) of all continuous
maps from the Galois group G to the field I, where G is equipped with the Krull
topology and IC with the discrete topology.

This topological refinement allows the notion of a normal basis to extend
naturally to the infinite case, and it recovers the classical definition when F/K is
finite. Further examples of normal bases may be constructed by adjoining roots

of unity to number fields, a topic developed in the next section.

5.1.3.3 Cyclotomic Extension

Cyclotomic fields play a central role in numerous applications involving roots of
unity, including representation theory, Kummer theory, and the discrete Fourier
transform. In modern cryptography, certain elliptic curves defined over cyclo-
tomic fields are employed in advanced cryptographic schemes. This section pro-
vides a brief overview of cyclotomic field extensions, which will be utilised in the
next subsection.

It is straightforward to verify that the polynomial ™ — 1 is separable over /C,
since it is relatively prime to its derivative nf"~!. Consequently, " — 1 has n

distinct roots in its splitting field over K. In C, these roots are given by

Ly, = {e2m'k/n |k=0,...,n—1} = (), where a = 627ri/n’

which forms a cyclic multiplicative group of order n generated by «. In general,

« is not the only generator of u,. Any element of yu, that generates the entire
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group is called a primitive n-th root of unity. The term cyclotomic derives from
the Greek for “circle cutting”, as the n-th roots of unity divide the unit circle in
the complex plane into n equal arcs (see Figure 5.5 for the case n = 7).

For any integer k, an element o is a primitive n-th root of unity if and only

if gcd(k,n) = 1. This follows from the fact that the order of o* in p, is given by

n/ ged(k,n).
Im
a = eZm’-Z/n
L By A1 o= 82711'/11
oy = Q2mi3/n AN
[ ]
2
" ‘
4 .
-1 O 1 0%:6271147/11 Re
[}
a3 = e2mi-4/n /,f
g
® Y a5= p2mi-6/n
ay= 627ri»5/n

Figure 5.5: Roots of unity for n = 7.

k¥ sends a generator to another

Since pu,, is a cyclic group, the map a — «
generator if and only if ged(k,n) = 1. Therefore, this mapping defines an auto-
morphism of pu, precisely when this condition holds.

Note that all primitive elements of yu, are powers of one another. As a result,
the extension () is independent of the particular primitive n-th root a chosen.
When I = Q, the extension () is called the n-th cyclotomic field, consisting
of the field generated by all n-th roots of unity over the rationals. In particular,
if n = p is prime, a normal basis can be constructed by selecting an initial

generator ag = e2™/"

and applying the Galois action, as illustrated by comparing
Figures 5.4 and 5.5.

A notable advantage of cyclotomic extensions is their applicability over ar-
bitrary base fields. One may simply adjoin the n-th roots of unity to IC, for a

fixed integer n # 0, to form the extension K(«). In the case where K is not of

characteristic zero, care must be taken to ensure that n is not divisible by the
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characteristic of K. For practical use in modular algorithms, one may select a
sufficiently large prime p as the value of n, thereby guaranteeing the availability
of a sufficient number of values for the interpolation process, a topic addressed

in the following subsection.

5.1.3.4 Non-Commutative Evaluation and Galois Extensions

Non-commutative evaluation differs fundamentally from standard substitution
in that naive scalar evaluation fails to preserve multiplicativity, whereas oper-
ator evaluation at an automorphism restores the ring homomorphism property
required for determinant-based elimination. Finite or infinite Galois extensions
equipped with a suitable automorphism o then provide families of evaluation
points given by o-orbits {a,o(a),..., 0™ ()} that are sufficiently long and
pairwise distinct to support interpolation. In this setting, the associated skew
Vandermonde-type matrices are invertible, ensuring that the interpolation prob-
lem is well defined and that the target skew polynomial (such as a resultant) is

uniquely determined by its evaluated values.

5.1.3.5 Interpolation

This subsection applies the main theorem to derive an evaluation and interpo-
lation method for computing the resultant of bivariate skew polynomials over
number fields, specifically over Q(«), where « is a complex root of unity. Several
examples are provided to illustrate the method.

Recall that the theorem employs operator evaluation to evaluate the polynomi-
als f and g at selected values. However, this evaluation behaves quite differently
from standard evaluation maps in the non-commutative setting. For example,
consider the operator evaluation map evalg.,),) applied to f = 6% in a skew
polynomial ring F[0; |, where a € F. In this case, §? is interpreted as o2, and
the evaluation corresponds to applying o to the value a, i.e. computing o%(a).

This is not equivalent to the typical non-commutative evaluation o(a) - a, nor to
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2 as the latter equals o(a?), which in general differs from

the expression (o(a))
o%(a). It is also not the same as a naive substitution a*.

Hence, from an interpolation perspective, the crucial question is: at which
value is the indeterminate in the original polynomial truly being evaluated?
The answer to this question guides the selection of an appropriate interpolation
method. To correctly reconstruct the original polynomial, an interpolation tech-

nique must be chosen that is compatible with the specific properties of operator

evaluation. This forms the topic of the next section.

5.1.4 Evaluation and Interpolation Technique

This section introduces a modular technique for computing the resultant using an
evaluation—interpolation framework, based on the identity established in Theo-
rem 5.1.6. The method employs a coefficient compression strategy: it matches the
coefficients on both sides of the identity at sufficiently many evaluation points,
and subsequently solves a linear system to determine the unknowns. A similar
approach has been successfully applied in [22, 63| for multiplying univariate skew
polynomials.

Let F/K be a finite Galois extension of degree r. Consider the computation of
the resultant of two bivariate skew polynomials f and ¢ in the ring F[6;; o1][02; o).
A specific case of interest arises when K = Q and F = Q(a) for some fixed
complex root of unity «a.

Let NV denote a normal basis of /K defined as

N = {Oéo,Oél, R 7057‘71}7

where a; = oi(ag) for i =0,...,r — 1.
As with any modular interpolation strategy, the method requires a bound s
on the number of evaluation points. A suitable bound is given by the total degree

of the expected resultant plus one, which is the sum of the degrees of the input
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factors plus one, mirroring the commutative case. This is justified by the fact
that, in Ore algebras, deg(fg) = deg(f) + deg(g) for any two skew polynomials
f and g. If the base field does not contain enough distinct evaluation values
(i.e. elements from different conjugacy classes), it may be necessary to extend
the field appropriately. In practice, however, selecting a sufficiently large root of
unity typically suffices to generate enough distinct values for interpolation.
Recall the identity for the resultant of two bivariate skew polynomials f and

g in F|[01; 01][02; 02] of degrees m and k, respectively:

eval(g,.o,)(Resg,(f,g)) = Resg, (evalg,+,)(f), evalg, +,)(g))- (5.5)

Assume the resultant R has the following generic form:

s—1
R= ZQ’ %; (5-6)

=0

where the coefficients ¢; € F are to be determined.
Fix a normal element oy € F, and evaluate the right-hand side of Equa-

tion (5.5) at the points ozf) for j=0,1,...,s—1:
R6892 (eva1(91-01)(f>7 eval(gl_al)(g))(a{)) = (H dl<01)) (Oé%)
i=1
= (di(01)da(01) - - di(01)) ()

= di(d3(- -~ di (), (5.7)

where df = d;(0;) denotes the operator evaluation at each diagonal entry in the
triangular form of the o-Sylvester matrix. The resulting scalar is denoted by
R*(ag).

On the other hand, evaluate the generic form (5.6) of the resultant at the
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same points 046 using operator evaluation:
s—1
e"al(el-mxag)(R) = R () = cio1 ()
i=0
s—1
=Y ¢al, since a; = oi(). (5.8)
i=0

Equating the two expressions (5.7) and (5.8) yields a linear system in the

unknowns ¢;. The system can be expressed as follows:

1 -1 Co R*(ag)
ap Qe Qe a | _ R*(a) 59)
of ap ot \en)  \B(@)
Solving this linear system recovers the coefficients cq, . .., c,_y, thereby yield-

ing the explicit expression for the resultant R in the form (5.6).

5.1.5 The Evaluation and Interpolation Algorithm for Re-

sultant Computation

The evaluation—interpolation method integrates several key components. The

algorithm for computing the resultant

R(6,) = Resg, (f(01,02),9(61,02))

proceeds as follows:
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Algorithm 4: Computation of the Resultant of Bivariate Skew Polyno-

mials via Operator Evaluation—Interpolation

Input : Two bivariate skew polynomials

f(01,02), g(01,05) € Flb1;01][02; 0a];

An integer bound D > deg, (Resg,(f,9)).
Output: The resultant R(0;) = Resy,(f, g) € Fl01;04].

/* Step 1: Select evaluation points (roots of unity) */
1 N:=D+1
2 Choose a prime p > N and select a primitive p-th root of unity a = e2*/P
3 Define the evaluation set

4 A= {aj}év:_ol with o := o7 (a), for example o7 (a) = a?

/* Step 2: Construct and evaluate the operator resultant */
/* 2.1: Operator evaluation */
5 Apply the Ore morphism evalg,.,,) to f and g:
6 fi= evalg,.o)(f), §:= evalg, )(g) € A1[02; 0],
7 where A; = Floy; 0]
8 Construct the o-Sylvester matrix
9 Si= Sy1V92<J/l\.7 9) € Mypin(Ar)

10 Triangularise S using unimodular row operations. Let

11 dy,...,d;, € Ay be the diagonal elements
12 Define the operator resultant
13 R :=dy*xdy*---xd, € A,
14 where “x” denotes the ordered non-commutative (skew) product
/* 2.2: Field evaluation at roots of unity */
15 for j:=0to N —1do
16 R :=dj (d3(-- - dj () -+))
17 // This is nested operator evaluation
18 end
/* Step 3: Skew-polynomial interpolation */

19 Assume the unknown resultant is of the form
D
20 R(6y) = >y cxbh
21 Form the interpolation system
D . .
22 > w0 GOt () = R, j=0,...,N—1

23 The associated coeflicient matrix is the skew-Vandermonde [a’f (aj)]

J.k
24 Solve for the coefficient vector
25 (coy ... cp) € Fla)¥
/* Step 4: Return result */

26 return R(0;)
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5.1.6 Complexity Reduction via Modular Evaluation and

Interpolation

The primary motivation for adopting the modular evaluation—interpolation frame-
work is the mitigation of intermediate expression swell. In direct skew resul-
tant computation, this phenomenon arises as a rapid growth in both coefficient
bit-lengths and polynomial degrees during the symbolic row operations on the
Sylvester matrix, rendering direct methods computationally infeasible for large

inputs.

1. Performing computations directly over infinite domains such as QQ involves
arbitrary-precision arithmetic, where the cost of operations grows super-
linearly with the bit-length of the operands. By reducing coefficients modulo
a prime p (or a sequence of primes) and working over a finite field F,, the
arithmetic cost becomes effectively constant (O(1) machine instructions)
relative to the coefficient size. The final result over the global ring is then
recovered via the Chinese Remainder Theorem (CRT), thus avoiding the

handling of massive intermediate integers.

2. Symbolic computation of the Dieudonné determinant within the skew poly-
nomial ring F[f;0,] requires every elementary row operation to process
non-commutative polynomials. This not only expands the degrees in 6,
but also invokes complex skew-multiplication rules at every step. The eval-
uation—interpolation strategy avoids this by mapping the problem to the

scalar domain:

e Fualuation Phase: The matrix entries are evaluated at a set of carefully
chosen points (specifically, operator-evaluations along oq-orbits). This
transforms the symbolic matrix of skew polynomials into a set of scalar

matrices over IF),.

o Scalar Elimination: The determinants of these scalar matrices are

computed using standard Gaussian elimination. This step proceeds in
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O(N?) time per evaluation point (where N is the matrix dimension)

and, crucially, is entirely free of skew polynomial arithmetic.

e [nterpolation Phase: The resultant polynomial is reconstructed from
these scalar images using skew interpolation algorithms. The cost
of this phase is polynomial in the number of evaluation points Ny,

typically scaling as O(N2,,) for Newton-like interpolation.

By isolating coefficient growth (managed via modular arithmetic) from degree
growth (managed via evaluation—interpolation), the total bit-complexity of the
algorithm becomes polynomial in the input size. Furthermore, the reduction of
the elimination step to a collection of independent scalar linear algebra problems
exposes a natural task-level parallelism, which is exploited in the implementation

described in subsequent chapters.

5.1.7 Examples

In this section, the resultant of two bivariate skew polynomials over the num-
ber field Q(«) is computed using both the direct approach and the evalua-

tion—interpolation method outlined in the preceding sections.
Example 5.1.9. Let Q(«)[0y; 01][02; 02 denote a bivariate skew polynomial ring,
where o = e*™/P with p = 101, and o1, 0o are Q-automorphisms of Q(«) defined

by

The task is to compute the resultant of the following two bivariate skew polyno-

mials with respect to Oy:

f = 0591(9% —|—0591 - 1,
(5.10)

g=a’6i6, — a.

Let M = Sylvy,(f,g) be the o-Sylvester matrix associated with f and g. In

general form, this matrix is
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ple e a
Det(M) = Det(Sylvy,(f,9) = g,4] B} bl
g ot b
[25)) aq ag

which for the given example evaluates to

oa(by)  oa(by)

by bo

0501 0 0401 —1
ab6? —ad

a?0? -«

Applying row operations (see Lemma 3.6.9, Theorem 3.6.10, and Re-

mark 3.6.11), the matrix is triangularised as follows:

Det(M) =

0691
0
0

0
-

0
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The direct computation of the resultant is thus
3
Det(M) =[] d;
i=1

=ab, - (—a?)- (—04149f‘ + a3 — a) (5.11)

= b - ((Jz”@i1 — a6 + 044)

= a®0} — a0} + %;. (5.12)

Next, the same resultant is now computed using the evaluation-interpolation

approach outlined in Theorem 5.1.6:

1. From the right-hand side of (5.5), the following composition is evaluated
i (d3 (d3(w))) (5.13)

for some p-th root of unity w. For instance, w can be taken as a power of

a in the range 1 < deg(w) < p. First, compute

d5(w) = (—a'*ot + oo} — a)(w)

= —a'ol(w) + alof(w) — aw

= —a' 't + aSw® — aw.

Now apply this to (5.13):

di (d5 (di(w))) = a - oy (—a®(—a"w'® + a’w® — aw))
=qQ-0; (041711)16 —o’uw® + a4w)

— a35w32 . a19w16 +a9w2.

This expression defines the evaluated resultant polynomial

R(w) = o®w*? — a®w!® + o’w?. (5.14)
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2. Choose evaluation values from the normal basis
N ={ol(a)]|i=0,...,p—1}.

3. To determine the number of evaluations required, use the degree bound:

deg(dy) + deg(dy) + deg(d3) + 1 = 6. Hence evaluate (5.14) at

ie. wy = a, wy = o2, wy = o, w3 = ab, wy = a'% w; = a2, since

o1(a) = o? and o) (w;) = wip;.

4. Let V be a vector containing the evaluations R(w;):
R(wy) = R(a) = a® — a® + o', etc.
5. On the left-hand side of (5.5), assume the resultant has the form
R = 507 4 c401 + 303 + 503 + 160, + ¢, (5.15)

and determine the coefficients ¢y, ..., cs. From the interpolation condition

R*(w;) = Z?‘:o c;o] (w;), this yields the linear system:

Mz =V, (5.16)
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where x = (cg, ..., c5)" and M is the skew—Vandermonde matrix

a o2 ot o8 olb 32
02 at o alb 32 o84
o o alb 032 ofh 27
M =
o8 al6 32 ofh 2T o4
ol 032 o8 o2T 4Bt o7
032 o a2T ot 4T ot
Solving the system yields

0

o

0

)

0

—al9

035

which matches the direct result (5.12).

Example 5.1.10. As an infinite-dimensional ezample, consider the problem of
eliminating 6, from the algebra F[0y; 07][02; 03], where F =, Q(aw), and each

ay, 18 a primitive p'-th root of unity for some fixed (odd) prime p.

In this setting, F is the union of all p™-th cyclotomic fields, each of which is a
finite Galois extension. The full Galois group G = Gal(F/Q) is a limit of finite

Galois groups. An automorphism o,, acts via

on(a,) = agr,  where a, € Z and ged(a,,p) =1 (5.17)

(see [39], Example 3.7), and satisfies compatibility:

P _ _
Opp1 = Qn, O’”|Q(O‘n71) = Op—1-

This permits the extension of each o, to a global automorphism ¢* € G. For
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example, setting a, = 2 for all n, one obtains

If m,, is the order of o, (i.e. op" =1id) , then

ol (ay,) = a2 =id(ay,) = a,, s02™ =1 (mod p").
Hence m,, — oo as n — oo, so ¢* is of infinite order.

Hachenberger [68] provides constructive techniques for building normal ele-
ments in such extensions (including those that are completely normal, meaning
they remain normal over every intermediate subfield). The interpolation pro-
cedure of Example 5.1.9 can be adapted to this setting by working within a

sufficiently large finite subfield 7/ C F and repeating the same steps.
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Chapter Summary

The preceding chapters have established a comprehensive framework for the the-
ory and computation of resultants for bivariate skew polynomial systems. This
study addressed the challenges inherent in non-commutative algebra by providing
both a direct, theoretically sound definition of the resultant and a computation-
ally efficient algorithm for its calculation.

Initially, a direct method for defining the bivariate skew resultant was pre-
sented, founded upon the Dieudonné determinant of the o-Sylvester matrix de-
rived from the polynomials. This approach formalised the skew resultant as an
object in the Ore polynomial ring of the remaining indeterminate F[6;; 0], and
established its fundamental algebraic properties. These include its uniqueness
modulo commutators, the well-definedness of its degree, and its crucial role as an
elimination operator that annihilates common solutions of the original system.
While this direct method is fundamental for theoretical understanding, its prac-
tical application can be limited by its computational intensity and the potential
for intermediate expression swell, especially for polynomials of higher degrees.

To overcome these computational challenges, a second, more efficient modu-
lar strategy based on an evaluation-interpolation framework was developed. This
alternative methodology reduces a complex bivariate problem into multiple, sim-
pler univariate instances by evaluating one indeterminate at a series of carefully
chosen points. After computing the resultants of these simpler univariate poly-
nomials over the base field F, a final interpolation step reconstructs the desired
bivariate resultant. This involved addressing the specific challenges of evaluation
in non-commutative settings (e.g. by selecting points from distinct conjugacy
classes) and developing an effective skew polynomial interpolation scheme.

Together, these two approaches provide an adaptable and effective framework,
offering both a direct algebraic construction for theoretical work and a practical,
efficient algorithm for computational applications involving skew polynomial re-

sultants.
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This framework contributes to non-commutative symbolic computation in
general and to elimination theory in particular. Based on resultant computa-
tions, the subsequent chapters explore practical applications of these properties,
demonstrating the power of the resultant in designing novel and secure crypto-

graphic schemes.
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Chapter 6

Experimental Analysis of Bivariate
Skew Polynomial Resultant

Algorithms

This chapter presents an experimental evaluation of the bivariate skew polynomial
resultant algorithms developed and discussed in the preceding chapters. Specif-
ically, it focuses on the implementation and performance characteristics of two

distinct approaches:

1. A Direct Method, based on the symbolic construction of a Sylvester-style
matrix and its subsequent triangularisation via unimodular row operations

as detailed in Algorithm 3.

2. An Ewvaluation-Interpolation (Eval-Interp) Method, which employs operator

evaluation at roots of unity, as detailed in Algorithm 4.

The aim is to assess their practical performance and compare their computational
efficiencies across various input parameters, such as polynomial degrees and coef-
ficient sizes. The analysis highlights the impact of symbolic expression inherent in
the Direct Method and contrasts it with the non-commutative evaluation frame-

work which forms the basis of the Eval-Interp method.
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6.1 Implementation and Experimental Frame-
work

All experiments were carried out within the Maple symbolic computation en-
vironment (Version 2024) [97]. The implementation uses Maple’s Ore_algebra
package for defining the necessary algebraic structures and performing fundamen-

tal operations on skew polynomials.

6.1.1 Experimental Setup

This subsection summarises the algebraic environment, the method for generat-
ing random instances, and the specific evaluation strategy employed to exper-
imentally compare the direct and evaluation—interpolation algorithms for skew

polynomial resultants.

e Algebraic Environment. All experiments are conducted within the iter-

ated Ore algebra
S = R1[92;U2752], Ry = -7:[91;01,51],

where F serves as the base (skew) field. In the experimental configuration,
F is the cyclotomic field extension F = Q(«a), with o being a primitive

2mi/101) * The derivations are specialised to zero

101%* root of unity (o = e
(01 = 05 = 0), while the automorphisms are defined by their action on the

root of unity:

and they act as the identity on Q. Consequently, the resultants are recon-

structed within the univariate skew polynomial ring Ry = Q(«)[0y; 01].

e Polynomial Representation. Bivariate skew polynomials f(6;,6,) and

g(01,05) are represented using Maple’s native expression format and are
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subsequently handled as skew polynomial objects within the Ore_algebra
package for non-commutative computations. This process ensures that all
arithmetic operations, degree calculations, and Euclidean steps (where ap-
plicable) in full accordance with the non-commutative Ore multiplication

rules.

¢ Random Instance Generation. Benchmark instances consist of pairs of
random bivariate skew polynomials (f, g) constructed with specific partial

degree constraints. For each test case:

— The partial bi-degrees (degy, (f), degy,(f)) and (degy, (9), degy,(g)) are

selected such that each component degree is less than or equal to 5.

— The coefficients of non-constant terms are generated in the form c-o*,

where ¢ is a random integer chosen from [—100,100] and the expo-
nent k is a random integer from [1,...,20]. The main constant term

for each polynomial is chosen independently from the integer interval

[—100, 100].

This generation process ensures the creation of moderately sized but al-
gebraically non-trivial skew systems, suitable for verifying correctness and

measuring computational timing.

e Evaluation Strategy. For the evaluation—interpolation algorithm, the
selection of evaluation points for the indeterminate ¢, is determined by the
degree bound of the resultant and the requirements for non-commutative

interpolation:

— The total number of evaluation points is set to

Nevat = Dy, +1, Dy, = degy, (f) degy,(g) + degy, (f) degy, (g),

which represents the upper bound for the degree of the resultant
Res€2 (f7 g)
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— The evaluation points are chosen as powers of the primitive root, specif-
ically a; = o? for j =0,..., Ny — 1. Since o1(a) = a2, this struc-
tured choice guarantees that the points {a;} belong to distinct o-
conjugacy classes. This property is essential for enabling successful

non-commutative interpolation.

— The implementation actively monitors for unlucky evaluation points
(those that cause a reduction in the fy-degree of the evaluated poly-
nomials) which could corrupt the computation of partial resultants.
If such a point «; is detected, it is discarded and replaced by the
next candidate in the sequence, ensuring that only degree-preserving

evaluations are used in the interpolation stage.

Figure 6.1 provides a schematic overview of the experimental workflow utilised
for computing the skew resultant. This pipeline outlines the procedural stages,
ranging from the initial algebraic setup and random instance generation to
the configuration of evaluation points, algorithm execution, and final cross-

verification of results.
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Experimental Pipeline for Skew Resultant Computation

Algebraic setup:
| Root of unity: the value of «

F=Qa), e )
S = F[Hl;gl][GQ;O’Q] |

2mi/101

. Rand [ jals: co-
Random instances of Anaom polynomias: co

|

| efficients ca®, integer ¢ €
pairs (f,g) with bounded !
******* 1 [—100, 100], integer k € [1,20];
partial degrees and |
| degrees < 5 in each indetermi-
\

cyclotomic coefficients

nate.

: Evaluation points: chosen in
For evaluation

) distinct o1-conjugacy classes;
configuration,
———————— unlucky points causing degree

select {a; = o},
drops in 6 are detected and

| = 0,..., Noyag — 1
J 07 sy 4 Veval skipped.

Algorithm execution of
direct method vs. evalua-
tion—interpolation method

(scalar resul-

tants = R(60,))

Cross-verify results

Figure 6.1: Experimental pathway for generating skew polynomial instances and
applying the direct and evaluation—interpolation resultant algorithms.
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6.1.2 Benchmarking Environment

All computational experiments were performed using Maple 2024 on a Linux
machine with a multi-core processor system (Intel Core i7-8th generation, 6 cores
@ 2.20 GHz), equipped with 12 GB of RAM, running Ubuntu 22.04. Execution
times were measured in seconds using Maple’s time() command and averaged
over several consistent runs. Maple’s gc() was invoked before each timed block

to minimise interference from automatic memory management.

6.2 Benchmark Results and Analysis

This section presents and analyses the experimental performance results for the

Direct and Eval-Interp methods.

6.2.1 Performance Data and Scalability

The timings are summarised in Table 6.1 and visualised in Figure 6.2. In addition
to the raw CPU times for the Direct and Eval-Interp methods across degrees 1

to 5, the benchmark includes the following three derived metrics:

1. Runtime Scaling: This measures the relative speed, defined as the ratio of
the execution time of the Eval-Interp method to that of the Direct method
(tEval/tDirect) Which illustrates the growing computational advantage of the
evaluation-interpolation strategy as the complexity of the input polynomials

mcreases.

2. Memory Usage (Direct vs. Eval-Interp): These columns report the
cumulative memory allocated (in Megabytes) by each method individually.
Separating these metrics highlights the space complexity differences; specif-
ically, it exposes the massive memory consumption of the Direct method
due to expression swell, contrasted with the modest memory usage of the

Eval-Interp method.
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3. Degree Scaling: This measures the ratio of the degree of the computed
resultant (in #;) to the sum of the partial degrees of the inputs (in 6,),

illustrating the inherent algebraic growth of the problem.

The experimental data reveals several key performance characteristics:

e For inputs with very small partial degrees, the Direct method is computa-

tionally competitive due to the setup overhead of the Eval-Interp method.

e As input degrees increase, the Direct method’s performance degrades
rapidly. This is primarily caused by intermediate expression swell, where
symbolic manipulation of polynomial entries during triangularisation leads

""" entries in Ta-

to coefficients and degrees far larger than the inputs. The
ble 6.1 denote instances where the computation failed to complete within
a reasonable timeframe, either by exceeding a predefined timeout (set to

1800 seconds in this study) or by exhausting available memory resources.

e The Eval-Interp method demonstrates significantly better and more pre-
dictable scalability. Its complexity is a well-behaved function of the number
of evaluation points (N, ) and the cost of the univariate resultants and

final linear system solution.

e Scalability and Complexity Classes: The Eval-Interp method demon-
strates significantly better scalability, operating within polynomial time
complexity. Specifically, the cost is driven by solving the Ngyu X Neya

interpolation system (typically O(N3 )) and performing N,,, univariate

eval
resultant computations. Conversely, the Direct method is subject to expo-
nential intermediate expression swell, where the size of coefficients during
row reduction grows uncontrollably. This fundamental difference explains
the computational bottleneck encountered by the Direct method at relatively

low degrees (with practical failure already visible at d = 4), while the Eval-

Interp method continues to scale predictably.
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Table 6.1: Benchmark Timings, Memory Usage, and Scaling Metrics for Bivariate
Skew Resultant Computation over Q(«).

Degree Term Resultant Time (s) Memory (MB) Scaling

Dy D, Ty T; Dy, Nevar Direct Eval Direct Eval Run Deg
1 1 2 2 1 2 0.001 0.005 0.14 0.59 5.000 0.500
1 2 2 2 3 4 0.002 0.004 0.27 0.44 2.000 1.000
2 1 2 2 2 3 0.002 0.002 0.24 0.24 1.000 0.667
2 2 3 2 4 5 0.003 0.009 0.38 1.08 3.000 1.000
3 1 3 2 4 5 0.119 0.007 12.42 1.05 0.059 1.000
3 2 3 3 5 6 2.728 0.040 469.28 7.42 0.015 1.000
4 1 3 2 6 7 98.779 0.297 19162.71 28.20 0.003 1.200
4 2 3 2 7 8  337.136 25.875 116553.88 239.76 0.077 1.167
5 3 3 3 6 7 - 13.063 - 3213.79 - 0.750
5 5 34 6 7 1936.15 193.084 693818.02 166218.42 0.100 0.600
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Timing: Direct Method — Eval-Interp Method

Direct
Eval-Interp

o
o
o
1 T 1 T 1 1T 711

3 2

deg(f) 51

deg(9)

Figure 6.2: Performance benchmark comparing the Direct Method (red surface)
and the Evaluation-Interpolation method (blue surface). The horizontal axes rep-
resent the degrees of the input polynomials, and the vertical axis is computation
time in seconds. Note the non-monotonic "hill" on the red surface for the Direct
method, indicating its performance sensitivity to specific algebraic structures,
while the blue surface shows smoother scalability. Timings for the Direct method
are capped at 1800s (30-minute time-out).

6.2.2 Analysis of Non-Monotonic Performance

The non-monotonic "hill" observed in Figure 6.2 for the Direct Method is a gen-
uine feature of its symbolic nature. The performance of such algorithms is highly
path-dependent and sensitive to the specific algebraic relationships between in-

termediate expressions, not solely a function of initial input size.

e The "Unlucky" Case (Peak of the Hill): At certain degree combina-
tions, the random generation can produce polynomials whose coefficients
in the Sylvester matrix are algebraically complex. This can lead to trans-
formation coefficients of high degree and large size during row reduction,

causing dramatic intermediate expression swell and creating a performance
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bottleneck.

e The "Lucky" Case (Dip Following the Hill): Conversely, a slightly
different degree combination may coincidentally produce a "lucky" algebraic
structure, such as a simple pivot or factors that allow for significant symbolic
cancellation. This can dramatically reduce the computational cost, causing

the observed dip in the performance surface.

In summary, the irregularity of the red surface reflects the structural sensitivity
of direct symbolic elimination. The Eval-Interp method avoids this by mapping
the problem to a series of more numerically-grounded computations over the base

field F, whose complexity scales predictably, as shown by the smooth blue surface.

6.2.3 Non-Monotonicity in Symbolic Performance

Symbolic computation in computer algebra systems does not, in general, exhibit
smooth or monotone scaling behaviour as the nominal input size (for example,
total degree or number of terms) increases. This effect is particularly pronounced
for direct resultant computation, where the cost is governed less by the initial
degrees of f and g and more by the structure of the intermediate expressions
created during elimination.

Firstly, algorithms based on symbolic row operations over Ore polynomial
rings are highly sensitive to intermediate expression swell. Small changes in degree
or in the random coefficients of the input polynomials can lead to very different
patterns of fill-in in the Sylvester matrix, different lengths of Euclidean reduction
chains, and quite different growth of coefficient sizes. Consequently, a slightly
larger instance may admit more cancellation or sparser intermediate matrices
and thus run faster than a nominally smaller one, while an unlucky instance
of lower degree may generate dense, high—degree intermediate polynomials and
become disproportionately expensive.

Secondly, the internal heuristics of the computer algebra system contribute to

non-monotonic timing behaviour. Operations such as automatic simplification,

144



6. Experimental Analysis of Bivariate Skew Polynomial Resultant Algorithms

normalisation of coefficients, term ordering choices, garbage collection, and mem-
ory reallocation are triggered in a data-dependent way. As a result, two inputs
with very similar theoretical complexity can follow quite different execution paths:
one might fit comfortably in cache and avoid major memory management over-
heads, while another triggers additional passes of simplification or more aggressive
garbage collection, producing visible spikes in the measured running time.
Taken together, these factors explain why the timing curves for the purely
symbolic (direct) method in Figure 6.2 do not increase smoothly with the degree
parameters. The cost is governed by the algebraic and implementation details of
the intermediate objects rather than by the nominal input size alone, leading to

the observed irregular, non-monotone performance profile.

6.2.4 Implications for Cryptographic Protocol Design

The experimental scalability analysis has direct implications for the use of skew
resultants in cryptographic protocol design. First, the observation that the direct
Sylvester—triangularisation method suffers from severe intermediate expression
swell, and becomes impractical already at modest degrees, indicates that it is
unsuitable as the core computational engine for protocols requiring large security
parameters. In contrast, the evaluation—interpolation method exhibits much more
predictable, polynomial-time growth in running time as the degrees and number
of participants increase, making it a realistic candidate for deployment in practice.

From a parameter-selection perspective, these results suggest that crypto-
graphic schemes based on skew resultants should be realised within the domain
where the evaluation—interpolation approach remains efficient, thus allowing the
use of higher-degree polynomials and larger underlying fields without causing
computational overload. This supports the use of skew-resultant constructions
for threshold secret sharing and key-exchange protocols in settings where conven-
tional symbolic elimination would be infeasible.

Moreover, the clear separation between an offline heavy computation phase
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(in which the dealer or system initialiser computes the skew resultant) and the
online phase (in which participants perform relatively light algebraic checks and
reconstructions) aligns well with practical deployment scenarios. Resource-rich
servers can accommodate the computational load of the resultant, whilst end-
users or embedded devices incur only modest overhead during share verification
and reconstruction. Overall, the experimental evidence validates the view that
skew resultants, when computed via an evaluation—interpolation framework, pro-
vide a scalable algebraic primitive that can underpin cryptographic protocols with

realistically chosen security parameters.

6.2.5 Verification of Computations

Implementing two distinct computational approaches provides the significant ad-
vantage of mutual cross-verification. In all test cases where both algorithms ran
to completion, the resultant polynomials obtained were checked against one an-
other. Their equivalence serves as an effective confirmation of the correctness of
both implementations. This cross-check acts as a powerful, self-contained vali-
dation mechanism, providing strong practical evidence for the results, which is
further supported by the formal mathematical proofs for each method presented

in earlier chapters.

Chapter Summary

The experimental analysis confirms the efficiency of the evaluation-interpolation
method for computing resultants of bivariate skew polynomials. The results
demonstrate a significant performance advantage for this technique as the degrees
and coefficient sizes of the input polynomials increase, highlighting its superior
scalability over purely symbolic direct methods.

The ability to verify the methods (by comparing the two different methods by

each other and ensure they both returns the same answer when input polynomials
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are the same) provides strong confidence to the correctness of the methods.

While challenges concerning the choice of evaluation points (unlucky points,
distinct conjugacy classes for certain interpolation types) are acknowledged, tech-
niques involving careful point selection, working in field extensions if necessary,
or using linear system-based interpolation can effectively address these.

Overall, the experimental findings would highlight that the evaluation-
interpolation framework (supported by a solid theoretical foundation including
Theorem 5.1.6) represents a practical and more efficient pathway for resultant
computation and thus for elimination in non-commutative Ore algebras. This is
particularly relevant for tackling larger and more complex systems where direct

symbolic methods become computationally prohibitive.
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Chapter 7

Secret Sharing Schemes Utilising

Polynomial Resultants

7.1 Introduction to Secret Sharing

Today’s digital environment is characterized by extensive volume of data and a
growing dependence on interconnected global networks. Technologies such as ar-
tificial intelligence (AI), quantum computing (both its potential and the threats it
poses to current cryptography), cloud infrastructures, and secure multiparty com-
putation (MPC) are rapidly evolving |27, 124]. This technological advancement
has led to an exponential growth in the volume of digital information generated,
processed, and stored globally. At the same time, the sophistication and frequency
of security threats have also escalated, making data protection methodologies not
merely beneficial but critically essential to safeguard confidentiality, integrity, and
availability of sensitive information. In this dynamic environment, cryptographic
techniques remain at the core of efforts to secure digital assets, necessitating
continuous innovation and adaptation to address emerging challenges.

This chapter focuses on the cryptographic technique of secret sharing, a power-
ful approach for distributing sensitive information in a secure and reliable manner.

Secret sharing, independently developed by Shamir [120] and Blakley [8], involves
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a trusted distributor known as a dealer dividing a secret into multiple pieces,
called shares. These shares are then distributed among a set of participants. The
main principle is that only predefined, authorised subsets of participants (usually
meeting a certain threshold number) can collaboratively reconstruct the original
secret by pooling their shares. Conversely, any unauthorised subset of partic-
ipants, or any group smaller than the threshold, should obtain no information
about the secret from their collective shares. Shamir’s foundational scheme en-
codes the secret as the constant term of a polynomial over a finite field, with
each share being a point on the polynomial’s graph. Reconstruction is achieved
through polynomial interpolation. Blakley’s scheme takes a geometric approach
where the secret is represented as the point of intersection of multiple hyperplanes
in a multi-dimensional space, and shares correspond to individual hyperplanes.
These foundational contributions laid the groundwork for extensive research and
development in the field of cryptography and secure distributed systems.

The effectiveness and flexibility of secret sharing schemes have led to their

adoption in a wide range of cryptographic applications [3, 23]. These include:

e Secure Data Storage and Management: Sensitive data can be pro-
tected by distributing its shares across multiple storage servers, ensuring

that the compromise of a limited number of servers does not reveal the

data [133].

e Key Management: Secret sharing is fundamental to secure key man-
agement, particularly in distributed systems, by dividing private keys or
master keys into shares. This is crucial for cryptographic systems where
a single point of failure for key storage is unacceptable. Examples include
managing keys in dynamic environments using techniques such as Churn-
Robust Proactive Secret Sharing (CHURP), which employs bivariate poly-

nomials [98].

¢ Blockchain and Distributed Ledger Technologies: Combining secret

149



7. Secret Sharing Schemes Utilising Polynomial Resultants

sharing with blockchain can enhance data integrity verification frameworks
in cloud storage [69] and secure key management for cryptocurrency wallets

or smart contracts.

Secure Multiparty Computation (MPC): Secret sharing is a founda-
tional primitive for MPC, enabling multiple parties to jointly compute a
function over their private inputs without revealing those inputs to each
other. Cramer et al. [41] detail efficient constructions for verifiable secret
sharing which are instrumental in MPC protocols. Applications range from
privacy-preserving data analysis to secure auctions and peer-to-peer energy

trading [94].

Electronic Voting Systems: The confidentiality and integrity of votes
in electronic voting systems can be greatly enhanced using secret sharing

methods, for instance, by sharing the final result or individual votes |7].

Visual Cryptography: Secret sharing techniques are employed for image
encryption, where an image is divided into shares (often printed on trans-
parencies) such that stacking a qualified number of shares reveals the secret

image [125].

Digital Signatures: Schemes can protect private signing keys by dividing
them into shares, ensuring that a signature can only be generated by a
threshold number of participants. This is applied, for example, to secure

SM2 private keys [45].

A common form of secret sharing is the (¢, n)-threshold scheme, where a secret

is distributed among n participants such that any group of ¢ or more participants

can collaboratively reconstruct the secret, while any group of fewer than ¢ partic-

ipants cannot obtain any information about the secret. Such schemes are crucial

for ensuring fault tolerance.

Recent advancements have also explored lattice-based threshold secret shar-

ing schemes [26] as a promising avenue for post-quantum cryptography. These
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schemes are built upon the hardness of lattice problems to provide security against
attacks by quantum computers, enabling demanding applications that require
long-term security assurances [107].

Furthermore, research has utilised bivariate polynomials in secret sharing con-
texts, usually to avoid the need for secure channels during setup or to enable
pairwise key computations among participants [9]. For example, Harn et al. [72]
employed asymmetric bivariate polynomials for secure communication, while Hsu
et al. [76] and Liu et al. [96] used symmetric bivariate polynomials, building upon
Shamir’s polynomial-based approach.

The reconstruction of the secret in most schemes relies on Lagrange’s or New-
ton’s interpolation methods after share distribution [54, 119]. However, alterna-
tive reconstruction techniques, such as those based on the Chinese Remainder
Theorem (CRT) [81] or Euler’s Theorem [25], have also been explored.

Despite the extensive volume of research and widespread application, secu-
rity vulnerabilities and limitations persist in a number of existing secret sharing
schemes. A major concern is the effectiveness against adversarial behaviour,
particularly when adversaries can actively manipulate participants, submit false
shares during reconstruction, or when the number of participants involved in re-
construction exceeds the minimum threshold ¢. For instance, some schemes based
on bivariate polynomials have been shown to be vulnerable to attacks where the
secret can be recovered with fewer than ¢ shares or where adversaries can com-
promise the secret if more than ¢ participants are involved in a reconstruction
attempt [30, 70, 78]. Ding et al. [46] also demonstrated insecurities in other
schemes where an adversary could reconstruct the secret using specific combina-
tions of published information. Furthermore, recent work by Yang et al. [131] has
employed resultant techniques to reduce the complexity of solving the systems
of polynomial equations that arise from arithmetic-oriented (AO) cryptographic
primitives, thus aiding potential attacks.

These findings highlights a critical and ongoing need for the exploration and
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development of novel secret sharing schemes that offer enhanced security, partic-
ularly with built-in verification capabilities for share integrity and effective tech-
niques for detecting and identifying adversarial actions. This chapter addresses
this need by presenting a novel application of polynomial resultants (specifically,
resultants of bivariate commutative polynomials in these initial constructions)
for designing novel (¢, n)-threshold secret sharing schemes. To the best of cur-
rent knowledge this represents the first application of polynomial resultants to
construct secret sharing schemes, thus establishing a new research direction.
While traditional approaches such as Shamir’s scheme rely on a single poly-
nomial for share generation, the schemes proposed herein utilises the algebraic
properties of resultants derived from two bivariate polynomials. This double-
structured polynomaial approach offers a richer framework for encoding secrets and
embedding security features, such as built-in verification and adversary detection.
The algebraic developments regarding resultants of skew (Ore) polynomials,
detailed in earlier chapters (e.g. Chapter 4, 5) and in related works [113, 114],
provide a potential pathway for extending these resultant-based cryptographic
techniques to more complex, non-commutative algebraic settings in future re-
search, possibly leading to schemes with even stronger security properties.

The main contributions of the research presented in this chapter are:

e The introduction and detailed development of two novel (¢,n)-threshold

secret sharing schemes based on polynomial resultants:

— Scheme 1 (Dealer-Side Scaling): This scheme, presented in Sec-
tion 7.5.2, focuses on participant efficiency by distributing numerical
shares derived from resultant evaluations. It incorporates a verifica-
tion process enabled by binding commitments that allows for early

adversary screening.

— Scheme 2 (Participant-Side Scaling): This scheme, detailed in
Section 7.5.5, employs masked symbolic coefficient shares. This ap-

proach provides a double-structured polynomial framework aimed at
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enhancing security assurance and offers potential advantages for post-
quantum cryptographic considerations due to its design accommodat-

ing symbolic verification and post-quantum secure primitives.

e The development of a crucial supporting algorithm (Algorithm 5), presented
in Section 7.4. This algorithm is designed to assist the dealer in constructing
suitable bivariate polynomials whose resultant possesses the exact degree
required for a (t,n)-threshold and correctly encodes the secret typically
via a public shift, using techniques such as homogenisation and designed

substitutions.

e Comprehensive formal analysis of the proposed schemes and algorithm.
This includes mathematical proofs (Proofs 7.4.3, 7.5.1, and 7.5.8) that
establish the correctness of the polynomial construction algorithm and
the properties of the secret sharing schemes, including their threshold be-

haviour, verifiability, and adversary identification capabilities.

o [llustrative examples (e.g. Examples 7.4.4, 7.5.2, and 7.5.9) demonstrat-
ing the practical operation of the polynomial construction algorithm and
both secret sharing schemes. These examples include scenarios with ad-
versarial participants to showcase the effectiveness of the built-in detection

techniques.

e A comprehensive comparison of the two proposed schemes (Section 7.6.4),
highlighting their respective operational characteristics, computational re-
quirements, security features, advantages, and trade-offs, supported by de-
scriptive analysis with visual aids such as Table 7.6.4 and flowcharts (Fig-

ure 7.1).

The structure of this chapter is as follows: Section 7.2 reviews essential mathe-
matical preliminaries concerning polynomial resultants relevant to cryptographic

applications and the fundamentals of threshold secret sharing. Section 7.3 ex-
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amines the specific properties of resultants that are particularly suitable for con-
structing these schemes. Section 7.4 presents the algorithm for generating the
input bivariate polynomials and discusses its formal correctness. Section 7.5 de-
tails the main resultant-based secret sharing concept and elaborates on the two
proposed schemes, including their operational stages and security arguments. Sec-
tion 7.6 provides a comparative analysis of these schemes. Finally, Section 7.6.4
concludes this cryptographic investigation, summarising its contributions and

outlining promising directions for future research in resultant-based cryptogra-

phy.

7.2 Preliminaries for Resultant-Based Secret
Sharing

This section provides the necessary background for understanding the novel secret
sharing schemes developed in this chapter. It begins by revisiting key properties
of polynomial resultants that are particularly relevant to this cryptographic study,

followed by an overview of fundamental concepts in (¢, n)-threshold secret sharing.

7.2.1 Relevant Properties of Polynomial Resultants

The resultant of two polynomials is a classical algebraic tool, primarily used
in elimination theory and algebraic geometry to determine if two polynomials
share common roots or factors without explicitly computing them. As detailed
in Chapter 4, the resultant can be defined for polynomials over various coefficient
rings, including commutative fields and, with appropriate generalisations such as
the Dieudonné determinant, for skew polynomials. For the initial construction of
the secret sharing schemes in this chapter, the focus is on resultants of bivariate
commutative polynomials over a field F.

Let F be a field. Consider two bivariate polynomials F(x,y), G(z,y) € F|x,y]
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with positive degrees in x:

F(2,y) = am(y)a™ + am1(y)a™ " + -+ ao(y) (7.1)

G(2,y) = be(y)z" + by (y) 2" + - + by (y) (7.2)

where a;(y),b;(y) € Fly| are polynomials in y, and the leading coefficients
am(y) #Z 0 and bi(y) # 0. The resultant of F(x,y) and G(x,y) with respect
to z, denoted by Res,(F, &), is a polynomial R(y) € Fly|. It is defined as the
determinant of the matrix Sylv,(F, G), an (m+k) x (m+ k) matrix whose entries
are the coefficients a;(y) and b;(y). The following properties of the resultant are

fundamental to its application in the proposed secret sharing schemes:

1. Vanishing Condition and Common Factors (e.g. [19, Section 5.3]):
The resultant R(y) = Res,(F, G) vanishes identically (i.e. R(y) =0) if and
only if F(z,y) and G(x,y) have a common factor in F|x,y| that has a
positive degree in x. If ay € F is a specific value such that neither a,,(ag)
nor by(cp) is zero (i.e. the degrees in x are preserved upon substituting
Yy = ap), then R(ap) = 0if and only if F'(z, ) and G(z, o) (now univariate
polynomials in x) have a common root in x over an algebraic closure of F.

This property links the resultant to the existence of common solutions.

2. Evaluation (Specialisation) Property (e.g. [38, Theorem 4,
p. 516]): Let ay € F be a specific value, and let R(y) =
Res, (F(z,y), G(z,y)). If the degrees of F(z,ay) and G(x, ag) with respect
to x remain m and k respectively (i.e. a,,(ag) # 0 and bi(cg) # 0), then
the evaluation of the resultant at o equals the resultant of the evaluated

polynomials:

R(cg) = (Res,(F, G))(ag) = Res,(F(x, ), G(x, o).

This property is crucial for generating shares by evaluating polynomials and
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for verifying share consistency. It forms the basis of linking the abstract

resultant polynomial (which may encode the secret) to shareable values.

3. Scaling Property (e.g. [14, Remark 3, p. A.IV.77]): The resultant
is homogeneous with respect to the coefficients of each polynomial. Specif-
ically, if a,b € F are constants (or elements from F[y] that do not depend

on x), then:
Res,(a - F(z,y),b- G(z,y)) = a"™ Res, (F(x,y), G(z,y)).
More generally, if F'(z,y) = My)F(z,y) and G'(z,y) = u(y)G(z,y), then
Res, (F',G') = (A1) (1(y))" Res, (F, G).
This property is crucial for constructing verification processes within the

secret sharing schemes, allowing for checks based on known scaling factors.

4. Expression as a Polynomial Combination (Bezout-type Iden-
tity)(e.g. [61, Chaper 6]): There exist polynomials A(x,y), B(x,y) €

Flx,y] such that

Az, y)F(z,y) + B(r,y)G(7,y) = Res,(F, G)(y).

Furthermore, the degrees of A and B with respect to x are bounded:
deg,(A) < k and deg,(B) < m. This identity implies that the resultant
R(y) belongs to the ideal generated by F'(z,y) and G(x,y) in F(y)[z] (the
ring of polynomials in x with coefficients being rational functions in y).
This property highlights the resultant’s role in capturing information about

common solutions and is fundamental to its elimination-theoretic nature.

These properties are utilised in the design of the cryptographic schemes presented

later in this chapter.
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7.2.2 Fundamentals of Threshold Secret Sharing

Secret sharing includes a set of cryptographic techniques that allow a dealer to
distribute a secret s among a group of n participants in such a way that only
authorised subsets of these participants can reconstruct the secret. But any

unauthorised subset, however, cannot obtain any information about s.

Definition 7.2.1 ((¢,n)-Threshold Secret Sharing Scheme [8, 120]). A (¢,n)-
threshold secret sharing scheme, where 1 <t < n, is a method by which a dealer
divides a secret s into n pieces Sy, Sa, ..., Sy, called shares. Fach share s; is dis-

tributed to participant P;. The scheme must satisfy the following two properties:

1. Correctness (Reconstructability): Any group of t or more participants

can jointly reconstruct the secret s from their shares.

2. Security (Privacy or t — 1 Privacy): Any group of fewer than t par-
ticipants (i.e. t — 1 or less) cannot obtain any information about the secret
s from their collective shares. More formally, the joint distribution of any

t — 1 shares is independent of the secret s.
The parameter t is called the threshold of the scheme.
The two most well-known threshold secret sharing schemes are:

e Shamir’s Secret Sharing Scheme [120]: This scheme is based on poly-
nomial interpolation. To share a secret s € F, (a finite field of size ¢ > n),
the dealer chooses a random polynomial P(z) = a;_12""' + -+ +a;2 + s of
degree t —1 over F,, where the coefficients a4, ..., a;—; are chosen uniformly
at random from F,. The secret s is embedded as the constant term P(0).
Each participant P; receives a share (z;,v;), where z; € F,\ {0} are distinct
public points, and y; = P(z;). Any ¢ participants can uniquely determine
the polynomial P(z) using Lagrange interpolation (or other interpolation
methods) with their ¢ points (z;,y;), and then recover the secret s = P(0).

Any t — 1 participants, having only ¢ — 1 points, cannot uniquely determine
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P(z) because for any possible secret value s, there exists a unique polyno-
mial of degree ¢ — 1 passing through their ¢ — 1 points and (0, s"). Thus,

they cannot find any information about s.

e Blakley’s Secret Sharing Scheme [8]: This scheme is based on affine
geometry. The secret s is represented as a coordinate of a point in a t-
dimensional affine space over a finite field F,. FEach share corresponds
to a (t — 1)-dimensional hyperplane that contains this secret point. The
intersection of any ¢ distinct hyperplanes (shares) uniquely determines the
secret point, and thus the secret s. Any ¢t — 1 hyperplanes intersect in a line
(or higher-dimensional affine subspace if t — 1 < dimension of intersection),
which still contains infinitely many points (if ¢ is large enough), thus not

revealing the specific secret point.

The schemes developed in this chapter build upon algebraic principles related
to polynomial resultants, aiming to provide (¢,n)-threshold capabilities along
with built-in techniques for share verification and adversary detection, which are

crucial enhancements over other secret sharing schemes.

Distribution Stage Reconstruction Stage (Invalid) Reconstruction Stage (Valid)
Dealer Role Adversary Involved Adversary Removed

Participant 1 Participant 1 Participant 1

= — —
Share 1 Share 1 Share 1

Participant 2 Participant 2 Participant 2

= — —
Share 2 Share 2 Share 2
Trusted Combiner}
Dealer Trusted Combiner,
. . . —
: = % E:g
o

\

: . Participant k / Participant k / H
Secret . =] =] Secret
Share k Share k
tgksn tgksn
.
.
Adversary
-
==
Participant n
= Pretending to be
Share n a legitimate participant

Figure 7.1: Illustration of an adversary submitting an invalid share, then being
identified and removed, leading to a valid secret reconstruction independently
from the dealer.
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7.2.3 Polynomial Resultants for Secret Encoding

Polynomial resultants can function as a mechanism for the algebraic encapsulation
of the secret. In this framework, two bivariate polynomials, denoted as F(z,y)
and G(z,y), are constructed such that their resultant with respect to the variable
x carries the secret in a controlled and verifiable manner.

The fundamental algebraic mechanism involves the elimination of x to yield
a univariate polynomial in y, defined as R(y) = Res,(F(z,y),G(x,y)). This
resultant polynomial R(y) encapsulates the precise algebraic conditions under
which the system F(z,y) = 0 and G(z,y) = 0 possesses a common solution.
Unlike standard Shamir schemes, where the secret is merely a coefficient of a single
polynomial, the resultant establishes a non-linear relationship between the shares
and the secret. This algebraic complexity significantly increases the difficulty for
adversaries to manipulate shares without detection, as the unique structure of the
resultant provides an inherent consistency check that is essential for verification.

The subsequent sections discuss this principle in detail; the next section first
discuss the fundamental properties of the resultant required for this application,
followed by the presentation of the polynomial construction algorithms and the

proposed secret sharing schemes.

7.3 Key Resultant Properties for Secret Sharing
Scheme Construction

The algebraic properties of polynomial resultants, as outlined in Section 7.2.1,
are not merely theoretical constructs but offer practical tools that can be utilised
for cryptographic purposes. This section elaborates on how specific properties are
particularly well-suited to the design and operation of the novel secret sharing

schemes proposed in this work.
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7.3.1 The Evaluation (Specialisation) Property: Enabling

Share Generation and Reconstruction

The evaluation property states that, under non-degenerate conditions, evaluating
the resultant polynomial R(y) = Res,(F(z,y),G(z,y)) at a point ¢ yields the
same value as first evaluating F(z,y) and G(z,y) at ag to get F(x,ap) and

G(z,ap), and then computing their resultant:

(Res,(F, G)) () = Res, (F(z, ap), G(x, ap)). (7.3)

Applicability to Scheme Construction: This property is fundamental for

both distributing and recovering the secret.

e Share Generation: If a secret s is encoded within the resultant polynomial
R(y) (specifically s = R(8) + Ogpie), then shares for participants can be
generated by evaluating R(y) at distinct points «; € F. Each participant P
would receive the pair (o, R(«;)) as their share. Alternatively, as explored
in Scheme 2 (Participant-Side Scaling), masked symbolic coefficient shares
can be distributed. The evaluation property ensures that once these shares
are unmasked to recover F' and G, the locally computed resultant R*(y) is

consistent with the dealer’s original intent.

e Secret Reconstruction: If R(y) is a polynomial of degree ¢t — 1 (a com-
mon choice for (¢, n)-threshold schemes), then knowledge of ¢ distinct pairs
(i, R(cy;)) allows participants to uniquely reconstruct R(y) using poly-
nomial interpolation (e.g. Lagrange interpolation). Once R(y) is recon-
structed, the embedded secret s can be recovered by evaluating R(f) and

adding the public shift dg;e-

The evaluation property thus provides a direct link between the algebraic object
encoding the secret (the resultant polynomial) and the shareable, reconstructable

pieces of information.
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7.3.2 The Scaling Property: Facilitating Verification and

Adversary Detection

The scaling property of resultants, Res,(aF,bG) = a®b® Res,(F,G), is essential

for embedding verification capabilities into the secret sharing schemes.
Applicability to Scheme Construction: This property allows for the cre-

ation of checkable relationships between shares themselves or between shares and

publicly available commitments.

e Share Verification and Consistency Checks: A dealer can generate a
primary pair of polynomials (F, G') whose resultant R(y) encodes the secret.
The dealer can then apply scalars a, b to generate a scaled resultant R'(y) =
rR(y), where r = a®2b®. In the Dealer-Side Scaling scheme (Scheme 1),
the dealer publishes binding commitments to the scaled evaluations V/ =
R'(a;). A participant can verify their private share Sh; by checking if the
ratio p; = V//Sh; matches the expected scaling factor r. Alternatively,
in the Participant-Side Scaling scheme (Scheme 2), participants use the
scaling factor r as an algebraic filter to verify that their locally reconstructed

resultant R*(y) satisfies V; = rR*(«;), ensuring structural consistency.

e Adversary Identification: If a participant submits a fraudulent share
Sh} during reconstruction, it will violate the expected scaling relationship.
For instance, in Scheme 1, a tampered share will yield p; # r. In Scheme
2, a corrupted share will result in a reconstructed resultant R* that fails
the algebraic filter check against the committed V. A cross-checking pro-
cess during reconstruction can pinpoint the source of inconsistency, thus

identifying the dishonest participant(s).

The scaling property thus provides a powerful and algebraically natural way to
build integrity checks and adversary detection directly into the structure of the

secret sharing mechanism.
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7.3.3 The Vanishing Condition and Polynomial Combina-

tion Property (Theoretical Foundation)

While perhaps less directly used in the operational steps of share genera-

tion/reconstruction, these properties provide essential theoretical support.

e Vanishing Condition: This property ensures that the resultant R(y) is a
meaningful algebraic object that truly reflects the presence or absence of a
shared algebraic structure between F'(z,y) and G(z,y). For secret sharing,
it is crucial that R(y) is not identically zero unless F' and G share a common
factor in z for all y. The construction algorithm for F' and G (Algorithm 5)

must ensure that R(y) is non-trivial and correctly encodes the secret.

e Polynomial Combination Property (A-F + B -G = R): This high-
lights that the resultant R(y) lies in the ideal generated by F' and GG. This
structural property supports the consistency of the secret encoding; any in-
formation derived from F' and G having common roots is algebraically tied
to F' and G themselves. This is relevant for arguments about the algebraic
security of the scheme, ensuring that the secret encoded in R(y) cannot be

easily extracted or forged without breaking the underlying structure of F'

and G.

Together, these properties of polynomial resultants provide an effective and flexi-
ble algebraic framework, enabling the design of novel secret sharing schemes with
sophisticated features beyond those offered by traditional single-polynomial ap-
proaches. The subsequent sections will detail how these properties are specifically

utilised in the proposed schemes.
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7.4 Construction of Bivariate Polynomials for
Resultant-Based Secret Sharing

The efficiency and security of the proposed resultant-based secret sharing schemes
depend critically on the careful construction of the input bivariate polynomials,
F(z,y) and G(x,y), both elements of Flz,y] where F is a (finite) field. Their
resultant with respect to z, R(y) = Res,(F,G), must possess specific structural
properties to be suitable for encoding a secret s within a (¢, n)-threshold frame-
work. This section details the objectives for such a construction, discusses the
conceptual algebraic techniques involved, and outlines a procedural approach for

Algorithm 5 designed for this purpose.

7.4.1 Algorithm Objectives and Design Considerations

Algorithm 5 is intended to provide the dealer with a systematic method to gen-

erate F'(x,y) and G(z,y) satisfying the following crucial properties:

1. Correct Resultant Degree: The resultant polynomial R(y) = Res,(F, G)
must have an exact degree of t — 1. This degree determines that exactly ¢
shares (evaluations of R(y)) are necessary and sufficient to uniquely re-
construct R(y) using polynomial interpolation, aligning with the (¢,n)-

threshold requirement.

2. Secure Secret Encoding: The secret s € F must be securely encoded
within R(y). Typically, this is achieved by setting the constant term of
R(y) to be a function of s, i.e. R(S) = s — dgnire, where gy is a publicly

known shift. This allows s to be recovered once R(y) is reconstructed.

3. Non-Triviality and Effectiveness: The polynomials F'(x,y) and G(x,y)
should be constructed such that R(y) is not identically zero (unless s and all
other coefficients are zero, which is a trivial case). Furthermore, F(z,y) and

G(z,y) should not share a common factor in a way that would compromise

163



7. Secret Sharing Schemes Utilising Polynomial Resultants

the scheme. The construction should also ensure that R(y) is well-behaved

for evaluation.

4. Sufficient Randomness/Unpredictability: While not explicitly an out-
put of the resultant’s algebraic structure, the construction process should
ideally allow for enough flexibility or randomness in choosing F(z,y) and
G(z,y) so that they are not easily guessable or related in a trivial way,

which could potentially be exploited by adversaries.

7.4.2 Conceptual Algorithmic Techniques

To achieve the above objectives, several algebraic techniques can be employed:

e Degree Control via Polynomial Structure: The degrees of F(z,y)
and G(z,y) with respect to both z and y directly influence the degree
of their resultant R(y). Recall that deg, (R(y)) < deg,(F) - deg,(G) +
deg,(G) - deg, (F'). The algorithm needs to choose these degrees carefully.
For simplicity and controllability, one usually chooses low degrees for F' and

G in z, for example, m = deg, (F) =1 and k = deg,(G) = 1.

e Coefficient Assignment and System Solving: One can define F(x,y)
and G(z,y) with coefficients (which are themselves polynomials in y) that
include some indeterminates. The Sylvester matrix is then formed symbol-
ically, and its determinant R(y) will have coefficients that are expressions
in these indeterminates. By equating these expressions with the coefficients
of a target resultant polynomial Ri,get(y) (of degree t — 1 and encoding s),

one obtains a system of algebraic equations.

e Constructive Approach for Fixed Degrees in z: A more direct con-
structive method is often preferred for simplicity. For instance, if m = 1
and k = 1: Let F(x,y) = a1(y)x + ao(y) and G(x,y) = bi(y)x + bo(y).
Their resultant is Res,(F,G) = a1(y)bo(y) — ao(y)b1(y). The dealer de-

fines a target resultant Ri,ge(y) of degree t — 1 that embeds the se-
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cret. The dealer then needs to find a1(y),ao(y),b1(y),bo(y) such that

a1(y)bo(y) — ao(y)b1(y) = Riarget(y). To ensure deg,(R(y)) = ¢ — 1, the

degrees of a;(y) and b;(y) must be appropriately chosen. For example:

— Choose a,(y) and by (y) to be simple, non-zero constants, e.g. a;(y) =
1, bl (y) =1.
— Then the condition becomes by(y) — ao(y) = Riarget (¥)-

— The dealer can choose ag(y) as a random polynomial in y of degree

t — 1. Then by(y) is determined as Ryiarget(y) + ao(y).

This construction provides F'(x,y) and G(z,y) that yield the desired re-
sultant. In Scheme 1, the values R(«;) are distributed as shares. Alter-
natively, in Scheme 2, the coefficients of these constructed polynomials are
distributed as masked symbolic coefficient shares, allowing participants to

reconstruct F' and G and subsequently compute R(y).

e Homogenisation (Conceptual): While homogenisation is a known tech-
nique in algebraic geometry, its application in this context is primarily used
as a tool for construction. Here, it refers to the process of balancing the
degrees of the terms in F" and G to ensure that their resultant R(y) behaves

predictably, particularly with respect to its final degree.

e Designed Substitution for Constant Term Control: If it is essential
that R(0) # 0, and a preliminary construction yields R(0) = 0, a transfor-
mation y — y + 7 for some non-zero v € F can be applied. This technique

corresponds to the previously mentioned public shift dgps.

7.4.3 Achieving Exact Resultant Degree

While bounds on the degree of a resultant polynomial are readily available in the
literature (e.g. [112]), the cryptographic schemes developed in this study require

the resultant to have an exact degree, not merely an upper bound. To achieve
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this, specific conditions must be applied to the input polynomials, particularly
when using homogenisation as a construction technique.

Standard references (e.g. Lemma 3.7 in [84]) generally state that the resultant
of two homogeneous polynomials has a degree equal to the product of their total
degrees. However, this holds only under an additional, crucial condition. Without
this condition, the resultant degree can be smaller than expected. For instance,
consider the polynomials Fy(z,y) = z+y and Gy(z,y) = xy+ 1. Their respective

homogeneous forms (using z as the homogenising variable) of total degree 2 are:

FyV(x,y,2) = 22+ yz

Géh)(x, y,z) =xy + 22

Although both Féh) and G(()h) have a total degree of 2, their resultant with respect
to x is 23 — 3?2, which has a total degree of 3 in y, z, not 2 x 2 = 4.

As established in standard algebraic geometry literature (e.g. [40, pp. 454-455]
or [99, Theorem 5.4, p. 52|), for the resultant’s degree to be exactly the product of
the total degrees, the leading coefficients with respect to the elimination variable
must be non-zero constants after projective specialisation. This is captured by

the following lemma.

Lemma 7.4.1. Let F be a field, and let F,G € Flx,y,z| be non-constant ho-
mogeneous polynomials of total degrees dy and dy respectively. Suppose that F
and G share no non-constant common factor in F|x,y, z|, and that their leading

coefficients with respect to x are non-zero constants, ensured by the conditions:
F(1,0,0) 420 and G(1,0,0) # 0.

Then Res,(F,G) is a non-zero homogeneous polynomial in the variables y and z

of total degree exactly dids.

Remark 7.4.2. The conditions F(1,0,0) # 0 and G(1,0,0) # 0 directly imply

that the degree of each polynomial with respect to x is equal to its total degree (i.e.
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deg,(F) = dy and deg,(G) = dy). If F(1,0,0) = 0 for a homogeneous polynomial
F of total degree dy, it would mean that every term in F' must contain a factor of
y or z. But in that case, evaluating at (1,0,0) would necessarily yield 0, creating
a contradiction. Thus, for F(1,0,0) to be non-zero, the term c - x% (with ¢ # 0)

must be present in F'. The same logic applies to G.

This theoretical result is the foundation for Algorithm 5, which is designed to
construct polynomials that satisfy these conditions, thus guaranteeing a resultant

of an exact, predictable degree.

7.4.4 Polynomial Construction via Homogenisation

The generation of suitable bivariate polynomials is a critical prerequisite for the
resultant-based secret sharing schemes. The process detailed in Algorithm 5
provides a deterministic method for this task, employing homogenisation followed
by a specific dehomogenisation step.

The process begins (Step 1) by choosing two random polynomials Fy(z, y) and
Go(z,y) such that their total degree is equal to their degree in x, denoted by d;
and dj respectively. In the homogenisation stage (Step 2), an auxiliary variable z
is introduced to transform these into homogeneous polynomials Féh)(x, y,z) and
G(()h) (z,y, z). This is achieved by multiplying each term ¢;;y"z’ by the appropriate
power of z (e.g. in the form z%~(+9) for F},) to ensure that every term has the
required total degree. For example, if Fy(z,y) = 2° + 22y + 1 (where deg(Fp) =

deg,(Fy) = dy = 3), its homogenised form is
F(h) (I _ .3 3
o (z,y,2) =2+ 2zyz + 2°.

Dehomogenisation is then performed via the substitution z = a;y + as, where
aj,ay € F\ {0}. This linear substitution into a homogeneous polynomial is a
crucial step; it ensures that the resulting non-homogeneous polynomial retains

a structure that guarantees a resultant of the maximal possible degree and also
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ensures a non-zero constant term. This latter property is particularly crucial for
the cryptographic application, as the constant term is the designated location
for encoding the secret s. For simplicity, the specific substitution z = y + 1 is
adopted (Step 3) to derive the final polynomials F(z,y) and G(z,y).

This choice of dehomogenisation, combined with the requirement that the
initial polynomials Fy(z,0) and Go(z,0) are coprime (Step 1), is a design feature.
The coprimality of the polynomials when y = 0 ensures that the resultant does
not vanish at y = 0. The specific dehomogenisation z = y+ 1 translates this non-
vanishing property from the homogenised space to the constant term of the final
resultant polynomial. This guarantees that R(y) = Res,(F,G) has a non-zero
constant term (i.e. R(0) # 0), as established in the proof of Lemma 7.4.3.

Although the substitution z = y + 1 could, in principle, be applied after com-
puting the resultant of the homogenised polynomials Resx(Féh), G(()h)), applying
it beforehand (Step 3) significantly simplifies the resultant computation (Step 4).
This pre-substitution reduces the problem to computing the resultant of two poly-
nomials in x whose coefficients are univariate polynomials in y. Consequently,
the corresponding Sylvester matrix entries are polynomials in y only, rather than
bivariate polynomials in y and z. This simplification is justified by the evaluation
property of resultants, which ensures that specialising a variable before comput-
ing the resultant is equivalent to computing the resultant and then specialising
the variable.

As established in the proof of Lemma 7.4.3, the resulting polynomial R(y)
possesses both a non-zero leading coefficient ¢4, 4, and a non-zero constant term
¢o = R(0), ensuring its degree is exactly dyds. This exact degree control is
essential for establishing the threshold of the resulting secret sharing scheme.
Finally, the public shift dge is computed as dgniee = s — R(0) (Step 5) to ensure
that R(0) + dgnire equals the desired secret s. In the final step of Algorithm 5,
the polynomials F'(z,y) and G(z,y), their resultant R(y), and the shift dg,q are

returned.
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This procedure provides a deterministic method for generating suitable poly-
nomials for resultant-based secret sharing schemes, thus eliminating the need for

trial-and-error approaches during this setup phase.

7.4.5 Algorithm for Constructing Bivariate Polynomials

and Its Correctness
Algorithm 5: Construct Bivariate Polynomials for Resultant-Based Se-

cret Sharing
Input : A (finite) field F, integers d; and dy (the degrees of F' and G

w.r.t. z), and s € F (the desired secret).

Output: Polynomials F, G € F|x,y| and shift dg¢ € F such that
deg,(F') = dy, deg,(G) = dy, and the resultant
R(y) = Res,(F, G) satisfies deg,(R) = didy, R(0) # 0, and
R(0) 4 Ogpitc = S-

/* Step 1: Choose initial coprime polynomials */
1 Choose random polynomials Fy(z,y) and Go(x,y) over F

/* with deg, (Fy) = deg(Fy) = d; and deg,(Gy) = deg(Gy) = ds */

/* where Fy(z,0) and Gy(z,0) are coprime (ensures R(0) # 0) */

/* Step 2: Homogenise to set degree */
2 Homogenise F; and G to obtain Fo(h) (x,y,2) and G(()h) (x,y, 2)

/* Step 3: Dehomogenise step */
3 Substitute z := y + 1 into Féh) and Géh) to obtain F(z,y) and G(z,y)

/* Step 4: Compute the resultant */
4 Compute R(y) := Res, (F,G)

/* The resultant will have the form cy g,y % + - +cytcy */

/* Step 5: Compute the shift */
5 Compute Ogie := S — ¢

/* Step 6: Return results x/

6 return F(z,y),G(z,y), R(Y), dsnit

The following lemma formally proves the correctness of Algorithm 5 for con-
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structing the required bivariate polynomials. An illustrative example of its oper-

ation follows.

Lemma 7.4.3 (Correctness of Algorithm 5). Let dy and dy be positive integers,
and let F be a (finite) field. Suppose Algorithm 5 is performed over F with input

(dy,dy, s), where s € F is the desired secret. Then the polynomials

F(r,y), G(x,y), R(y)

returned by the algorithm, together with the public shift dg.is, satisfy the following

conditions:
1. deg,(F) = d; and deg,(G) = d,.
2. Res, (F, G) is a univariate polynomial R(y) of degree dydy in y.
3. The constant term R(0) is non-zero and satisfies R(0) 4 Sgpiry = S-

Proof. Let s € F be the desired secret. The proof demonstrates that the
polynomials and shift returned by Algorithm 5 satisfy each of the three stated

properties:

1) Degree in x: In Step 1 of the algorithm, initial polynomials

Fﬂ(xay)a Go(xvy>

are chosen such that deg,(Fy(z,y)) = d; and deg,(Go(z,y)) = ds.

Next, Fy(x,y) and Go(x,y) are homogenised (Step 2) by introducing an auxil-
iary variable z. This process modifies each term by multiplying with an appropri-
ate power of z such that the resulting polynomials Fo(h) (z,y,z) and G(()h)(:v, Y, 2)
become homogeneous (i.e. all terms within Féh) have the same total degree, and
similarly for Géh)). This homogenisation step is performed to utilise established
properties of resultants of homogeneous polynomials, such as those described in

Lemma 7.4.2, particularly concerning the degree and structure of the resultant.
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Subsequently, in Step 3, dehomogenisation occurs by substituting z = y + 1.
This designed substitution does not reduce the degree of either polynomial in z,
because the terms of the highest degree in = (which originated from Fy and Gj)
do not involve z in such a way that they could cancel or vanish upon setting

z =y + 1. Consequently, the returned polynomials

F(z,y), G(z,y)

retain the required degrees in x, with deg, (F') = d; and deg,(G) = ds.

2) Degree of resultant: Let Fo(h) (z,y, z) and G[()h) (x,y, z) be the homogenised
polynomials from Step 2 of the algorithm. It is known that Res, (Fo(h),G(()h))
is a homogeneous polynomial of total degree didy in the variables y and z (by
Lemma 7.4.1). Since dy,dy > 0, dyds > 0. The substitution z = y + 1 (Step 3)
transforms this homogeneous resultant into the resultant R(y) = Res,(F,G) (by
Property 7.3) which is a univariate polynomial in y (by Definition 4.1.2). Because
the homogenisation ensures that the leading coefficient (in z) of Fo(h) and G((]h)
are non-zero constants, and the substitution z = y+ 1 does not cause the highest

degree term in the resultant (of degree d;ds) to vanish, the resulting polynomial

R(y) retains this degree. Consequently,
R(y) = adldz yd1d2 + e + aq y + Ao

with ag,4, # 0, thus ensuring deg(R(y)) = dyd,.

3) Constant term plus shift is s: In Step 1, the algorithm ensures that Fy(x,0)
and Gg(z,0) are coprime in F[z]. A standard property of resultants is that
Res,(p(x),q(x)) # 0 if and only if p(z) and ¢(z) are coprime (see for example
Theorem 3.18 in [56]). Evaluating the resultant R(y) at y = 0 corresponds to

calculating the resultant of F'(z,0) and G(x,0). From Step 3, setting y = 0 means
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the substitution z = 1 into the homogenised polynomials occurs as:
F(z,0) = F™(2,0,1) = Fy(x,0),
and similarly G(z,0) = Go(x,0). Therefore,
R(0) = Res,(F(x,0),G(x,0)) = Res,(Fy(z,0),Gy(z,0)).

Since Fy(z,0) and Gy(x,0) were chosen to be coprime, their resultant R(0) must

be non-zero. Thus, the constant term ay = R(0) is guaranteed to be non-zero.

Finally, Step 5 defines the public shift as dg,i = s — ag, so
R(O) + 5Shift = Qo + (8 — CLO) =S,

which establishes the desired relationship with the secret s.

Over a sufficiently large finite field F, randomly chosen polynomials will satisfy
the required conditions (i.e. coprimality at y = 0 and the specified degrees) with
high probability. In the unlikely event that a chosen pair does not meet these
conditions, the selection step can simply be repeated until a suitable pair is found.

Therefore, the algorithm is guaranteed to terminate successfully, returning
the desired polynomials F' and G, their resultant R(y), and the shift dgi¢, which
together possess the properties stated in the lemma. This completes the proof.

]

Example 7.4.4. (Illustration of Algorithm 5)

Consider the finite field Fi3, with degrees di = 2 and dy = 1, and a secret
s = 11. The aim is to find polynomials F(z,y),G(x,y) € Fiz[z,y| such that
deg,(F) = dy and deg,(G) = dy, with deg(Res,(F,G)) = didy, and a public shift
Osnife SO that

Res,(F,G)(0) + dqnigs = 11 (mod 13).
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Initially, random polynomials of the required degrees in x are selected. In this

example, let the random polynomials Fy and Gy be:
Fy(z,y) = 2* + (y+ Do+ 2y +1),  Golz.y) =2z + (3y +1).
These satisfy deg, (Fy) = 2 and deg,(Go) = 1. A check confirms that
Fo(z,0) =2+ 2 +1, Go(z,0)=22+1

have no common factor in Fislx] (i.e. their GCD is 1).

By introducing the variable z, each polynomaial s homogenised:

FP(x,y,2) = 2% + (y + 2)z + 292 + 22,

G’éh) (x,y,2) =2x + 3y + 2).

Then, setting z =y + 1 yields:

Fz,y) =2+ (y+ @y +1)z+2yy+1) + (y+1)°
=224+ 2+ Da+ (32 + 4y + 1), (7.4)

G(z,y) =2x+3y+ (y+1) =2+ (dy + 1).

For the resultant calculation Res,(F,G), the Sylvester matriz of F' and G with
respect to x is formed:

1 2y+1 3> +4y+1
2 4y+1 0

0 2 4y +1

After performing row operations modulo 13 to obtain a triangular form, the re-

sultant is found by multiplying the diagonal entries:

Res,(F,G) = 12y> + 12y + 3 (mod 13).
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Therefore, the resultant polynomial is
R(y) =12y* + 12y +3 (mod 13). (7.5)

From this, R(0) = 3. As the secret is s = 11, the shift is dgqy = s — R(0) =
11 -3 =8 (mod 13).

Finally, the algorithm returns:

F(z,y) = 2* + 2y + Da + 3y* + 4y + 1,
G(z,y) =2z + (dy + 1),
R(y) = 12y* + 12y + 3,

Oshits = 8.

These polynomials, together with the public shift dg.s, satisfy the requirements,

therefore they are suitable for use in the secret sharing schemes. [

This algorithm provides a reliable way to generate the required polynomials,

forming a crucial part of the dealer’s setup phase in the secret sharing schemes.

7.5 The Core Resultant-Based Secret Sharing
Concept and Proposed Schemes

This section characterise the fundamental principles underlying the novel (¢, n)-
threshold secret sharing schemes that utilise polynomial resultants. As intro-
duced, these schemes employ a double-structured polynomial approach, where the
secret is embedded in the resultant of two bivariate polynomials, contrasting
with traditional methods such as Shamir’s scheme which uses a single univariate

polynomial.
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7.5.1 General Principle: Secret Encoding, Share Genera-

tion, and Reconstruction

The foundational concept involves the dealer performing the following steps:

1. Secret Encoding: The dealer selects a secret s. Using Algorithm 5 (Sec-
tion 7.4.4), the dealer constructs two bivariate polynomials F(z,y) and
G(z,y) over a (finite) field F. These polynomials are specifically designed
such that their resultant with respect to z, R(y) = Res,(F, G), is a polyno-
mial in y of degree t — 1. The secret s is encoded in R(y), typically as its

constant term R(0) = s (or R(0) + 0gpipe = s for a known 0gpi ).

2. Share Generation: The dealer generates n shares based on this algebraic
framework. Shares can be numerical values derived from evaluations of
R(y), or symbolic information related to F(x,y) and G(x,y) at specific
evaluation points. Distinct evaluation points o, . . ., «, € F\{0} are chosen

for this purpose.
3. Share Distribution: Each participant P, receives their respective share.

4. Secret Reconstruction: Any group of ¢ or more participants can pool
their shares. Using their ¢ (or more) pieces of information, they can re-
construct the polynomial R(y) via interpolation. Once R(y) is known, the

secret s is easily recovered (e.g. by evaluating R(0)).

5. Security: Any group of fewer than t participants should not be able to
obtain any information about s. This relies on the fact that t — 1 points

are insufficient to uniquely determine a polynomial of degree ¢t — 1.

The novelty is in using the resultant of a bivariate system to define the main
polynomial R(y) that carries the secret, and in utilising properties of this resultant
construction for enhanced features such as verifiability. Two distinct schemes

based on this general principle are now detailed.
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7.5.2 Approach 1: Dealer-Side Scaling

In this (¢, n)-threshold approach, the dealer computes the resultant R(y) and uses
it as the basis to generate single-value shares Sh; = R(«;), which are distributed
to the corresponding participants. The dealer also computes scaled evaluations V/
and publishes binding commitments C; to these values to facilitate verification.
Additionally, a mechanism for identifying adversaries is provided, as detailed

below.
A. Sharing Stage (Dealer):

(a) Setup and Distribution:

i. The dealer selects two bivariate polynomials F'(x,y) and G(z,y)
over a (finite) field F, with deg,(F) = d; and deg,(G) = ds.
These polynomials are constructed (by employing Algorithm 5)
so that their resultant R(y) = Res,(F, G) has the precise degree
deg,(R(y)) = didy =t — 1.

ii. The dealer computes the resultant of F(x,y) and G(z,y) with

respect to x:

R(y) = Res,(F(z,y), G(x,y)).

(Note: This resultant R(y) may be known in advance via Algo-

rithm 5 as the target polynomial Rieet(Y)-)

iii. The secret s is then encoded using the relation

s = R(8) + Osnite

where [ is a public evaluation point (typically 5 = 0) and the

dealer also publishes the shift value dgpg; .

(b) Public indices: The dealer chooses distinct evaluation points
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ai,...,q, € F and publishes the ordered sequence

(o, .. ),

with the constraints «; # 3, a; # 0, and R(a;) # 0. Since the o
values are public and explicitly indexed, the interpolation coordinates
used in reconstruction are fixed and cannot be replaced by alternative

values without detection.

Private shares: For each participant i (i = 1,...,n), the dealer
computes the share

and privately sends Sh; to participant 7.

Scaling: The dealer chooses two random, non-zero elements a,b € F

and computes the scaled resultant
R'(y) = Res,(aF(z,y), bG(z,y)) = a®b" R(y).

Let 7 = a®2b% denote the scaling factor.

Commitments to scaled shares: The dealer generates binding com-
mitments. Let Com(+;7) be a secure (binding, and preferably hiding)

commitment scheme. For each i:

e compute the scaled evaluation V) = R/(«;);
e sample a fresh random 7;;

e compute the commitment
Ci = Com(i, a;, V;/, Ti) .

No raw value V' is publicly published; instead, the dealer publishes the

set of commitments {C;}?_; so that participants can later verify the
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(f)

integrity of their data. The actual values V/ and 7; are sent privately

to the respective participants.

The dealer may optionally publish the ratio value r = a®b%. (This is
now safe with respect to share privacy, since each V; is hidden by the

commitment.)

B. Verification and Complaint Stage (Participant i):

(a)

Commitment check: Participant ¢ verifies that the received opening

is consistent with the public commitment:
C; = Com(i, g, Vi3 7).

If this check fails, the participant broadcasts a complaint together with
the evidence (V/,7;).
Local ratio calculation: Since R(«q;) # 0 by construction, Sh; # 0.

Participant « computes the local ratio

V!

(]

Sh;

pi =

For valid shares, p; should coincide with the constant » = a®2b% across

all honest participants.

Consistency check: Participants employ one (or more) of the fol-

lowing techniques for consistency checking:

e Dealer disclosure. If the dealer publishes the scaling factor r, each
participant ¢ locally verifies that their computed ratio p; equals r.
Any mismatch directly indicates an issue with either the partici-

pant’s share or the dealer’s distribution.

e Trusted combiner. Each participant ¢ securely sends their com-

puted ratio p; to a trusted combiner. The combiner checks whether
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all received p; values are identical. If a mismatch is detected, the
combiner signals an inconsistency and typically identifies partici-

pant(s) j whose submitted ratio(s) p; differ from the others.

No combiner / hidden factor: Participants engage in a secure mul-
tiparty computation (MPC) protocol (for example a private equal-
ity test), using their computed p; values as inputs. The protocol
determines whether all inputs are identical, without revealing the
individual p; values. An output of false signals an inconsistency.
Identifying the specific adversary (or adversaries) then necessitates

initiating the complaint stage.

Collaborative verification. If the above individual methods are

unavailable, at least ¢ participants can collaborate:

— Step 1 (Filter): The group verifies the commitments C; for
all submitted shares by checking that every (V/, 7;) correctly

opens C}.

— Step 2 (Reconstruct R): Using the public indices
(aq,...,a,) and a subset of at least ¢ valid shares {Sh;}, the

participants interpolate the polynomial

R*(y) from {(a4, Sh;)}.

— Step 3 (Reconstruct R’): From the corresponding scaled
evaluations {V;} (revealed by those participants), they inter-

polate a candidate

R™(y) from {(ay, V{)}.

— Step 4 (Scaling-property check): Participants then verify
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whether there exists a field element p such that

R*(y) = pR*(y).

If r is published, they additionally check p ~ . Failure to
satisfy this functional equality indicates a structural inconsis-

tency or the presence of an adversary.

Step 5 (Global adversary detection): If all checks in
Steps 1-4 pass, the polynomials R*(y) and R™(y) are treated
as the recovered originals R(y) and R'(y). For any participant
j (including those not in the initial collaborating subset), the
group first checks any whose commitment opening has not yet

been verified:

C; L Com(j, o, V};75).

They then test
Sh; = R*(a;), V] = R"(qy),

using the publicly known a; and the privately held

(Sh;, Vi, 7;). Any mismatch identifies participant j as holding

a corrupted or inconsistent share.

(d) Complaint stage (if an inconsistency is found):

1.

ii.

1il.

If an inconsistency is detected (for example a commitment fails to

open or the ratios mismatch), a complaint protocol is initiated.

If a commitment check fails, the dealer is identified as inconsistent

or shares are compromised (since commitments are binding).

If a ratio or scaling check fails, the group excludes the inconsis-

tent participant(s). To distinguish between a dealer fault (invalid
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share) and a participant fault (altered share), the dealer may op-
tionally participate by authenticating the original private distri-

bution (for example via signatures).

C. Identifying Adversary:

(a) If a participant fails either the commitment check or the ratio/scaling
check, they are identified as an adversary and excluded. If the dealer
fails to satisfy the commitment binding, the dealer is identified as being

at fault.

D. Secret Reconstruction:

(a) If all consistency checks pass, any subset of ¢ or more shares can be
used to interpolate R(y) from the pairs («;, Sh;). The secret is then
computed as s = R(f) + Ognige (typically with 5 = 0). The computa-
tional details of this reconstruction step are discussed in the subsequent

subsection.

7.5.3 Secret Reconstruction

To recover the secret, any set S of t participants holding valid shares collaborate to
perform polynomial interpolation. Each participant ¢ € S provides their verified
private share Sh; = R(«;). From these ¢ points («;, Sh;), the polynomial R(y) of

degree (t — 1) is uniquely reconstructed using the Lagrange formula:

R(y) =Y Shi- liy),

i€S

where /;(y) is the Lagrange basis polynomial:

y—q
@(y) = H —.
jes & = Q;

J#i
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This polynomial satisfies ¢;(c;) = 1 and ¢;(a;) = 0 for j # i.

Finally, the secret s is recovered by evaluating R(3) (typically at the public
point # = 0) and adding the public shift dg,;g. Evaluating at y = 0 simplifies
the Lagrange formula computation, as the basis polynomials ¢;(0) are calculated

using only the public indices a;:
R(0) = Z Sh - £;(0).
This computed value R(0), combined with the shift dg,;x, yields the secret:
s = R(0) + Ogni-

To facilitate implementation and ensure reproducibility, Algorithm 6 presents
the Dealer-Side Scaling protocol in structured pseudocode. This algorithm for-
malises the precise sequence of operations required for the dealer, ranging from
the construction of bivariate polynomials and the computation of the resultant
to the determination of the public shift value dg,. It formally specifies the
generation of participant shares, the calculation of scaled evaluations V;, and the

publication of binding commitments C}, ensuring that the algebraic encapsulation

of the secret is correctly established and verifiable prior to distribution.
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Algorithm 6: Group Secret Reconstruction (Dealer-Side Scaling)

Input : Set of shares S = {(a;, Sh;, V/,7;)} with |S] > ¢
Public parameters: threshold ¢, evaluation point 3, shift dgnig,
scaling factor r, and public commitments {C;}ics

Output: Reconstructed secret s € F (or L), Adversary set A

/* Step 1: Commitment Verification (Binding Check) */
Initialise A := 0
foreach i € S do
if C; # Com(i, oy, V/;7;) then
A= AU{i} /* Dealer or participant fault */
end
end
S:=8\A
if [S| <t then
return (1, A)
end

© 0 N o oA W N

[
(=}

/* Step 2: Initial Interpolation (Candidate Generation) */
11 Select subset 7 C S such that |T| =1
12 R*(y) := Lagrangelnterpolate({(a;, Sh;) }ieT)
13 flag := false
14 if 35 € S\ T such that R*(c;) # Sh; then flag := true

/* Step 3: Verification via Scaling Ratio */
15 foreach i € S do
16 if Sh; =0 then return | /* Invalid share as R(w;) # 0 by construction
*/
17 pPi = V;//Shl
18 end

19 if r is public then
20 if 3i € S such that p; # r then

21 flag := true
22 end
23 else
24 if values {p;}ics are not identical then
25 flag := true
26 end
/* Collaborative Interpolation Check x/

27 R*(y) := Lagrangelnterpolate({ (o, V) }ieT)
28 if R™(y) # p; - R*(y) then

29 flag := true
30 end
31 end
/* Step 4: Adversary Identification and Subset Recovery */
s2 if deg(R*) >t or flag then
33 Attempt to find a consistent subset Tiaa € S where |Toana| = ¢t and all ratio
checks pass
34 if no such set exists then
35 return (L, A)
36 else
37 R*(y) := Lagrangelnterpolate(Tyalid)
38 foreach j € S do
39 if R*(a;) # Shj or V]/Sh; # r then A:= AU {j}
40 end
a1 return (L, A)
a2 end
a3 end
/* Step 5: Secret Extraction */

44 s:= R* (ﬁ) + Oshift
45 return s, A 183
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7.5.4 Correctness of Dealer-Side Scaling and Illustrative

Example

The correctness of Scheme 1 (Dealer-Side Scaling) is formally established in the

following theorem.

Theorem 7.5.1 (Correctness of Dealer-Side Scaling). Let Scheme 1 (Dealer-Side
Scaling) be performed over a (finite) field F, with threshold t satisfying t > 3.

Assuming the dealer is honest and at least t participants hold valid shares, then:

1. Honest participants can detect inconsistent data (and hence invalid shares

or openings) via the prescribed commitment and ratio/scaling consistency

checks.

2. After excluding invalid participants, any collaborating subset of t honest

participants can reconstruct the secret s.

Proof. Let s be the secret that the dealer intends to share. The dealer applies
Algorithm 5 to generate bivariate polynomials F, G € F[z,y| with deg,(F) = d;

and deg,(G) = ds, ensuring dydy =t — 1. By construction, the resultant

R(y) = Res, (F, G)

is a univariate polynomial of degree (t — 1). The dealer fixes a public evaluation

point 3 (typically 8 = 0) and publishes the shift

Oshift, = S — R(ﬁ%

so that s = R(8) + Oanis-
The dealer then selects non-zero a, b € F, sets r = a®b? , and forms the scaled
resultant
R'(y) = Res,(aF,bG) = r R(y).
For distinct public indices «; € F with a; # 0, oy # , and R(a;) # 0, the
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dealer computes Sh; = R(a;) and privately distributes Sh; to participant 7. In
addition, the dealer computes the scaled evaluations V; = R'(«;) and publishes
binding commitments

Ci = COIH(T:, Q;, ‘/;/a Ti)7

while sending (V/, 7;) privately to participant i. The dealer may optionally publish

Tr.

1) Detecting inconsistent shares/openings: Each participant ¢ first verifies

the commitment opening;:
C, = Com(i, o, Vs 13).

If this check fails, the opening is inconsistent with the binding commitment and
a complaint can be raised using the evidence (V/, ;).
Assuming the commitment opens correctly, participant ¢ computes the local
ratio
W

which is well-defined under the public constraint R(«a;) # 0 (hence Sh; # 0). For
valid data,

Vi = R(a;) = rR(a;) = rShy,

and therefore p; = r for every honest participant. Any adversarial manipulation
that causes either Sh; # R(qa;) or V! # R'(«;) (while still opening a commitment)
will, except in the degenerate case where both are altered by the same factor, lead
to p; # r and hence a detectable inconsistency. In practice, Scheme 1 employs

one of the following ratio/scaling consistency mechanisms:

e Dealer disclosure. If the dealer publishes r, each participant checks whether

p; = r. Any mismatch flags inconsistency.
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o Trusted combiner. If r is hidden but a trusted combiner is available, par-
ticipants send p; to the combiner, who checks whether all ratios coincide.
Any discrepant ratio indicates an inconsistency attributable to the corre-

sponding participant input.

e No combiner / hidden factor. Participants run an MPC procedure (e.g.
private equality testing) to determine whether all p; values are identical
without revealing them. If the output is false, an inconsistency is detected
and the complaint stage is initiated. Under the assumption ¢ > 7, the
honest participants form a strict majority, enabling recovery of a consistent

honest set for subsequent reconstruction.

o Collaborative verification. A subset S of size at least ¢ reconstructs
R*(y) from {(a;, Sh;)}ies and R™(y) from {(a;, Vi) }ies,

and checks whether there exists p € F such that R*(y) = p R*(y) (and, if
r is public, additionally p - r). If S consists of honest participants, then
necessarily p = r since

vV R'(w)

e = for all 4 )
h. Rla) r orallie S

If S contains inconsistent inputs, then the scaling relation fails (or yields
p # r when r is known), thereby detecting inconsistency. By iterating over
subsets, a consistent subset of honest participants can be identified; the
strict-majority assumption ¢ > 7 guarantees the existence of such a subset

of size t.

2) Reconstructing the secret: After excluding participants whose data are

identified as inconsistent, assume at least ¢ honest participants remain. Let § C
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{1,...,n} be a set of ¢ participants holding valid pairs

{(os, R(ov)) | i € S}.

Since R is a univariate polynomial of degree (t — 1), these ¢ points uniquely
determine R(y) by the fundamental theorem of polynomial interpolation. The

participants therefore recover R(f) and compute

R(B) + Ospnite = S,

which yields the intended secret. Hence any group of ¢ honest participants can
reconstruct s after excluding inconsistent participants, completing the correctness
proof. O

The following example illustrates the scheme’s operation.

Example 7.5.2. (Illustration of Scheme 1)
Let Fi3 be the field and suppose the secret is s = 11. Consider a (t,n)-
threshold with t = 3 out of n = 4, taking d; = 2, dy =1 (as t — 1 = dydy = 2).

Using Algorithm 5, the dealer selects the bivariate polynomials:

F(z,y) = 2*+ Qu+1Dax + 3y* +4y +1),

G(z,y) = 2+ (dy + 1).

Their resultant w.r.t. z is

R(y) = 12y + 12y +3 (mod13).

Since R(0) = 3, the shift is dgq = s — R(0) = 11 — 3 = 8 (mod 13). The dealer

publishes dg,;¢r = 8. Then the dealer performs the following setup steps:
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1. Picks non-zero a = 3, b = 2, and computes the scaled resultant

R'(y) = a®™ b™ R(y)
=3'.22. (12y% + 12y + 3)
= 12(12y° + 12y + 3)

=y’ +y+10 (mod 13).

The scaling factor is r = 12.

2. Chooses distinct non-zero {a, as, as, ay} C Fiz. For simplicity, let

&1:1, a2:2, &3:3, Oé4:4.

3. Computes each share as Sh; = R(«;) and its corresponding scaled evalua-

tion as V/ = R'(«;), as shown in Table 7.1.

Table 7.1: Computed shares and scaled evaluations.

1 (0%} Shz = R(Oél) V! = R/(ai)

11 R(1) =1 R(1) =12
2 2 R(2)=10 R(2)=3
3 3 R(3) =4 R(3)=9
4 4 R(4) =9 R(4) =4

4. The dealer generates binding commitments C; = Com(i, a;, V/; 7;) and pub-

lishes {C;}. The values (o, Sh;, V/, 7;) are sent privately to participant i.

For the verification stage, participant ¢ first verifies the commitment C; and then

computes
!/

P Sh,

(mod 13).

For example: p; = 12/1 =12 (mod 13), p,=3/10= (3 x4) =12 (mod 13).

If all shares are valid, each ratio should equal » = 12 (mod 13). Suppose that

Participant 3 is an adversary and submits an incorrect share Shy = 5 (instead of
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4). The computed ratio would then be
p3=9/5=9-8=72=7 (mod 13),

which differs from the expected value of 12, thus identifying Participant 3 as an

adversary.

The last stage of complaint and reconstruction includes:

1. The legitimate participants remove the adversary’s share and use their pairs

(g, Shy), (ag, Shy), and (ay, Shy) to interpolate R(y).

2. For Lagrange interpolation at y = 0, the formula simplifies to

where each ¢;(0) is computed using the public indices:

(—2)(-4) (—1)(—4)
FO=tmiy T z-ne-1
(C1)(-2)

9.~ J\ 4
LR Ty
_ 8. 2 4.2
3 -2 6

= 724240 + 198 (mod 13)

=7+6+3=16=3 (mod 13).

3. Thus the secret is recovered as s = R(0) + dgniry = 3 + 8 = 11 (mod 13).
This completes the reconstruction, after removing any invalid shares. [

Efficiency and Practicality: The computational load on each participant

remains low, involving only standard cryptographic operations:

e Share verification: One commitment verification (typically a hash or expo-

nentiation) followed by one field division to compute the ratio p;.
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e Secret reconstruction: Contribution of one share. The main work is poly-
nomial interpolation, which is done collectively or by an authorised recon-

structor.

The dealer performs the more intensive computations; generating F, G, comput-
ing R(y) = Res,(F, G), computing the scaled resultant R'(y), evaluating Sh; and
V!, and generating binding commitments C; for all n participants. Regarding

storage:

e Participant private storage: Each participant ¢ stores their private share

tuple (aia Shz> ‘/;/7 Ti)‘

e Public information: The dealer publishes the list of commitments

{C;}i=1..n, the public indices, and the public shift dgpi.

This scheme is well-suited for scenarios where participant simplicity is a main
priority and where a public broadcast channel is available for the dealer to publish

commitments.

Remark 7.5.3. The examples presented throughout this study are simplified for
clarity and illustrative purposes. Practical cryptographic applications would re-
quire the use of substantially larger finite fields and potentially more complex

polynomial structures.

Remark 7.5.4. As is standard practice in cryptography, the provided examples
and proofs in this study disregard events occurring with negligible probability, such
as an adversary accidentally generating data that mimics honest behaviour (for
example, accidental or fabricated data that exactly matches a valid share and thus

bypasses verification checks).

Remark 7.5.5. It is relevant to note that the Dealer-Side Scaling scheme, pre-
sented with two scaling factors a and b, can be readily specialised to a simpler
variant. By setting the scaling factor b = 1, the overall scaling factor for the re-

sultant becomes r = a®, where dy = deg,(G). In this specialised case, the dealer
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effectively chooses only one primary random scaling constant a to achieve the
scaling of the resultant. This approach closely mirrors a scheme where the resul-
tant R(y) might be directly scaled by a single factor A\p (where A would represent
this specialised overall scaling factor r = a® ). The underlying principles of share
generation, verification through scaled values, and adversary detection remain
fundamentally equivalent. The primary difference lies in the dealer’s parameteri-
sation of the scaling effect, with the b = 1 specialisation offering a simplification

in the choice of scaling constants.

7.5.5 Approach 2: Participant-Side Scaling

In this (¢, n)-threshold approach, the dealer provides the minimum information
necessary for participants to reconstruct the secret through a multi-stage sym-
bolic process. Unlike the direct distribution of resultant evaluations, the dealer
privately issues masked symbolic coefficient shares. This allows a coalition of
participants to first unmask the underlying bivariate polynomials F'(z,y) and
G(z,y) and subsequently compute the symbolic resultant R(y) locally. To en-
sure the integrity of this process, the dealer publishes a structural anchor H,,.
and per-index scaling commitments C!, enabling robust adversary detection and

verification as detailed below:

A. Sharing Stage (Dealer):

(a) Setup and Symbolic Structure:

i. The dealer selects two secret bivariate polynomials F'(x,y) and
G(z,y) over a finite field F, with deg,(F) = d; and deg,(G) = ds,

and associated threshold ¢ defined by didy =t — 1.

ii. The dealer computes the global symbolic resultant

R(y) = Res,(F(z,y), G(z,y)).
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iii. The secret is defined as

s = R(8) + Osnite

where the evaluation point § (typically 5 = 0) and the shift dgpig

are public.

iv. Post-quantum binding: Assume a hiding, binding, post-
quantum secure commitment scheme Com and a post-quantum
secure hash function Hash. The dealer does not reveal any coef-
ficients but forms private commitments Cr,Cq to the coefficient
vectors of F' and (G, and publishes only the compact and fixed-size

anchor

Hoot = Hash(Cp | Cg),

thereby cryptographically binding to a single structural pair (F, G)

without exposing the coefficients.

v. Public scaling factor: The dealer chooses non-zero a,b € F*
and defines

r o= a®bh,

The value r (or a hash anchor H(r) = Hash(r)) is published for

subsequent scaling checks.

(b) Public indices: The dealer publishes an ordered list of distinct eval-
uation points {a;}?, C F, with o; # 3, R(a;) # 0 and, if required
by the application, a; # 0. These public indices fix the y-coordinates

used in the reconstruction phase.

(c) Secret-dependent values v;: For each participant i, the dealer com-

putes the endpoint integrity tag
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(d) Masked symbolic coefficient shares: For every coefficient ¢ of
F and @G, the dealer samples a random masking polynomial h.(z) of

degree t — 1 with h.(0) = ¢. For participant ¢ the masked share is

Shl = { hc(Z) }all coefls ¢

i.e. the collection of evaluations of all masking polynomials at z = 7.
The additional z-dimension provides an information—theoretic masking
layer, ensuring that no single participant can recover any coefficient

from their local data alone.

(e) Scaling commitments: Using the same a,b as above, the dealer

computes

Vi = r-R(o)

for each 7. To bind these values, the dealer publishes a per-index

commitment

Cz/ = Com(ia&ia‘/i/;Ti)a
where 7; is fresh randomness. The raw values V' are not published.
(f) Private distribution: For each participant i, the dealer privately

sends:

e the masked symbolic coefficient share Sh;;

e the private commitment vectors Cp,Cq (to be checked against
Hroot>;

e the verification metadata: v;, the (possibly hashed) scaling factor

r, and the opening (V/,7;) to the public commitment C!.

B. Participant actions (private verification): FEach participant ¢ per-

forms:
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(a)

(b)

Structural binding check: Verify that

HaSh(CF H CG) = root s

ensuring that all participants are tied to the same global pair (F,G).

VSS and commitment checks: Using the received Cr, Cq, partici-
pant ¢ checks that their local masked share Sh; is consistent with these
commitments at the point z =i (according to the chosen VSS instan-
tiation), and verifies that the privately received (V/, 7;) correctly opens

the public commitment Cj.

C. Group verification and reconstruction:

(a)

Stage 1: Coefficient unmasking: A coalition of at least ¢t honest
participants pools their shares { Sh;} and, for each coefficient, performs

univariate interpolation in the masking variable z to recover
¢ = h.(0),

thereby reconstructing the bivariate polynomials F'(x,y) and G(z,y)

from the unmasked coefficient set.

Stage 2: Resultant recovery and scaling filter: The group com-

putes

R*(y) = Res,(F(z,y),G(z,y))

from the reconstructed polynomials, and then checks for all partici-

pants in the coalition that
v/ Lo R* ().

This scaling check ensures that the reconstructed resultant matches

the dealer’s committed per-index evaluations.
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(c) Stage 3: Endpoint integrity (v;-check): As an additional global
consistency test, the group verifies for all participants ¢ in the final
coalition that

v = oy R*(1) R*(0).

This detects manipulations that might pass the scaling checks but
alter the endpoint values R*(0) and R*(1), which are tied directly to

the secret.

(d) Secret recovery: Once all checks pass, the secret is recovered as
s = R*(0) + Osnite.-

D. Identifying adversaries:

(a) Structural failure: If the H,,,; check or any VSS-consistency check
on Sh; fails, this indicates either a dishonest dealer or corrupted share
distribution. In particular, a participant whose Sh; fails verification

(while others pass) is flagged as holding invalid data.

(b) Algebraic / scaling failure: If, after reconstruction, either
Vi #£r R (o) or v #a;R*(1)R*(0)

for a given index ¢, then the corresponding participant is identified as
providing inconsistent verification metadata (or as having tampered

with their share), and is treated as adversarial.

Remark 7.5.6. One may, at the implementation level, compress shares to uni-
variate slices F(x,a;) and G(z,a;) derived from the masked symbolic coefficient
shares, provided that the underlying VSS/commitment system supports suitable
evaluation proofs against the structural anchor H,,; and that this optimisation

does not weaken the information-theoretic masking property of the z-dimension.
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From a computational perspective, Algorithm 7 formalises the participant-
side protocols into a unified pseudocode. This algorithm details the systematic
procedure for unmasking the bivariate coefficients via univariate interpolation in
z, computing the symbolic resultant R*(y), and verifying consistency through the
scaling filter and endpoint integrity tags (v;). Furthermore, it explicitly defines
the logic for isolating adversaries (A) by cross-referencing local data against the
reconstructed global polynomials, thereby ensuring the cryptographic soundness

and resilience of the reconstruction process.
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Algorithm 7: Participant-Side Scheme (Masked Symbolic Shares):
Group Verification, Reconstruction, and Adversary Identification

Input : Collaborating set S with |S| > ¢

For each ¢ € §: masked symbolic coefficient share Sh;, public index «, integrity tag
v;, and opening (V/, 7;) for the scaling commitment

Public parameters: threshold ¢, evaluation point 3, shift dqpn;, scaling factor r, and
public commitments {C!};cs

(Assume local VSS and anchor checks w.r.t. Cg,Cq, Hroot have already been
performed by each participant.)

Output: Recovered secret s € F (or L), Adversary set A C S

/* Step 1: Local Commitment Consistency (Scaling Anchors) */
1 A:=10
2 foreach i € S do
3 if C! # Com(i, o;, V/;7;) then
4 A= AU{i} /* Scaling commitment is inconsistent */
5 end
6 end
7 if A # () then
8 return L /* Abort: Detected tampering with scaling data */
o end

/* Step 2: Data Pooling and Pre-check */

10 Pool tuples {(a;, Shi,vi, V) }ies
1 if 3,7 €8 s.t. oy =a; or a; = or o; =0 then

12 return L /* Invalid identifiers detected */
13 end
/* Step 3: Two-Stage Resultant Reconstruction */
/* Stage 1: Unmask coefficients via univariate interpolation in z */

14 foreach coefficient index ¢ do

15 ¢* := Lagrangelnterpolate({(¢, Sh; ) }ics) evaluated at z =0
16 end

17 Construct bivariate polynomials F*(x,y) and G*(x,y) from {c*}

/* Stage 2: Symbolic computation of the Resultant */
18 R*(y) := Res, (F*(z,y), G*(2,y))
19 if R*(y) = L then
20 return | /* Insufficient or inconsistent shares for symbolic
recovery */
21 end

/* Step 4: Scaling-Property Filter and v; Verification */
22 foreach i € S do
/* Point-wise Scaling check: V! L r- R*(oy) */
23 if V! #r - R*(a;) then
24 A:=AuU{i}
25 end
/* Endpoint Integrity check: wv; ;aiR*(l)R*(O) */
26 if v; # o; - R*(1) - R*(0) then
27 A= AU {i}
28 end
20 end
so if A # () then
/* If |[S\ Al >t, re-run Step 3 with verified set; else abort. */
31 if |S\ Al <t then
32 return L
33 end
34 end

/* Step 5: Secret Extraction */
35 s:= R* (ﬁ) + (Sshift

/* Step 6: Return Result 197 */
36 return s, A




7. Secret Sharing Schemes Utilising Polynomial Resultants

Remark 7.5.7. Note that the dealer privately sends the scaling factor r = a®b®
(or its hash H(r)) to each participant, while keeping the specific bivariate de-
grees dy and dy hidden. This masking of the exponents within the unified ratio r
prevents an adversary from replicating the correct scaling filter for the resultant
evaluations, thus further complicating any attempt to compromise the scheme. By
hiding the indiwidual degrees of the original polynomials, this approach provides
a unique security advantage: participants can verify the algebraic consistency of
the reconstructed resultant R*(y) against the committed values V; using only the
public or privately received factor r. Consequently, the coalition can confirm the

correctness of the structural unmasking without needing to determine the specific

integer partition of (di,ds) that constitutes the scaling factor.

7.5.6 Correctness of Participant-Side Scaling and Illustra-

tive Example
Similarly to Scheme 1, the correctness of Scheme 2 is proven as follows.

Theorem 7.5.8 (Correctness of Participant-Side Scaling with Masked Symbolic
Shares). Let the Participant-Side Scaling Scheme be performed over a (finite) field
F. Assume that the dealer is honest and that at least t participants (with t > %)
hold valid shares. Then:

1. Homest participants can detect invalid or tampered data via the structural
binding check, the VSS/commitment checks, the scaling commitments, and

the v; endpoint checks.

2. After excluding invalid data, any collaborating subset of t honest participants

can reconstruct the secret s = R(0) + dgpi e

Proof. Let s be the secret the dealer intends to share. By Algorithm 5, the

dealer generates bivariate polynomials

F(x,y), G(z,y) € Flz,y]
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with deg,(F) = dy, deg,(G) = do, and dydy =t — 1. Algorithm 5 computes the
resultant

R(y) = Res,(F, G),

which is guaranteed, by construction, to be a polynomial of degree t — 1 with

non-zero constant term R(0). The shift is defined as

5shift =S5 R<O)7

and dgp; ¢ is published.

The dealer then chooses distinct «; € F (avoiding S and values for which
R(c;) = 0), and random non-zero a,b € F. For each participant i, the dealer
computes the integrity tag

v; = a; R(1) R(0)

and the scaled evaluation

Vi =rR(a), r = a®bh.

A binding commitment C} = Com(i, oy, V5 7;) is published, while V/ and 7; are
sent privately. For each coefficient ¢ of F' and G, a masking polynomial h.(z) of

degree exactly ¢t — 1 with h.(0) = ¢ is chosen, and the share of participant ¢ is

Shz = {hc(i>}a11 coeffs-

The dealer forms private commitments Cr, Cq to the coefficient vectors and pub-
lishes only the anchor

H,oot = Hash(Cr || Cq).

We show that honest participants can detect invalid data and reconstruct s.
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1) Detecting invalid or tampered data. Fach participant ¢ first performs a

structural binding check:
Hash(Cr || C) = Hroor-

Since the commitment scheme Com and hash function Hash are binding, any
discrepancy in the coefficient structure for different participants would change
the hash and be detected.

Next, participant ¢ verifies that their local masked share Sh; is consistent
with Cp,Cq at z = i (according to the chosen VSS instantiation). This ensures
that the algebraic slice received by ¢ matches the committed coefficient structure,
without revealing the coefficients themselves. Since the dealer is honest, all honest
participants pass this check.

Finally, participant ¢ checks that the privately received (V/,7;) opens the
public commitment:

, 7 . .
C; = Com(i, oy, Vs 7).

By the binding property of Com, the dealer cannot later change V/, and the

i
participant cannot claim a different value without causing the opening to fail.
Any failure in these checks for an index ¢ implies that the data associated to

that index is inconsistent, and the corresponding share is rejected.

2) Secret reconstruction. After excluding indices that fail the above checks,
consider a collaborating subset S C {1,...,n} of size |S| > t consisting of hon-
est participants. For each coefficient ¢ of F' and G, the masking polynomial
he(z) has degree t — 1 and satisfies h.(0) = c¢. Since at least ¢ honest evalua-
tions {h.(i)};cs are available, univariate interpolation in z uniquely recovers h,
and hence ¢ = h.(0). Therefore, the group reconstructs the original bivariate

polynomials F(z,y) and G(zx,y).

200



7. Secret Sharing Schemes Utilising Polynomial Resultants

They then compute
R*(y) = Res,(F, G).

By correctness of Algorithm 5 and the assumption of an honest dealer, it follows
that R*(y) = R(y).
To confirm that the recovered R*(y) is consistent with the per-index commit-

ments, the group checks, for each 7 in the accepted coalition,
Vi = R (o).

Since V! = rR(«;) was computed by the honest dealer and R*(y) = R(y), this
equality holds for all honest participants. Any mismatch would indicate either a
tampered share or incorrect interpolation, and the corresponding index is rejected.

As a further endpoint integrity check, the group computes R*(0) and R*(1)

and verifies, for all 7 in the final coalition,

Again, for the honest dealer and correctly reconstructed R*, this equality holds,
since v; was originally defined using R(0) and R(1). Any discrepancy reveals
inconsistent verification metadata or tampered shares.

Once all accepted indices pass both the scaling check and the v; check, the
coalition has confirmed that R*(y) is indeed the original resultant R(y). The

secret is then recovered as
s = R*(0) + dsnise = R(0) + dspife-

Thus, under the assumptions of an honest dealer and at least ¢t honest par-
ticipants, any adversarial modification of shares or verification values is detected
via the commitment, scaling, or v; checks, and a subset of ¢ honest participants

can reconstruct R(y) and therefore the correct secret s. a
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An illustrative example demonstrating its practical operation follows:

Example 7.5.9. (Illustration of Participant-Side Scheme with Masked

Symbolic Shares)

This example revisits Scheme 2 using the same bivariate polynomials (see

Equations 7.4) generated by Algorithm 5, and previously used in Example 7.5.2:

F(z,y) = 2*+ Qu+1ax + (3y* +4y + 1), 75
8

G(z,y) = 2x+ (dy + 1).
Over Fi3, their resultant with respect to x is

R(y) = 12y + 12y +3

(see Equation 7.5). Suppose the secret is s = 11. Since R(0) = 3, the dealer sets

the public shift

Osnist = s—R(0) = 11 -3 = 8 (mod 13).

Sharing stage (dealer).

1. The dealer confirms d; = deg,(F) = 2 and dy = deg,(G) = 1, so didy =

2.1 =2=1t—1 and hence the threshold is t = 3 out of n = 4.

2. The dealer chooses distinct non-zero

061:1, 062:2, Oé3:3, 064:4

in Fi3, none of which makes R(«;) vanish.

3. The dealer computes

R(1)=12+12+43=27=1 (mod 13),  R(0)=3,
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and defines, for each i = 1,...,4, the secret-dependent tags

v; = o; R(1) R(0) = 3a; (mod 13).

Thus

V1 = 3, Vg = 6, V3 = 9, Vy = 12.

4. The dealer selects random a = 4 and b = 2 in Fj3 and computes the global

scaling factor

r=a®b" =4".22=4.4=16=3 (mod 13),

which will be used in the scaling check.

5. Masked symbolic coefficient shares. For each scalar coefficient ¢ oc-
curring in F' and G, the dealer chooses a masking polynomial h.(z) € Fi3[z]
of degree exactly t — 1 = 2 with h.(0) = ¢. For illustration, consider the

coefficient of 22 in F, namely ¢ = 1. The dealer might choose, for instance,

ha2(2) = 1422+ 22 € Fis2],

which satisfies h,2(0) = 1. For participant i this yields the masked value
ha2(7); the other coefficients are treated analogously with their own degree-2
masking polynomials. The complete masked share of participant ¢ is then

the vector

Shz - {hc(i)}aﬂ scalar coefficients ¢ of F,G-
These values do not reveal the coefficients c.

6. Scaling commitments. The dealer evaluates the global resultant at each
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public point:

R(1) =1,
R(2)=12-4+412-243=484244+3=75=10 (mod 13),
R(3)=12-9+12-3+3=1084+36+3=147=4 (mod 13),

R(4)=12-16+12-44+3=1924+484+3=243=9 (mod 13).

Using r = 3, the scaled evaluations are

Vi=rR() = V=3 V=4 Vi=12 V=1

For each i, the dealer publishes a binding commitment

/ . !
Ci = COIH(Z, Qs ‘/; ) Ti)a

but keeps V/ and 7; private.

Table 7.2 summarises the symbolic data points («;, V/, v;) held by partici-

pants. Note that Sh; represents the n-tuple of masked coefficients.

Table 7.2: Computed values for each participant in the scheme.

i Sh; (Sample masked G coeff)  «; V! (Scaled) v;
1 e 1 3.-R(1) =3

P .9, 2 3.R(2)=30=4

3 3. 3 3-R(3) =12

4 12, 4 3.-R4)=21=1 12

. Private distribution. To participant ¢, the dealer privately sends:

Shia (%) r, CFvCG7 (‘/;/77-2')7

together with the global anchor H.,,o = Hash(Cr || C5) (the latter may be

public).

204



7. Secret Sharing Schemes Utilising Polynomial Resultants

Participant-side verification.

Each participant ¢ performs:

o Structural binding check:

Hash(Cr || Cq) ~ H, oot

e VSS consistency check: verify that the masked vector Sh; is consistent with

Cr,Cq when evaluated at z = i.

o Commitment check: verify that (V;, ;) opens the public commitment:

, 7 . ,
C; = Com(i, oy, Vs 7).

If all checks pass, participant i stores (Sh;,v;,V/) as a valid share. Note that in
the actual protocol the participants do not know F'; G, R(«;) or the underlying

coefficients; these explicit values are shown only here for illustration.

Group reconstruction and checks.
Suppose participants 1,2 and 4 are honest and form a coalition of size |S| =

3 =t. They proceed as follows.

1. Stage 1: Coefficient unmasking. For each coefficient ¢ of F' and G, the
values {h.(7)}ies give three evaluations of the degree-2 polynomial h.(z).
Univariate interpolation in z (over Fi3) uniquely recovers h.(z), and hence
¢ = h.(0). Repeating this for all coefficients yields the original polynomials
F(z,y) and G(z,y) as above. In this case, for the constant term of G, they
interpolate (1,4), (2,9), (4,12) to find hy(0) = 1.

2. Stage 2: Resultant and scaling filter. From the recovered F' and G, the
coalition computes
R*(y) = Res,(F,G) = 12y* + 12y + 3.
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They then verify, for each i € {1,2,4}, that the scaled evaluations are
consistent:

V! < R (o).
Using the values already computed,
rR*(a;) =3-1=3=1V],

rR*(an) =3-10=30=4= V4,

rR*(ay) =3-9=27T=1=1V],
so the scaling check passes for this coalition.
3. Stage 3: Endpoint integrity via v;-check. The coalition computes R*(0) = 3
and R*(1) = 1 and verifies
v = oy R*(1) R*(0) = 3y
for i = 1,2,4. Using the values above:
U1 = 3, Vg = 6, Vg = 12,
so the check holds for all three indices. Any participant providing inconsis-

tent v; would be detected at this step.

4. Secret recovery. Since R*(y) = R(y) has been validated, the secret is recov-

ered as

In this way the example shows, using the same polynomials F,G as in the
previous example, how the participant-side scheme combines masked symbolic
shares, scaling-based commitments, and the v; endpoint tags to provide verifiable
reconstruction while keeping the underlying coefficients hidden from all individual

participants. O
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This scheme is suited for scenarios where higher security assurance and effec-
tive participant-driven verification are prioritised over minimal participant com-
putation, and where the potential for post-quantum resistance is especially de-

sired.

7.5.7 Underlying Algebraic Foundations

Both Scheme 1 (Dealer-Side Scaling) and Scheme 2 (Participant-Side Scaling)
fundamentally rely on the algebraic properties of polynomial resultants discussed

in Section 7.2.1.

e The evaluation property is central to verification and reconstruction. In
Scheme 1, participants use scalar shares Sh; = R(«;) for interpolation of
R(y). In Scheme 2, the public indices a; determine the y-coordinates at
which the reconstructed resultant R*(y) is checked against the dealer’s com-
mitted scaled values V; (and against the endpoint tag v;), whilst reconstruc-

tion proceeds by unmasking coefficients rather than directly interpolating

R(y).

e The scaling property underpins verifiability in both schemes. In Scheme 1,
the dealer scales the input polynomials by a and b, inducing a global factor
r = a®2b™ on the resultant, so that participants can verify consistency via
the ratios p; = V//Sh;. In Scheme 2, the dealer likewise defines r = a?2b®
and commits per index to V/ = r - R(«;); after the coalition reconstructs F’
and G and computes R*(y) = Res,(F(x,y), G(x,y)), correctness is verified
by checking the global relation V; . R*(ey;) (and, in addition, by the

endpoint integrity check v; - a; R*(1)R*(0)).

e The polynomuial combination property and the resultant’s relationship to
common roots ensure that R(y) captures the secret as embedded by the

dealer through F'(x,y) and G(x,y). Algorithm 5 is designed to ensure that
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R(y) has the desired structure (degree t—1) and supports the chosen secret-

encoding relation s = R(8) + Ogpitt.-

The formal correctness of Algorithm 5 is established by analysing its alge-
braic construction steps, confirming that it produces polynomials F' and GG whose
resultant R(y) meets the specified degree and secret-encoding requirement.

The formal proofs for Scheme 1 (Theorem 7.5.1) and Scheme 2 (Theorem 7.5.8)
establish their (¢, n)-threshold properties (correct reconstruction by at least ¢ par-
ticipants, and privacy against any coalition of fewer than ¢ participants), as well
as the effectiveness of their respective verification and adversary identification
techniques. These proofs rely on polynomial interpolation theory (for correctness
and privacy) together with algebraic properties of resultants (for the scaling-based
and structural verification aspects). For Scheme 1, privacy follows from the fact
that fewer than ¢ evaluations of a degree-(¢ — 1) polynomial do not determine
R(53). For Scheme 2, privacy is enforced by the information—theoretic masking
in the auxiliary variable z, so that fewer than ¢ masked coefficient evaluations do
not reveal any coefficient of F' or G, and hence do not reveal R(f). Verifiability
in both schemes relies on the uniqueness of the resultant and its scaled coun-
terparts under the prescribed construction and commitment mechanisms. The
arguments presented within the scheme descriptions in this chapter outline the

main reasoning for their security and functionality.

7.6 Comparative Analysis of the Proposed Secret
Sharing Schemes

The two proposed schemes, Dealer-Side Scaling (Scheme 1) and Participant-Side
Scaling (Scheme 2), offer distinct operational characteristics and trade-offs. A
comparative analysis is therefore essential for selecting the appropriate scheme
based on specific application requirements, security considerations, and resource

constraints.
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7.6.1 Flowcharts for Comparing Scheme Approaches

The flowcharts in Figure 7.1 offer a side-by-side visual comparison of the two
schemes discussed throughout this study. These diagrams outline the key stages
for each approach, including initial setup, the differing methods of share distribu-
tion and computation, the distinct verification procedures (local ratio p; checks
for Scheme 1 versus scaling and endpoint integrity checks for Scheme 2), and
the final secret reconstruction, thus clarifying the allocation of responsibilities
between the dealer and participants.

Scheme 1 Scheme 2

G G

Setup:

Fix F, {a;}, B, t, dy.do.

Construction:
Construct F, G and R(y) = Res,(F,G).
Set s = R(S) + danite-

R(y) = Res,(F,G), s = R(S3) + Oshi-

Anchoring:
Publish H,ooy = Hash(Cp || C¢) and dguire.

Distribution:
Private: Sh; = {h.(i)},Cr,Ca,vi, (V/, 7).
Public: €} = Com(i, o, V/; 7;) and r.

Private Distribution:
Send Sh; = R(«;) to participant i.

Initial Verification:
Check Hioot anchor, C! opening,
and VSS-consistency of Sh;.

Scaling & Commitments:

Set 7 = a®b%, R'(y) = rR(y).
Publish C; = Com(i, o, V/; 73).
Private send: (V/,7;) for V! = R'(a;).

Fault Flag:

Flag dealer fault or
corrupted share data.

Verification:
Verify C; opening and compute p; = V;//Sh;. Stage 1: Unmasking
Pool t shares; interpolate in z

to unmask bivariate F(z,y) and G(z,y).

Stage 2: Validation
Compute R*(y) = Res,(F,G). Verify:
V! =r- R*(a;) and v; = a;R*(1)R*(0).

Fault Isolation:
Identify ratio or commitment
mismatches; exclude adversaries.

| No_ pi = r for all i?

Correction: N
=< All valid?

Exclude inconsistent indices.
Yes Re-form coalition and retry.

Yes

Reconstruction:
Interpolate R(y) from valid shares.
Compute s = R(83) + danite-

Recovery:
Accept R*(y); s = R*(83) + Osnite.-

Figure 7.1: Comparative flowcharts for Dealer-Side (left) and Participant-Side
(right) scaling processes.
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7.6.2 Key Comparative Features

This section evaluates the two resultant-based secret sharing schemes developed in
this chapter: the Dealer-Side Scaling scheme (Scheme 1) and the Participant-Side
Scaling scheme (Scheme 2). The analysis is structured around key operational
and security characteristics to highlight their distinct approaches and practical

trade-offs.
e Nature of Shares:

— Scheme 1 (Dealer-Side Scaling): Distributes numerical shares Sh; =

R(a;) € F, i.e. single field elements tied to public indices.

— Scheme 2 (Participant-Side Scaling): Distributes masked symbolic co-
efficient shares Sh; = {h.(i)}an coefts « that collectively enable recon-
struction of the bivariate polynomials F'(z,y) and G(z,y) (rather than

directly distributing R(c;) or univariate slices).
e Participant Computational Load:

— Scheme 1: Minimal. Verification involves checking a commitment
opening (if used), computing a single ratio p; = V//Sh;, and com-
paring it either to a public r or for equality across participants. Re-
construction requires contributing one field element.

— Scheme 2: Higher. Each participant performs private verification steps
(structural binding via H,.., VSS-consistency of masked shares, and
commitment opening checks). Group reconstruction requires coeffi-
cient unmasking via interpolation in the masking variable z, followed
by a resultant computation and global checks (scaling and endpoint

integrity).
e Dealer’s Computational Load:

— Scheme 1: Computes F,G, R(y) and the scaled resultant R'(y) =

rR(y). It then performs n evaluations Sh; = R(«;) and n evaluations
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V! = R'(«;), together with generating and publishing commitments to

the V; values.

— Scheme 2: Computes F,G, R(y), selects a,b and publishes r (or a
hash anchor), forms coefficient commitments (publishing only H,.),
generates masking polynomials for each coefficient, and distributes the
masked coefficient evaluations Sh;. It also computes per-index values

v; = a; R(1)R(0) and publishes commitments C} to V/ = r - R(«;).
e Storage Requirements for Participants:

— Scheme 1: Minimal. Stores Sh; and, for verification, the opening

information (V/, 7;).

— Scheme 2: Higher. Stores the masked coefficient share Sh; = {h.(i)},
the commitment vectors Cp,Cq (or the material required to validate

them against H,.o), and the verification metadata (v;, V/, ;) (and r

or H(r)).
e Communication Overhead (during reconstruction):

— Scheme 1: Minimal. Each participant submits («;, Sh;) (and, if re-
quired for global checking, the opening (V}, 7;)) to enable interpolation

and consistency validation.

— Scheme 2: Higher. Participants pool their masked coefficient shares
{Sh;} to enable coefficient unmasking; the coalition then uses the pri-
vately held openings (V/,7;) and tags v; for the global scaling and

endpoint integrity checks.
e Verification Mechanism and Point of Detection:

— Scheme 1: Dealer-assisted verification. Participants (or a reconstruc-
tor) verify shares by checking commitment openings and computing

p; = V!/Sh;. Consistency is checked either by comparing p; to a
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published 7, or by ensuring equality of the ratios across collaborating

participants.

— Scheme 2: Multi-layered, participant-centric verification. Partici-
pants first validate a global structural binding via H,... and verify
VSS/commitment consistency of their masked data. After reconstruc-
tion, the coalition verifies V/ Z . R*(a;) and v; < a; R*(1)R*(0),

providing both algebraic and endpoint integrity assurance.
e Security Characteristics and Effectiveness:

— Scheme 1: Provides verifiability via binding commitments to scaled
evaluations and a simple scaling relation, making it effective at detect-

ing inconsistent scalar shares.

— Scheme 2: Provides stronger structural assurance by combining
information—theoretic masking of coefficients with cryptographic bind-
ing (H,o0; and commitments to V), and by enforcing both scaling con-
sistency and endpoint integrity via the v; check. This makes manipula-
tion significantly harder, and the scheme is designed to be compatible

with post-quantum secure commitment and hashing primitives.

7.6.3 Comparison with Established Threshold Schemes

To contextualise the two resultant-based schemes within the established litera-
ture, Table 7.3 provides a comparative analysis of their key characteristics. The
comparison evaluates each scheme across several features, including share struc-
ture, computational costs, and the nature of their verification and security prop-
erties. The features are listed row-wise to facilitate a direct assessment across the

four schemes.
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Table 7.3: Comparative analysis of secret-sharing schemes.

Feature

Shamir [120]

Liu et al. [96]

Dealer-Side
Scaling

Participant-Side
Scaling

Share Size

1 field element

2 field elements

1 element +
proof

Masked set + tags

Share Type Numeric point Numeric point + Numeric +  Masked Symbolic
tag Comm.
Dealer Low (polynomial Moderate (bivari- Moderate (Re- High (Masking -+
Complexity generation) ate poly + tag sultant + Com- Anchors)
generation) mitments)
Participant Low (polynomial Low (polynomial Low (Com- Moderate (Un-
Complexity interp.) interp.) mit. check + masking + Resultant)
ratio)
Verify Add-on (external Built-in tags (lim- Binding Comm. Structural (Hyoot) +
Type commitments) ited) + Ratio Check  Algebraic
Dealer De- Requires dealer / Fully dealer gen- Requires Requires  dealer’s
pendence third-party com- erated tags dealer’s binding structural anchor
mitments commitment
Adversary None (only de- Signals inconsis- Pinpoints invalid Pinpoints faults
Detection tects reconstruc- tency but cannot shares globally (Dealer/Part.)
tion failure) localise
Dealer Honest-dealer Honest-dealer as- Verifiable (de- Verifiable. ~ Anchor
Trust assumption sumption critical  tects inconsis- prevents structural
critical tency) switching.
Authenti- External or dealer Dealer publishes Binding Comm. Root Hash + In-
cation commitments tags with shares + Scaling Fac- tegrity Tag (v;)
Source tor
Post- Classical finite- Classical hash/tag High (PQ Com- High. Symbolic
Quantum field security security mit + Hashing) masking + PQ An-
Safety chors

7.6.4 Summary of Trade-offs

The choice between Dealer-Side Scaling (Scheme 1) and Participant-Side Scaling

(Scheme 2) involves clear trade-offs:

e Scheme 1 offers simplicity and efficiency for participants, making it well-

suited for scenarios involving resource-constrained participants such as in

IoT devices, large-scale networks, or applications where rapid share process-

ing is required such as in ephemeral key reconstruction in secure messaging

protocols. Its security relies on the integrity of the dealer’s binding commit-

ments and publicly provided verification data.
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e Scheme 2 provides a stronger, participant-driven verification process dur-

ing reconstruction, offering greater resistance against sophisticated struc-

tural tampering. The use of masked symbolic shares and private scal-

ing filters makes the verification process more effective but increases com-

putational load, storage, and communication for participants. Addition-

ally, it shows potential for enhanced post-quantum security due to its

information-theoretic masking layer, making it particularly well-suited for

high-assurance applications where strong verification is critical, such as in

the management of cryptocurrency multi-signature wallets or the protection

of national security communications.

The following table provides a concise comparative analysis of the two pro-

posed schemes, designed to facilitate a direct assessment of their respective

strengths, trade-offs, and ideal application scenarios.

Table 7.4: Comparison of Dealer-Side Scaling and Participant-Side Scaling Ap-

proaches

Feature

Dealer-Side Scaling

Participant-Side Scaling

Share Distribution

Dealer sends numerical shares
R(o;) (single values) + private
opening data.

Dealer sends Masked Symbolic
Coefficient Shares Sh; = {h.(i)}
(sets of values).

Scaling Ratio

Computed by the dealer as part
of the scaled resultant R'(y) =
rR(y).

Used by participants as an alge-
braic filter V/ = rR*(«;) on the
reconstructed resultant.

Local Self Achievable via local verification Participants verify structural an-
Verification of p; = r (if r is public) and com-  chor Hyeet locally; algebraic ver-
mitment checks C;. ification requires coalition un-
masking.
Adversary Dealer fault detected early via Dealer fault detected via Hyoot
Screening commitment check. Participant mismatch. Participant fault de-
fault detected via ratio p;. tected via algebraic filter (V)
mismatch.
Verification Participants check C; opening, Participants unmask coefficients,
Process then compute p; = V//Sh,. compute R*(y), and verify V; =

Consistency requires p; = r.

rR*(«;) and endpoint tags v;.

Complaint Stage

Commitment failure or ratio p;
mismatch initiates complaint.

Structural hash mismatch or al-
gebraic filter failure initiates it-
erative subset verification.
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— Comparison of Scaling Approaches (Continued) —

Feature Dealer-Side Scaling Participant-Side Scaling
Adversary Adversary identified by failed Adversary identified by inconsis-
Handling commitment or ratio p; # r. tency with global resultant R*(y)
or structural anchor.
Verification Relies on dealer’s binding com- Relies on structural binding
Reliant mitments and scaled data in- (Hot) and collaborative alge-
tegrity. braic consistency.
Computational Dealer-heavy (2n evals + com- Participant-heavy  (unmasking
Load mitments). Participant-light interpolation + local symbolic

(hash + ratio check).

resultant computation).

Data Leakage

Minimal: participants only re-
ceive numerical share values,

R(al)

Minimal:  participants receive
masked  vectors; coefficients
remain information-theoretically
hidden.

Network
Suitability

Suitable for large networks due
to minimal participant-side com-
putation.

Suitable for small to medium
networks due to reconstruction
complexity.

Example
Applications

Large-scale IoT networks, time-
sensitive protocols, or resource-
constrained nodes.

High-assurance contexts (e.g.,
multi-sig wallets, national secu-
rity) requiring robust structure.

Post-Quantum
Safety

Compatible with post-quantum
commitments/hashes; alge-
braic core does not rely on
DL /factoring.

Potentially PQ secure due to
symbolic masking structure -+
PQ anchors.

Ultimately, the selection depends on the specific security goals, the threat

model, the computational capabilities of the participants, and the acceptable
level of complexity for the system. Both schemes demonstrate the adaptability of
using polynomial resultants as a foundation for constructing feature-rich secret

sharing protocols.

Chapter Summary

This chapter has introduced a novel framework for (¢,n)-threshold secret shar-
ing by utilising the algebraic theory of polynomial resultants. This investigation
has demonstrated not only the theoretical feasibility but also the practical ad-
vantages of constructing secret sharing schemes based on the resultant of two
bivariate polynomials. This approach, to the best of current knowledge, repre-
sents a new avenue in cryptographic scheme design, moving beyond traditional

single-polynomial constructions such as Shamir’s.
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Two distinct secret sharing schemes have been developed and presented:

1. Scheme 1 (Dealer-Side Scaling): This scheme prioritises participant
efficiency by distributing simple numerical shares. Verification is facilitated
by the dealer who provides binding commitments to scaled evaluations,
enabling participants to cryptographically verify their shares and allowing

the reconstruction group to validate submitted shares against public data.

2. Scheme 2 (Participant-Side Scaling): This scheme employs masked
symbolic coefficient shares and empowers participants with structural an-
chors and private scaling filters to engage in a more active, multi-layered
verification process during reconstruction. This "double-structured poly-
nomial approach" offers potentially enhanced security effectiveness and is
designed to accommodate post-quantum secure commitment and hashing

primitives.

A critical enabler for these schemes is Algorithm 5, a method for constructing
the input bivariate polynomials F(z,y) and G(z,y) such that their resultant
R(y) = Res,(F,G) has the exact degree t — 1 required for a (t,n)-threshold
and correctly encodes the secret s. Both proposed schemes incorporate effective,
built-in techniques for share verification and the detection and identification of
adversarial behaviour, directly deriving these capabilities from the fundamental
evaluation and scaling properties of polynomial resultants.

The operational correctness of the polynomial construction algorithm and the
main security properties of both schemes (including their threshold behaviour,
privacy, and verifiability) have been demonstrated through illustrative examples
and formally validated by comprehensive mathematical proofs.

The resultant-based framework established here offers new insights and tools
for cryptographic design. The ability to embed verification directly via algebraic
properties such as scaling is a significant advantage. This work has shown that
resultants are not just tools for algebraic elimination but can be repurposed ef-

fectively for cryptographic constructions.

216



7. Secret Sharing Schemes Utilising Polynomial Resultants

In summary, this chapter has laid a new foundation for constructing secret
sharing schemes that are both secure and verifiable, by innovatively applying
the theory of polynomial resultants. The developed schemes, algorithms, and
analyses contribute to the ongoing effort to design more effective and adaptable
cryptographic tools, opening promising pathways for future exploration in both
classical and post-quantum cryptography.

In summary, this chapter has laid a new foundation for constructing secret
sharing schemes that are both secure and verifiable, by innovatively applying
the theory of polynomial resultants. The developed schemes, algorithms, and
analyses contribute to the ongoing effort to design more effective and adaptable
cryptographic tools, opening promising pathways for future exploration in both
classical and post-quantum cryptography. Moreover, the inherent non-linearity of
the resultant structure introduces a novel layer of algebraic complexity, offering
a distinct alternative to the linearity of standard interpolation-based methods.
Ultimately, this research validates the concept that classical elimination theory
can be effectively adapted to address emerging challenges in secure distributed

computing.
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Chapter 8

A Difie-Hellman—Like
Key-Exchange Protocol via

Commuting Skew Resultants

This chapter introduces a novel Diffie-Hellman—like key-exchange protocol that
operates entirely within a non-commutative, multivariate Ore algebra. The cen-
tral idea is to exploit the fact that skew resultants, defined via the Dieudonné
determinant, take values in an abelianised multiplicative group; although the un-
derlying Ore polynomials do not commute, their associated resultants (coming
from matrices of the same size over a skew field) do commute. This commutativity
in the abelianised image is cryptographically meaningful in two complementary
ways.

First, it yields a simplified key-generation mechanism. Earlier schemes in
multivariate Ore rings, such as the construction of Burger and Heinle [18], require
participants to select private keys from carefully engineered subsets of commuting
polynomials embedded in a larger non-commutative ring. The search for such
commuting subsets is technically delicate, computationally expensive, and risks
shrinking the effective key space to a highly structured subset that may itself

become a target for algebraic attacks. By contrast, in the protocol presented
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here, each party chooses private keys as generic elements subject only to natural
degree and support constraints; commutativity is obtained automatically at the
level of skew resultants, with no need for an explicit commuting subalgebra. This
reduces key-generation complexity and leads to a conceptually cleaner and more
uniform key space.

Secondly, the use of commuting skew resultants allows the security assump-
tions to be formulated directly in terms of the difficulty of recovering or dis-
tinguishing private Ore-polynomial data from resultant values in an abelianised
group. The protocol leverages the full non-commutative structure of the under-
lying Ore algebra for hiding information, but the exchanged public values live in
a commutative image where a Diffie-Hellman-like composition law is available.
This stands in contrast to earlier non-commutative schemes, where security often
depends on ad hoc commutation hypotheses or on ring properties (such as the
Euclidean property) that have been shown to enable efficient greatest-common-
divisor attacks [48]. In the construction developed here, commutativity is not an
artefact imposed on the key space but an inherent property of the skew resultant
itself, which can be analysed via Dieudonné determinants and degree bounds.

The chapter formalises this algebraic framework, defines the commuting skew
resultants used as cryptographic conjugators, and then describes a complete key-
exchange protocol built on these objects. A comparative discussion is provided
to highlight how the use of commuting skew resultants simultaneously (1) re-
moves the need for pre-computed commuting subsets, (2) avoids known struc-
tural weaknesses of Euclidean Ore domains, and (3) leads to a clearer and more
tractable security assumption that is distinct from both classical commutative

Diffie-Hellman and previous non-commutative proposals.

8.1 Introduction and Background

In response to the threat that quantum computing poses to cryptosystems based

on integer factorisation and discrete logarithms, research has turned to alternative
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platforms, including non-commutative algebraic structures |11, 18, 114|. The
underlying motivation is to identify computational problems, such as factoring
or solving polynomial equations in multivariate Ore rings, that are conjectured
to be infeasible for both classical and quantum computers, thereby providing a
foundation for post-quantum safe cryptographic schemes.

An early proposal by Boucher et al. [11] employed univariate skew polynomi-
als for a key-exchange scheme. However, as Dubois and Kammerer later demon-
strated [48], this protocol was vulnerable to structural attacks using greatest-
common-divisor (GCD) computations, a weakness rooted in the fact that the
underlying univariate Ore ring is a Euclidean domain. Once the Euclidean prop-
erty is present, the non-commutative structure can be partially linearised, en-
abling efficient recovery of private keys. To mitigate this, Burger and Heinle [18|
proposed moving to multivariate Ore polynomial rings, which are not Euclidean
domains and thus are not immediately susceptible to such GCD-based attacks.
Their protocol, however, requires participants to select private keys from special,
pre-constructed subsets of commuting polynomials. The generation and verifica-
tion of these subsets are computationally costly and introduce an additional layer
of structure that must be secured: if the commuting subset is too small or too
regular, it may itself become the focus of algebraic or combinatorial attacks.

The approach in this chapter revisits key exchange in Ore algebras from a
different perspective, building upon the theory of skew resultants developed in
Chapter 4. The resultant employed here is formulated via the Dieudonné deter-
minant. Although the determinant is computed inside a non-commutative matrix
ring, its value lies in the abelianised multiplicative group of the underlying skew
field, and resultants arising from matrices of the same size therefore commute
with one another. In particular, if two parties start from non-commuting bivari-
ate Ore polynomials and form suitable Sylvester-type matrices, the corresponding
skew resultants commute in the target group even though the original polynomi-

als do not. This inherent commutativity is used to realise a Diffie-Hellman-like
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operation on public data without the need to impose commutativity at the level
of private keys.

From a cryptographic viewpoint, this has two key consequences:

o Reduced key-generation complexity. Each party may select private keys as
generic polynomials (within a prescribed degree and support window) in
the underlying Ore algebra. There is no requirement to search for or ver-
ify membership in a commuting subalgebra. The only structure that must
be enforced is that the associated Sylvester matrices have the appropri-
ate size and non-degeneracy to yield well-defined, non-trivial skew resul-
tants. This significantly simplifies parameter generation compared with
Burger—Heinle-type constructions [18], and helps to maintain a large, rela-

tively unstructured key space.

e Clearer and potentially stronger security assumptions. Public values in the
protocol consist of skew resultants that lie in an abelianised group, where a
Diffie-Hellman—like composition law is well defined. The hardness assump-
tion can therefore be formulated directly as the difficulty of recovering or
distinguishing the underlying non-commutative Ore polynomials from their
commuting resultant images, under constraints on degrees and evaluation
structure. This differs qualitatively from both the discrete-log assumption
in finite fields and the assumptions behind previous non-commutative pro-
posals, which often rely on conjugacy or word problems in groups whose

algebraic structure may admit unexpected simplifications.

This chapter formalises the use of commuting skew resultants as cryptographic
conjugators and develops a concrete Diffie-Hellman-like key-exchange protocol

based on them. The principal contributions are as follows:

e The use of commuting skew resultants as cryptographic conjugators in
bivariate Ore algebras is formalised, including the precise role of the

Dieudonné determinant and the abelianisation of the multiplicative group.
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e A complete key-exchange protocol is presented, detailing the algebraic setup,
key generation, and shared-secret derivation, and showing how the commut-
ing property of resultants yields a Diffie-Hellman-like structure without

pre-constructed commuting subsets.

e The algebraic correctness, parameter selection, and security assumptions of
the protocol are analysed and compared with those of earlier systems, high-
lighting how commuting skew resultants influence both efficiency (through
simplified key generation) and security modelling (through a well-defined

hardness assumption on non-commutative-to-commutative images).

8.2 The Commuting-Resultant Protocol

8.2.1 Algebraic Preliminaries

Let F be a finite field and, for i« = 1,2, let 0,: F — F be field automorphisms

with associated o;-derivations ¢;. Consider the bivariate Ore algebra
S = (Flby;01,61])[02; 02, 65],

which is an iterated Ore extension. As established in Chapter 4, for two skew
polynomials F,G € §[fs;03,d3] (in a third indeterminate 63), their skew resul-
tant Resy, (F,G) is the Dieudonné determinant of their o-Sylvester matrix. A
fundamental property of the Dieudonné determinant is that its values lie in an
abelian group. Consequently, for any four such polynomials Fy, G, F5, G, their

resultants commute:
Resg, (F1, G1) Resg, (F2, G2) = Resy, (Fy, Go) Resg, (F1, Gy).

This inherent commutativity supports the protocol introduced below.
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8.2.2 Protocol Description
8.2.2.1 Public Parameters

Participants publicly agree on the following:
1. A fixed bivariate Ore algebra S = F[0y; 01, 61][02; 02, ds).

2. A public, non-central skew polynomial L. € S that serves as the base ele-

ment.
3. A security parameter n € N giving a minimum total degree for the polyno-
mials from which private keys are derived.

8.2.2.2 Private-Key Generation

Each participant (e.g. Alice) generates her private key by choosing two random
pairs of polynomials, (Fia1,Ga1) and (Fas, Ga2), in S[fs; 03, d3]. The coefficients
and #3-degree of these polynomials are chosen to ensure a non-trivial skew resul-

tant. She then computes the private key components:

R 41 = Resp,(Fa1,Gar), R 42 = Resp, (Fa2, Gas),

both having a total degree of at least n. The other participant (e.g. Bob) pro-
ceeds analogously to obtain Rp; and Rp,. Because all are Dieudonné resultants
of matrices of the same size, the four resultants R4, R42, R, Ry commute
pairwise.

8.2.2.3 Key-Exchange Protocol

The exchange phase consists of the following steps, illustrated in Figure 8.1.
Step 1 Alice computes C'y := R4y - L - Ry» and sends the result to Bob.

Step 2 Bob computes Cp := Rp; - L - Rp, and sends the result to Alice.

Step 3 Both parties compute the shared secret key K:
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o Alice computes KA = RAl : CB . RA2 = RAl . (RBl <L RBQ) : RAQ.
e Bob computes KB = RBI : CA : RBQ = RBI : (RAl -L- RAQ) : RBQ-
The protocol is correct because all resultant keys R4;, Rp; commute, ensuring

that Ky = Ry1RgiLRpaR oy = Rp1Ra1 LR soRps = Kp. Thus, both users derive

the same key K.

Alice Adversary Bob
Select Random Select Random
Ra1, Ras Rp1, Rpy
C
CA = RAlLRA2 <—(j ————— > CYB = RBlLRBQ
;]

Shared Key Shared Key

K = K =
Rai Rpi L Rpy Ra Rpi Ra1 L Ras Rpo

Figure 8.1: Diffie-Hellman-like key-exchange using skew resultants.

Algorithm 8 formalises the Commuting Skew-Resultant Key Exchange proto-
col into a unified pseudocode. This algorithm specifies the systematic procedure
for parameter validation, the generation of private keys via Dieudonn’e determi-

nants, and the secure exchange of public conjugates.
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Algorithm 8: Commuting Skew-Resultant Key Exchange (Diffie—
Hellman-Like over S)

Input : Public parameters: Field F, automorphisms o; and derivations §; (for
i =1,2), and the (bivariate) Ore algebra S

Public base element L € S (non-central), security parameter n € N

Extension S[f3; 03, 03] and Sylvester-matrix size parameter m

Output: Shared secret K (in abelianised group)

/* Step 1: Setup Verification */
if L is central in S or L is degenerate then
return | /* Invalid base element */
end
Establish eligibility constraints such that Resg, (F, G) is non-trivial for size m
Define weak-key exclusions (e.g. prohibit graded classes susceptible to commutative
reduction)

(S B N I N

/* Step 2: Private-Key Generation (Alice) */
repeat

Sample pairs (Fa1,Ga1), (Faz, Gaz2) € S[0s; 03, 03] satisfying constraints

Ra1 := Resg, (Fa1,Ga1)

R 2 := Resg, (Faz2, Ga2)
10 until deg(R41) > n and deg(Ra2) > n

© 0w N o

/* Step 3: Private-Key Generation (Bob) */
11 repeat
12 Sample pairs (Fp1,Gp1), (Fp2, Gp2) € S[03; 03, d3] satisfying constraints

13 RBl = R6893 (FBl, GBl)
14 RBQ = ReSg3 (FBQ, GBQ)
15 until deg(Rp1) > n and deg(Rp2) > n

/* Step 4: Exchange of Public Conjugates */
16 Alice computes public key: Cy := Ra1 - L - Rao
17 Bob computes public key: Cp := Ry - L - Rps
18 Exchange C4 and Cp over authenticated channel

/* Step 5: Shared-Secret Derivation */
19 Alice computes K4 := Ra1-Cp - Ras
20 Bob computes Kp := Ry -C4 - Rps

/* Commutativity ensures K4 = Kp (i.e. Ra1Rp1 = Rp1Ra1 etc.) */
21 K := Ky

22 return K

8.3 Analysis and Discussion

8.3.1 Security Assumptions

The security of the key-exchange protocol is founded upon the presumed compu-
tational difficulty of two related problems within the Ore algebra §; the general
problem of factoring multivariate skew polynomials and a specific problem de-
rived from the protocol’s structure, which is here termed the Skew Resultant

Conjugacy Problem.
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Definition 8.3.1 (Skew Resultant Conjugacy Problem (SRCP)). Given the pub-
lic parameters (S, L), along with two publicly exchanged values Cy = Raq-L- R 4o
and Cp = Rp1 - L - Rpy (where Ra;, Rp; are skew resultants), the SRCP is the

problem of computing the shared secret key K = Ry1RpiLRpaRas.

An adversary’s attempt to solve the SRCP would be to first solve a factoring
problem: extracting one of the private key pairs, either (R4, Ra2) from C4 or
(Rp1, Rp2) from Cp. While this appears similar to the challenge in the work
of Burger and Heinle [18], the SRCP presents more security advantages. An
adversary must solve a structured factorisation problem; they must find factors
that not only solve the decomposition but also possess the specific and complex
algebraic structure of being a skew resultant, rather than originating from a public
structure derived from pre-computed polynomials. This task is considered no
easier than factoring general multivariate Ore polynomials, for which no efficient
algorithm is known. Furthermore, the inherent non-uniqueness of factorisation
in such rings further complicates any attacks based on algebraic reconstruction.

The following theorem formalises the relationship between the security of the

protocol and the hardness of the SRCP.

Theorem 8.3.2 (Security Reduction to the SRCP). The key-exchange protocol
presented in this chapter is secure against a passive adversary if and only if the

Skew Resultant Conjugacy Problem (SRCP) is computationally infeasible.
Proof. The proof consists of two directions:

1. (SRCP hardness — Protocol security): Assume that the SRCP is hard
to solve. A passive adversary in the key-exchange protocol has access only
to the public parameters (S, L) and the exchanged messages (Cy, Cg). The
adversary’s plan is to compute the shared secret K = Ry 1 Rp1LRpaRas.
This is precisely the definition of the SRCP. Therefore, if the SRCP is

computationally infeasible, the protocol is secure against this adversary.

2. (Protocol security — SRCP hardness): Assume the protocol is secure.
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This means that an adversary with access to (S, L, C4, Cg) cannot compute

K. By definition, this implies that the SRCP is hard.

Thus, breaking the protocol is equivalent to solving the SRCP. a

8.3.2 Security Analysis and Potential Attacks

The practical security of the Commuting Skew-Resultant Key Exchange protocol
relies fundamentally on the hardness of the Skew Resultant Conjugacy Problem
(SRCP). To validate this reliance, we analyse the protocol’s resistance against
the primary classes of algebraic attacks that have historically compromised non-
commutative cryptosystems, along with the specific parameter selections required

to mitigate them.

Algebraic Reduction (Linearisation Attacks)

A standard cryptanalytic strategy is to treat the coefficients of the private key

polynomials as unknowns in a system of equations derived from the public key.

e The Attack: An adversary symbolically expands the public equation
Ca = Ry1- L+ Ry, equating the coefficients of the resulting polynomial to
those of the intercepted message C'4. This generates a system of quadratic
equations over F. If the number of equations (derived from the public data)
exceeds the number of monomial terms in the private keys, the system can
be linearised (by replacing monomials z;z; with independent variables y;;)

and solved via Gaussian elimination.

e The Defense: The protocol counters this by enforcing a sufficiently high
total degree n. In multivariate Ore extensions, the number of monomials
grows combinatorially with the degree, whereas the number of equations
provided by the public key grows at a slower rate. By selecting n > 25, the

system becomes severely underdetermined (where the number of unknowns
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far exceeds the number of equations), rendering linearisation mathemati-

cally infeasible.

Resultant Inversion (Structural Generator Attack)

This attack exploits the fact that the private key R 4; is not a generic high-degree

polynomial, but is generated from lower-degree “seeds” (F,G).

e The Attack: The number of coefficients in the seed polynomials F' and
G is significantly smaller than in their resultant R4;. An adversary may
attempt to solve for polynomials F’,G', P', Q)" such that Res(F’,G’) - L -
Res(P’, Q') = C4. Solving this system is potentially easier than solving
for the high-degree coefficients of R4, directly, as the search space is much
smaller. Additionally, adversaries may try to express C'y as the output of a
structured Sylvester-like matrix and apply linear algebra or resultant-based

cryptanalysis.

e The Defense: This is mitigated by ensuring the degrees of the seed poly-
nomials (F,G) are high enough that the system of equations for their
coefficients remains computationally intractable. Furthermore, the non-
uniqueness of the resultant map implies that finding any pair (F’, G') sat-
isfying the equation is equivalent to solving the hard Skew Polynomial De-
composition Problem (SPDP). Conservative design must also avoid sparse
support patterns or special forms of L that could admit trivial or low-rank

matrix representations.

GCD-Based Structural Attacks

Previous non-commutative schemes were vulnerable to attacks exploiting the Eu-

clidean nature of univariate polynomial rings.

e The Attack: In earlier schemes (e.g., Boucher et al.), the underlying ring

Flx;0,6] was a Euclidean domain. Adversaries could compute greatest
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common divisors (GCDs) of public values (e.g., GCD(Cly, L)) to strip away

masking polynomials.

e The Defense: The proposed protocol operates strictly within a bivariate
(or multivariate) Ore algebra S§. Multivariate polynomial rings are not
Fuclidean domains; they lack a division algorithm and, consequently, a
computable Euclidean GCD. This fundamental structural difference renders

GCD-based attacks inapplicable.

Commutative Reduction (Weak-Key Attacks)

If the non-commutative parameters are poorly chosen, the algebraic structure

may degenerate into a commutative one.

e The Attack: If polynomials are homogeneous (graded) and the automor-
phisms o; preserve this grading (as seen in some Weyl algebra construc-
tions), there may exist a homomorphism mapping the non-commutative
system to a commutative polynomial ring. An adversary could solve the

system in the easier commutative setting and lift the solution back.

e The Defense: The protocol includes a mandatory “Weak-Key Exclusion”
step. This enforces the rejection of graded key classes and degenerate pa-
rameters (such as identity automorphisms). Additionally, the use of a non-
central base element L ensures that the system cannot be trivially com-

muted (i.e., Ra1L # LR 41), preserving the non-commutative hardness.

Lattice Attacks and Parameter Selection

Finally, the choice of algebraic parameters dictates the resilience against geomet-

ric attacks.

e The Attack: An adversary might model the key recovery as a Shortest
Vector Problem (SVP) in a high-dimensional lattice derived from the public

algebraic relations.
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e The Defense: To resist lattice reduction algorithms (such as LLL), the
underlying field and polynomial degrees must be sufficiently large. Exper-
imental evidence suggests that total degrees of n > 25-50 are required for
security comparable to 128-bit classical systems. Furthermore, using ex-
tension fields F » with k > 1 increases the lattice dimension, making basis

reduction exponentially harder, albeit at the cost of increased computa-

tional intensity for legitimate multiplication.

8.3.3 Challenges and Solutions

The practical implementation and security of this protocol depend on several

factors:

e Insecure Key Choices: Certain choices of polynomials or rings might
unintentionally simplify the security problem. For example, in Weyl alge-
bras, keys constructed from graded polynomials can reduce factorisation to
a commutative problem, creating a significant vulnerability [18]. Protocols

must include checks to avoid such known weak key classes.

e Algebraic Attacks: An adversary may attempt to exploit the resultant
construction directly, for instance by expressing C'y and Cp as outputs of
a structured Sylvester-like matrix and then applying linear algebra, Grob-
ner basis techniques, or resultant-based cryptanalysis in the spirit of [131].
Poorly chosen parameters (e.g. very low total degree, sparse support pat-
terns, or special forms of L) could result in overconstrained systems where
such techniques become more effective. A conservative design must there-
fore avoid parameter sets that admit trivial or low-rank matrix representa-

tions.

e Linearisation Attacks: An adversary might attempt to linearise the prob-
lem by treating products of monomials as independent variables, thereby

converting the polynomial system into a large system of linear equations.
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This attack becomes feasible if the number of equations (derived from pub-
lic data) exceeds the number of monomial unknowns. To thwart this, the
degrees of the private polynomials must be sufficiently high to ensure the

number of unknowns grows faster than the available equations.

e Performance: Multiplication of high-degree multivariate Ore polynomi-
als is computationally intensive. The protocol’s efficiency depends on the
chosen ring structure, polynomial degrees, and implementation of the un-
derlying arithmetic. Rings where derivations ¢; are zero are generally more

efficient.

e Parameter Selection: Choosing secure parameters (F, S, L, n) requires a
careful balance between security and performance. Experimental evidence
suggests total degrees of at least 25-50 may be required for security com-
parable to 128-bit classical systems [18|. Using finite fields Fx with & > 1
can also help resist lattice-based attacks, which would seek to recover pri-
vate keys by solving shortest-vector problems in a high-dimensional lattice

derived from the public algebraic relations.

8.3.4 Comparison with Previous Work

The protocol presented herein offers distinct advantages over earlier non-
commutative key-exchange proposals, such as those by Boucher et al. and Burger

and Heinle. The following are the main improvements:

e No pre-computed commuting subset is required; commutativity is provided

by the resultants themselves.

e Private keys are generated from a larger space of random polynomials rather
than a restricted subset, which significantly enlarges the key space and

enhances security.

e The protocol’s foundation in a multivariate Ore algebra (which is not a
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principal ideal domain) inherently resists the GCD-based attacks described

by Dubois and Kammerer.

8.3.4.1 Implementation Considerations: Performance and Parameter

Selection

Beyond asymptotic hardness, practical security depends on selecting parame-
ters that are simultaneously implementable and robust against the attack classes

above.

e Performance. Multiplication of high-degree multivariate Ore polynomials
is computationally intensive. Efficiency depends strongly on the ring struc-
ture, degree choices, and the implementation of underlying arithmetic. In
practice, instances with §; = 0 are often substantially faster than those with

non-trivial derivations.

e Parameter selection. Choosing secure parameters (F,S, L,n) requires
balancing performance against the need to avoid overconstrained algebraic
systems. Experimental evidence suggests that total degrees on the order
of 25-50 may be required to target security comparable to 128-bit classical
levels [18]. Using extension fields F» with & > 1 can further enlarge coeffi-
cient spaces and complicate algebraic reconstruction attempts derived from

public relations.

Implementation Feasibility Note: Key Sizes and
Performance Estimates

To assess the practicality of the proposed Commuting Skew-Resultant Key Ex-
change, indicative estimates for key sizes and computational costs are summarised
below. These estimates target a security level broadly comparable to 128-bit clas-

sical security (e.g., AES-128). It is emphasised that these are engineering-level
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estimates rather than formal security proofs; actual performance depends heavily
on the specific Ore actions (o7;, d;), sparsity constraints, and the optimisation level
of the underlying arithmetic (symbolic vs. finite-field).

Throughout, computations are assumed to take place in a bivariate Ore al-
gebra over a finite field F, represented with ~ 64-bit elements (for instance, a
64-bit prime field F, where p ~ 2% or a binary extension field Fys:). The pa-
rameter n denotes the minimum total degree of the private resultant factors in
(x,y). This value is chosen to ensure that algebraic linearisation attacks—which
require solving for the product terms of the private coefficients—remain severely
underdetermined. The illustrative value n = 30 is provided as a baseline for

feasibility analysis rather than a definitive recommendation.

Expected Key Sizes

Unlike Elliptic Curve Cryptography (ECC), where keys are compact (e.g., ~ 32
bytes at 128-bit security), multivariate algebraic schemes involve the serialisation

of polynomial coefficient vectors.

e Private Keys. In the Diffie-Hellman-like protocol, each party typically
samples two private resultant factors (e.g., Ra1, Ra2), each generated as a
skew resultant R4; = Resy,(Fa;,G4;) from a private seed pair (Fa;, G4;)
in the chosen Ore extension. Consequently, the private material can be

persisted in one of two forms:

(i) the seed data {(Fa1,Ga1), (Fa2,Ga2)}, which is typically more com-
pact but requires recomputation of the resultants during the hand-

shake; or

(i) the resultant factors { R4y, Ras} themselves, which avoids recomputa-

tion at the cost of storage.

For a dense bivariate polynomial of total degree n, the number of monomial
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terms is:

M(n) — (n;Q) (n+1)2(n+2)

For n = 30, M(30) = 496 ~ 5 x 10? coefficients per polynomial. With 64-bit
(8-byte) coefficients, this corresponds to approximately 496 x 8 bytes ~ 4 kB

per polynomial. Therefore:

— Storing two resultant factors (R4q, Ra2) requires roughly 2 x 4 ~ 8kB

in the dense worst case.

— Storing the seed polynomials is generally more compact (as seeds are
of lower degree), often reducing storage substantially (depending on
the chosen seed degree profiles and sparsity constraints), though this

trade-off introduces computational latency.

In practice, enforcing sparsity constraints can reduce these sizes substan-
tially; however, as skew multiplication frequently increases term density,

budgeting for the dense case provides a sensible upper bound.

Public Exchanges. The exchanged public values are of the form Cy =
Rj1-L- Ryse. A useful first-order estimate is that total degrees are typically

additive under multiplication in generic Ore domains:
deg(Ca) ~ deg(Ra1) + deg(L) + deg(Raz).

With deg(Ra1) ~ deg(Ras) ~ n = 30 and a modest public base element
deg(L) = 10, the expected public degree is deg(C4) = 70. A dense encoding
at degree D = 70 requires M (70) = (7) = 2556 coefficients.

Size(C'4) ~ 2556 x 8 bytes ~ 20kB.

For a more conservative degree budget, such as D =~ 100, the size involves

M (100) = 5151 coefficients, equating to ~ 41 kB per message.

234



8. A Diffie-Hellman—Like Key-Exchange Protocol via Commuting Skew
Resultants

Comparison: These sizes are materially larger than most standardised
lattice-based KEM public keys (e.g., Kyber-768 is &~ 1.2 kB), but are compa-
rable to or smaller than other multivariate quadratic (MQ) proposals. They
remain well within the acceptable bandwidth limits for standard internet
protocols, though they may pose challenges for constrained low-bandwidth

environments (e.g., LoRaWAN).

Runtime Estimates

The computational cost is dominated by the evaluation of skew resultants (via
Sylvester-type matrices and Dieudonné determinant algorithms), followed by the

skew polynomial multiplications required to form C4 and the shared key K.

e Computational Complexity. Arithmetic in S is inherently more ex-
pensive than commutative polynomial arithmetic because each multiplica-
tion step may necessitate the application of automorphisms ¢ and deriva-
tions 0. For bivariate dense polynomials of total degree d, the number of
terms is M (d) = O(d?). Consequently, naive skew multiplication involves
O(M(d)?) = O(d") coefficient operations, multiplied by a constant factor
representing the o/ overhead. While asymptotically faster multiplication
methods exist (e.g., Karatsuba-like recursion), implementation overheads

often favour standard methods for moderate d.

The resultant generation stage reduces to structured elimination on a
Sylvester-type matrix of size m x m over S. A broad complexity envelope
1s:

Cost =~ O(m?*) operations in &,

where O hides polylogarithmic factors and optimisations such as modular
evaluation—interpolation. The primary practical risk is intermediate expres-
siton swell, which makes runtime highly sensitive to the choice of field and

modular reduction strategies.
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e Estimated Latency. Without a specific hardware benchmark, latency
is best stated as an order-of-magnitude estimate. Assuming an optimised
implementation in C/C++ or Rust using 64-bit machine words and modular

arithmetic:

— Private Key Generation (Resultant Computation): Estimated in the
range of 100ms to 1s, depending on the matrix size m and the com-

plexity of o.

— Public Ezchange and Shared Key (Skew Multiplication): Typically
faster than the resultant step, estimated in the 50-300 ms regime. Note
that if the operands become fully dense, this cost can approach that

of the resultant computation.

While these timings are significantly higher than curve-based Diffie-
Hellman (which often executes in < 1ms), they are feasible for handshake-
style protocols where key establishment is infrequent relative to bulk data
transfer. The primary advantage justifying this cost is the potential re-
silience against quantum attacks that compromise standard commutative

assumptions.

8.4 Formal Security Model

To rigorously evaluate the security of the proposed protocol, a game-based frame-
work is employed involving a probabilistic polynomial-time (PPT) adversary A
and a challenger C. The security of the scheme relies not only on the inability
of an adversary to compute the secret key (computational hardness) but also on
their inability to distinguish the true secret key from a random element in the

key space (decisional hardness).
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8.4.1 Hardness Assumptions

Two levels of hardness are defined for the Skew Resultant Conjugacy Problem

(SRCP) within the public parameter set 11 = (S, L, n).

Definition 8.4.1 (Computational SRCP (C-SRCP)). Given the public param-
eters Il and two wvalid public messages Cy = Ra1LRao and Cg = Rp;LRps,
the Computational SRCP is the problem of computing the shared secret
K = Ry Rp1LRpyRao. The advantage of an adversary A in solving the C-SRCP
is defined as:

AdvG PR (\) = Pr[A(I1,C4, Cp) = K.

The C-SRCP is computationally infeasible if this advantage is negligible in the

security parameter X.

While the C-SRCP prevents direct key recovery, secure key exchange requires
that the key appears random to an eavesdropper. This necessitates the stronger

decisional assumption.

Definition 8.4.2 (Decisional SRCP (D-SRCP)). Given a tuple (II,Cy,Cp, Z),
where C'y, Cg are valid public messages and Z is a candidate key, the Decisional
SRCP is the problem of deciding whether Z is the actual shared secret K or a ran-
dom element chosen uniformly from the key space K. The adversary’s advantage

in distinguishing these cases is defined as:
AdvD PP (N) = |Pr[A(IL Cy, Cp, K) = 1] — Pr[A(IL, C4, Cp, Zyana) = 1],

where K is the real protocol key derived from Cy,Cpg, and Ziang E K. The

D-SRCP 1is considered hard if this advantage is negligible.

8.4.2 Key Indistinguishability Game (IND-KE-PASS)

The confidentiality of the established key under a passive attack (eavesdropping)

is modelled using the standard notion of Key Indistinguishability. This is for-
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malised via the following game, Gamenp_kg, played between C and A:

1. Setup: The challenger C runs the setup algorithm to generate parameters

IT and provides them to A.

2. Execution: C generates two pairs of private keys (R4, Ra2) and
(Rp1, Rp2) according to the protocol specification. C computes the cor-

responding public messages C'y and Cg and sends them to A.
3. Challenge:

e C computes the real shared secret K = R21CgR 5.

e C selects a random element K| & K from the same distribution as

valid keys.

e C flips a fair coin b € {0, 1} and sends the challenge K to A.

4. Guess: The adversary A outputs a bit ¥’ € {0,1}.

The adversary succeeds if & = b. The advantage of the adversary in this game
is defined as:

AdvP PN = |2 Pr[t =0 — 1].

Theorem 8.4.3 (Security Reduction). If the Decisional Skew Resultant Con-
Jugacy Problem (D-SRCP) is hard, then the proposed key-exchange protocol is
secure in the sense of Key Indistinguishability (IND-KE-PASS).

Proof. The proof relies on a direct reduction. Suppose there exists a PPT adver-
sary A with a non-negligible advantage € in Gamenp_kg. A simulator S can be
constructed that solves the D-SRCP with the same advantage e. Upon receiving
a D-SRCP instance (II,Cy, Cp, Z), the simulator S embeds C'y and Cp as the
public messages in the IND-KE game and sets the challenge key K, = Z. If A
correctly identifies Z as the real key, S outputs 1 (Real); otherwise, it outputs
0 (Random). Since the distributions in the game perfectly match the distribu-
tions in the D-SRCP definition, Advy P ()\) = AdviP¥E(\). Thus, if the
D-SRCP is hard, Adv'} P ¥F()\) must be negligible. O
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8.5 Enhancements for Efficiency and Scalability

To improve the practical scalability and security of the scheme, the following

enhancements can be considered:

e Efficiency Optimisations: Restrict the secret polynomials ' and G to
be sparse (having few non-zero coefficients). This significantly reduces
the computational cost of the skew-resultant calculation (Resy) without
necessarily compromising the degree size n, offering a better security-to-

performance ratio.

e Security Scalability: Extend the protocol with a key confirmation step.
After computing K, parties exchange H(K,ID4,IDg), where H is a se-
cure cryptographic hash function. This ensures that both parties have
agreed upon the same key and prevents active man-in-the-middle attacks

that might disturb the commutative property.

8.5.1 Post-Quantum Potential

A notable advantage of this protocol is its potential for post-quantum security.
The hardness of factoring elements in certain Ore polynomial rings is conjec-
tured to resist quantum algorithms. This is based on the observation that factors
can have a bit-size that is exponentially larger than that of the original polyno-
mial [18]. If the certificate for a problem (i.e. the factors) is not representable in a
size polynomial in the input, the problem may not belong to the complexity class
NP. It is widely conjectured that NP-complete problems may not have efficient
quantum solutions, suggesting problems potentially outside NP would be even
more difficult to solve. While this phenomenon is less studied over finite fields,
the general difficulty of factoring multivariate Ore polynomials provides a strong

basis for considering this approach as a candidate for post-quantum cryptography.
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8.6 Chapter Summary

This chapter has presented a Diffie-Hellman-like key-exchange protocol founded
upon the inherent commutativity of skew resultants in bivariate Ore algebras.
This approach simplifies earlier non-commutative designs by eliminating the need
for specially crafted commuting subsets, thereby enlarging the key space and
avoiding known vulnerabilities. The security of the protocol depends on the com-
putational difficulty of both factoring multivariate Ore polynomials and solving
the Skew Resultant Conjugacy Problem. This work demonstrates that fundamen-
tal properties of algebraic objects can provide elegant solutions in cryptographic
design, opening new pathways for research at the intersection of non-commutative

algebra and public-key cryptography.
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Chapter 9

Overall Conclusion and Future

Outlook

This thesis has presented a comprehensive investigation into the theory, com-
putation, and application of polynomial resultants, linking fundamental advance-
ments in non-commutative algebra with innovative developments in cryptographic
scheme design. The research detailed herein successfully addressed key challenges
and gaps in both the understanding of skew (Ore) polynomial resultants and their
practical utilisation, particularly in the rapidly growing field of secure information
sharing.

Significant theoretical advances have been made in extending resultant theory
to non-commutative domains, primarily through the generalisation of classical
algebra to skew polynomial rings (Ore extensions). A key development detailed
in this work is the application of the Dieudonné determinant to define resultants
in these structures, moving beyond standard scalar determinants to accommodate
the non-abelian nature of the underlying fields. Furthermore, the formal algebraic
characterisation of the skew resultant has provided the necessary framework to
detect common factors, enabling the correct evaluation and interpolation logic
required for the robust non-commutative secret sharing schemes presented.

Building upon these theoretical foundations, the thesis introduced two novel
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secret sharing schemes: the Dealer-Side and Participant-Side Scaling schemes.
These constructions demonstrate that resultants are not merely tools for elimina-
tion but can function as cryptographic primitives that inherently support verifia-
bility. By embedding the secret within the resultant of bivariate polynomials, the
schemes achieve a unique form of structural integrity, where any changes in the
shares disrupts the algebraic properties required for reconstruction. This method
provides a distinct alternative to standard interpolation-based approaches, offer-
ing enhanced security features such as proactive adversary detection and potential
resistance against quantum-enabled threats.

However, implementing these methods in real-world cryptographic systems
presents notable challenges, primarily regarding computational efficiency and in-
frastructure. Arithmetic operations in skew fields are inherently more intensive
than in standard finite fields, potentially leading to slower encryption and decryp-
tion speeds. Additionally, the lack of standardised, optimised software libraries for
skew polynomial arithmetic increases the risk of implementation errors. Further
limitations identified include the communication overhead required for verifica-
tion data and the complexity of selecting parameters that balance performance
with resistance to structural algebraic attacks.

Consequently, the work provides a comprehensive treatment of two primary
areas: the fundamental theory of non-commutative resultants and their novel

application in constructing secure cryptographic systems.

9.1 Summary of Contributions

The discussion below is organised according to the main chapters of the thesis;
each subsection first summarises the core achievements of its respective chapter
and then highlights their implications. A concluding section presents a structured

recommendations for future research works.
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Chapter 4: Resultant-Based Elimination Theory

The first technical chapter formulated the algebraic foundation. It established
a formal definition of the skew resultant, explored its structural properties, and

presented explicit algorithms.

e Introduced a bivariate skew resultant defined via the Dieudonné determi-
nant and proved that it can be represented by a polynomial in Flf;; 0],

despite being computed in the skew field of fractions.

e Established two equivalent characterisations of a common factor
(Bézout-type and least common left multiple) and showed that both lead to

the Sylvester-style matrix whose Dieudonné determinant is the resultant.
e Developed two complementary algorithms:

(a) a direct Sylvester-style triangularisation, and

(b) a modular evaluation-interpolation scheme that controls intermediate

expression swell.

e Proved that the resultant annihilates every common solution of the operator
system, thus validating its use as an elimination tool for special-function

identities.

Chapter 5: Efficient Algorithms and Modular Methods

This chapter builds upon the established theoretical foundations to address the
issue of computational efficiency. It develops a modular evaluation-interpolation
framework specifically for Ore rings, tackling key performance bottlenecks and

practical implementation challenges. The main contributions include:

e Extending the modular framework to non-commutative rings by incorpo-

rating modern evaluation and techniques suitable for Ore polynomials.
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e Analysing performance inefficiencies in symbolic computation and propos-
ing the use of root-of-unity evaluation points as a method to accelerate the

interpolation stage.

Chapter 6: Implementation and Experimental Analysis

This chapter details the practical implementation and experimental validation
of the resultant-based algorithms previously discussed. It focuses on assessing
their performance, scalability, and correctness through a series of computational

benchmarks. The key contributions of this experimental work include:

e Demonstrating the practical efficiency and enhanced scalability of the

evaluation-interpolation method compared to direct symbolic approaches.

e Verifying the correctness of the implementations by cross-validating the
results of the two distinct computational methods (direct and modular)

against each other.

e Investigating the practical challenges of the modular approach, such as the
handling of unlucky evaluation points, and confirming effective solution

strategies.

Chapter 7: Resultant-Based Secret Sharing

This chapter marks the transition from algebraic theory to cryptographic ap-
plication, beginning with secret sharing. It demonstrates how resultant and its
properties can be transformed into reliable security protocols with verification

features. The main contributions are:

e The first application of polynomial resultants for the construction of (¢, n)-

threshold secret sharing schemes is introduced.

e Two distinct variants are constructed, each offering different security and

efficiency trade-offs:
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(a) Dealer-Side Scaling, which uses numerical shares to ensure low com-

putational cost for participants.

(b) Participant-Side Scaling, which instead employs symbolic shares
within a double-structured polynomial framework, offering stronger
participant-driven verification and promising post-quantum character-

1stics.

e A dedicated algorithm for generating bivariate polynomials whose resultant
encodes a desired secret is developed, and the correctness, verifiability, and
adversary-identification properties of the resulting schemes are formally es-

tablished.

Chapter 8: A Diffie-Hellman—Like Key Exchange

Finally, this chapter demonstrates that the commuting-resultant principle extends

naturally beyond secret sharing to other cryptographic primitives.

e A key-exchange protocol is introduced that replaces the computationally ex-
pensive requirement for pre-computed commuting subsets (as in the Burger-

Heinle scheme) with the inherent commutativity of Dieudonné resultants.

e The proposed protocol is shown to offer a larger key space and require
fewer public parameters, while its security relies on the hardness of two
computational problems: skew-resultant conjugacy and multivariate Ore-

factorisation.

9.2 Future Work and Open Problems

This thesis’s findings highlight several promising avenues for future research in
algebraic computation and cryptography. Accordingly, the following topics and
open problems are planned for future investigation and will be covered in upcom-

ing papers.
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Future Directions in Algebraic Computation

The first part addresses future works on the algebraic theory side.

e Higher-Variate Resultants. A pivotal direction for future research in-
volves extending the current bivariate framework to general multivariate
skew polynomial rings, Fl|xy,...,z,;0,d]. This generalisation necessitates
defining a non-commutative analogue of the classical resultant to eliminate
multiple variables simultaneously, a task significantly complicated by the
non-trivial commutation relations between variables. A promising algo-
rithmic strategy is to adapt the modular evaluation-interpolation method
recursively, thus reducing high-dimensional systems into manageable lower-
variate subproblems. Successfully establishing this theory would not only
advance abstract algebra but also unlock new cryptographic primitives

based on the hardness of solving multivariate skew systems.

e Subresultant Chains. Develop a full subresultant theory for skew poly-

nomials to obtain fraction-free algorithms for GCRD computation.

e Integration with Grobner Basis Algorithms. Adapt the modular
evaluation-interpolation framework developed for resultants to enhance the
performance of Grobner basis computations for Ore polynomial systems.
This could provide a novel approach for managing intermediate coefficient

swell.

e Optimised Modular and Parallel Implementations. Incorporate
FFT-style interpolation, explore dedicated GPU kernels, and benchmark

against established solvers.

Future Directions in Cryptography

The second part focuses on how the algebraic advances can inspire new security

primitives.
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¢ Non-Commutative Secret Sharing. Adapt the presented schemes to use
skew resultants directly, thus utilising non-unique factorisation for enhanced

security.

e Alternative Resultant Families. Evaluate Bézout, Dixon and Sparse re-
sultants as building blocks for cryptographic primitives with different trade-

offs between efficiency and security.

e Extended Protocol Suite. Apply resultant techniques to digital
signatures, ElGamal-like encryption, zero-knowledge proofs, verifiable

machine-learning protocols, etc.

Future Directions in Performance Assessment

Practical adoption of these methods depends on thorough performance assessment

and analysis against emerging standards. Key directions for future work include:

e Performing a comprehensive benchmarking campaign once a general multi-

variate resultant engine is available.

e Investigating further optimisations, such as utilising block-matrix layouts in
resultant computations, which may reduce memory traffic (data movement)

and improve cache performance.

Concluding Remarks

Collectively, the thesis demonstrates that polynomial resultants, classically lim-
ited to commutative algebra, can now be lifted to non-commutative Ore settings
and, in that framework, power both symbolic elimination and practical cryptog-
raphy. The algebraic developments provide new tools for computer algebra, while
the secret-sharing and key-exchange prototypes illustrate the practical security

benefits of the theory. This work provides a foundation for further research at
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the intersection of non-commutative algebra, high-performance symbolic compu-

tation, and post-quantum cryptographic design.
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